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Components/Software used

1 Components/Software used

Type Name Version Software/Firmware
Bus node CTEU-EP R3

Bus node CPX-FB36 R12

Electrical Interface CPX-CTEL-2-M12-5POL-LK R3

Electrical sub-base CAPC-F1-E-M12

Software STUDIO 5000, Rockwell Automation |Rev 28

Software CPX-FMT V 4.21.203

Table 1.1: Components/Software used
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Introduction

2 Introduction

The CPX-FB36 and CTEU-EP EtherNet/IP busnodes both support the ability to add 3rd party 10-Link devices.
Therefore, additional products such as RFID readers, Light stacks, and any other 10-link devices can be added to
CPX or CTEU with EtherNet/IP.

These features, for supporting 10-Link, are only roughly documented in the standard manuals. This application
note is intended to support these additional features. These specifically include; how to validate the 10-link de-
vices, how to read diagnostics events, and how to set 10-link parameters. Details of the various objects required
for these functions are documented below.
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Setup of Process data for 10-Link Devices

3 Setup of Process data for 10-Link Devices

Follow the instructions from the standard manuals for CPX-FB36 or CTEU-EP for the basic setup of the 1/0-De-
vices in your Engineering Software. The following examples are showing the typical integration in the “Studio
5000” Engineering Software provided by Rockwell Automation.

3.1 Typical Configuration of CPX-FB36 with CPX-CTEL-LK

7| Module Properties Report: Local (ETHERMET-MODULE 1.1) ==
General” |Connedion I Module Irrfol
Type: ETHERMET-MODULE Generic Ethemet Module
Vendor: Allen-Bradley
Parent: Local
. Connection Parameters
MName: Festo_CPX_36
Azzembly )
Description: L Instance: Size:
Input: 101 M4 = (8bit)
= Output: 100 2 2 (sbn)
Format: | Data - SINT = .
Comm Form . Configuration: 102 0 = (8bit)
Address / Host Name
@) |P Address: 192 . 168 . 1 . 36
) Host Name:
Status: Offline OK l [ Cancel J [ Apply J I Help
Note

There must be at least one CPX-CTEL-LK module in the CPX terminal

The 1/0-size of the CPX-CTEL-LK module has to be large enough to hold the data of the connected

I0-Link devices. Refer to the CPX-CTEL-LK manual for details on the corresponding settings of the

DIL switches
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Setup of Process data for 10-Link Devices

3.2 Typical Configuration of CTEU-EP

Below is an example with a fixed dual port configuration with a separate status for the CTEU-EP bus node. This
allows for maximum device type size, and keeps the /0 in equal sizes.

Informationen

The shown configuration also adds an additional Status-Byte for diagnostics without the need to
change the default DIL-Switch settings by using Comm. Format “Data — SINT — With Status”and as-
sembly instance 103 as Status Input.

7| Module Properties Report: Local (ETHERNET-MODULE 1.1) =5
General |Connet.tion Module Irrfo|
Type: ETHERMET-MODIULE Generic Ethemet Module
Vendor: Allen-Bradley
Parent: Local
Name: ETEU_ 16 byte_ports Connection Parameters
Azzembly )
Description: )i Instance: Size:
Input: 13 32 = @bit)
= Output: 130 2 =] @iy
Comm Format: | Data - SINT - With Status Configuration: 102 0 =1 36it)
Address / Host Name
@) IP Address: 192 . 168 . 1 . 13 Status Input: 103 2 2 (Bbit)
Host Name: Status Output: 254
Status: Offline oK ] | Cancel Apphy Help

Note

e The CTEU-EP must be configured with an assembly instance large enough for the 10-link device.
Refer to the CTEU-EP manual. The size of the |0 data determined by the assembly instances must
also be large enough for the 10-link device.

e The I/0O-size of the CPX-CTEL-LK module has to be large enough to hold the data of the connected

I0-Link devices. Refer to the CPX-CTEL-LK manual for details on the corresponding settings of the
DIL switches

9 Note

In both, the CPX and CTEU, the process data will be automatically transferred to the device. However,
due to the little-endian / big-endian difference in EtherNet/IP vs. 10-Link, the byte order will be
swapped. This must be handled in the controller logic.
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Web Server Support for 10-Link Devices

4 Web Server Support for |0-Link Devices

For both the CPX-FB36 and the CTEU-EP, there are IT tools available for reading the diagnostics and status of 10-
link devices.

4.1 CPX-FB36 with CPX-CTEL-LK

For the CPX-FB36, a web server and the Festo Maintenance Tool both display the relevant 10-link device infor-
mation and diagnostics.

FB36 (PX~  System~ FESTO
Terminal
Bl
= 9
o 1O
= | O
[ S p—
=
=
2% |o
et
RS
- (w)
o
Modules
Slot Modula Ravision Serial Diagnosis
FE36 12 DB423366 0K
CTEL-2-LK il DDO4ECEL I-Channel 2: Device missing / failure (57)
L-2DIZD0 2 2532075 0K
3 CTEL2-LK 2 DDODY00A 0K
& MPAL 3 1494081 0K
/O
Input Image
FB36 CTEL-2-LK L-S:-IS:—C-| CTEL-2-LK
Output Image
| CTEL21K | Lemizno] CTEL2-LK | e |

Figure 1:  CPXI-Port Master for 10-Link devices — Diagnosis via Web Server
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Web Server Support for 10-Link Devices

I'FiIE_- Edit CPX  Extras
DEHE| X & Be i =

View Online Help

b & W

/15 : |
.
< m
Module Type Inputs Qutputs Diagnaosis
B 0 FB36 - EtherMet/IP Remote-10 V2 (ST) 10=135
& B 1 CTEL-2-LK - I-Port LK master 2xM12 (32132 O bytes) 10=128 1=23 =0 B=0 W¥=0 1. 00=0 01=0 02=0 03=0 04=0.. 57 - Device missing / failure [12]
B2 L-8DIBDO-PI- Multi YO module 10-3=0.0.00 4-7=00.00 (0 -

g

B3 CTEL-2-LK - I-Port LK master 2xM12 Module #1 o B G W e
Bl 4 MPAL - Preumatic interface (32 Cutpl

(S

Module | Paramsters | Diagnosis | Force Mode | Idie Mode | Fail Safe |

Parameter Value
m Active -
Behaviour after port SC  Leave switched off
= Port setup
Port 1 -PL supply dizable
Part 2 - PL supply disable
E & Vendor ID

i Portl £378
i Port2 &0
= i Device ID
iPortl 250201
i Port2 <0
El & I0-Link Device errorcode
i Portl 20
i Port2 0

Figure 2:  CPXI-Port Master for |0-Link devices — Diagnosis via FMT
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Web Server Support for 10-Link Devices

4.2 CTEU-EP

For the CTEU-EP, there is a Web server available to display the relevant 10-Link status and diagnostics:

cteu-eip  CTEU  System ~ FESTO

Terminal

Modules

Slot Module Revision (HW/SW) Serial Diagnosis

0 BIS M-400-045-001-07-54 V1.20/V170 na. 0K

1/0

Input Image

Diag Status Bytes BIS M-400-045-001-07-54

Qutput Image

‘ BIS M-400-045-001-07-S4

Figure 3:  The CTEU web-server will show the |0-Link devices connected
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Methods for Validating the 10-Link Configuratio

5 Methods for Validating the 10-Link Configuration

For a customer to validate a configuration, he must retrieve the vendor and device ID manually via an explicit
message. This will assure the correct device is connected to an 10-link port.

5.1

CPX-FB36

For the FB36, the General Object Parameter Object 101d will be used. This currently exists in the CPX system
since these values are stored as parameters from the CTEL-LK. An explicit message to Object class 101 with the
correct instance and attribute based on the channel & slot number will work.

Lz
mi

n

m

Message I EN—
Message Control MSG_WR_LowLim_ModSCh2 [.) H{DN>—
FERI—
Message Configuration - MSG_RD_Validation {&J
- Local1:1.Data. 11 m P 156G | cenr
Messags Type: ‘CIF — - Message Control MSG_WR_UpLim_ModSCh2 (] _{{Es)}:
Service |Gt Attribute Single -]
Local1:LData 6 Type: HWSG
" |ass: - {:::zz:g: Contral MSG_RD_Validation () _{(E':l)}:_
Instance: : Attr(\k:nute; : [[HHExi geers'r‘\]::gm V:‘:I:‘\I‘_-:;[;_‘Tu"ahdauon T o [MCER
Local1:lData. 7 M
14 Message fEN —
Message Control MSG_RD_Error [ e DN Je=
-
3 Enable ) Enable Wating 2 Start @ Done Done Length: 2
(End} ’— ) Emor Code: Extended Emor Code Timed Out &
Emor Path
Emor Text:
Cancel Help
Figure 4:  This ladder example will retrieve the Vendor ID of a device in port 2 of the CTEL-LK plugged into the
5th CPX slot.
Parameter Value Description
Message Type CIP Generic CIP-specific message
Service Type Get Attribute Single Read only access to single CIP attribute -> Service Code “e”
Class 65h/101d CIP-Class-ID to access CPX-Parameter-Object
Instance 6d Slot number where CTEL-LK resides + 1
Possible Values: 1-10 d
In the example a value of 6d means CPX module number 5
Attribute 73h/115d Service-Data: Vendor ID Port 2, Word
Possible Values Service Data
71h/113d Vendor ID Port 1, Word
73h/115d Vendor ID Port 2, Word
b5h/181d Device ID Port 1, DWord*
b8h/184d Device ID Port 1 DWord*
7bh/123d Errorcode Port 1, Word
7dh/125d Errorcode Port 2, Word
*Mask MSB when accessing Device ID

Table 5.1: Service code table to Read Device Type and Vendor ID to CPX-FB36

Application Note — EtherNet/IP 10-Link Integration — 1.30
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5.2 CTEU

Methods for Validating the 10-Link Configuration

First, each of the CTEU ports must be set to allow 3™ party 10-link devices. Use the CTEU
Port Configuration Object 107d. The details are as follows:

Parameter Value Description
Message Type CIP Generic CIP-specific message
Service Type Set Attribute Single Write access to single CIP attribute -> Service Code “10h”
Class 6Bh/107d Vendor-specific object for 0-Link Ports
Instance 1,2 Port 1 or 2

(Port 2 only available when using CAPC Adapter)
Attribute 5 Service-Data: 10-Link support, SINT

Possible Values Comment

0 Disable 10-Link Support (Default)

1 Enable 10-Link Support for 3 Party

Table 5.2: CTEU Service code table to Set 10-Link mode

Next, the CTEU Slave Information Object 104d will be used. This object stores device information for each of the
2 CTEU ports. An explicit message to Object class 104d with the correct instance and attribute based on port 1 or
2 will allow the user to retrieve the Vendor or Device ID.

Parameter Value Description
Message Type CIP Generic CIP-specific message
Service Type Get Attribute Single Read only access to single CIP attribute -> Service Code “e”
Class 68h/104d CIP-Class-ID for Slave-Information-Object
Instance 1,2 Port 1 or 2
(Port 2 only available when using CAPC Adapter)

Attribute 6 Service-Data: Vendor ID,

2

Possible Values Service-Data:

6 Vendor ID, 2 Bytes (UINT)
2 Device ID, 3 Bytes (DWord)*

*Mask MSB when accessing Device ID

Table 5.3: Service code table to Read Device Type and Vendor ID from CTEU-EP Slave Information Object

Seite 12 von 30
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6 Diagnostic Reporting:

Both the CPX and CTEU can be programmed in advance to detect and report errors related to the 10-link chan-

nels and devices. This includes if a device is missing, changed, or faulted.

This is generally a 3 step process:

1. Write the specific information to a “Port Configuration Object” via an explicit message. The data will be the
Vendor ID and the Device ID plugged into each port.

2. Monitor general diagnostics provided by the CPX or CTEU either from the input table or status table.

3. Read specific error information from a CIP object via an explicit message.

Diagnostic Reporting:

The next chapters describe in detail how these 3 steps apply to CPX-FB36 und CTEU-EP.

6.1 CPX-FB36

6.1.1 Step 1: Set VendorlID and DevicelD

Use the following table to write the specific device information to the FB36 10-Link Port Configuration Object

140d.:

Parameter

Value

Description

Message Type | CIP Generic

CIP-specific message

Service Type Set Attribute Single

Write access to single CIP attribute -> Service Code “10h”

connected)
Possible values: 1 -2

Class 8Ch/140d CIP-Class-ID for vendor specific ,,|0-Link Port Configuration
Object” to set 10-Link Device Type.

Instance 0-10 Slot number where CTEL-LK resides + 1
Possible Values: 1-10d

Attribute 1-2 Channel of Device (Port of CPX-CTEL-LK where device is

Source Element |Tag of user defined type

(see details below)

Data Order of user defined data-type:

Master Cycle Time (SINT)

0 (Default)

Comm_Error (SINT)

0,1

VendorID (INT)

Device specific

DevicelD (DINT)

Device specific

Source Length |8 Bytes

Table 6.1:

CPX-FB36 Service code table to Write to 10-Link Port Configuration Object

Application Note — EtherNet/IP 10-Link Integration — 1.30
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Diagnostic Reporting:

Since this object requires access to a data structure, this example will show how to enter the service data for an
[0-Link device in the Rockwell Logix environment with a CPX-FB36 /CPX-CTEL-LK:

1. Create a user Defined Data Type to include these 4 variables:

Marme: UDT_FESTO_IOL_Port_Config_Object Data Type Size: 8 bytes
Description: port config ohject
Mermbers:
Mame Data Type Description
Master_Cycle_Time  SINT ‘
Monitor_Comm_Error SINT
Vendor_ ID INT
Device ID DINT
Add Member.
Figure 6.1

2. Create Controller Tags to be used as a source and destination for a message instruction to write / read to the
module. The variables are of the data type created. Load the source data with the appropriate data for the
[0-Link device.

—-10L_PortConfigObject_Ch1_DEST foool foool) UDT_FESTO_IOL_Port_Corfig_Object
+-10L_PortCorfigObject_Ch1_DEST.Master Cycle_Time 16200 Hex SINT
+- I0L_PortCorfigObject_Ch1_DEST.Monitor_Comm_Emor 16400 Hex SINT
+|-10L_PortCorfigObject_Ch1_DEST Vendor_ID 1640000 Hex INT
+ 10L_PartCorfigObject_Ch1_DEST.Device_ID 1640000 0000 Hex DINT

— I0L_PortCorfigObject_Ch1_SOURCE [...} [...} UDT_FESTO_IOL_Port_Corfig_Object
+|-10L_PortCorfigObject_Ch1_SOURCE.Master_Cycle_Time 16400 Hex SINT
+-10L_PortConfigObject_Ch1_SOURCE.Monitor_Comm_Emor 16401 Hex SINT
+-10L_PortCorfigObject_Ch1_SOURCE Vender_ID 1640378 Hex INT
+|-10L_PortCorfigObject_Ch1_SOURCE.Device_ID - 1640006 0201 Hex DINT

3. Use a MSG instruction to load the data to the FB36 so the Vendor ID, Device ID, and choice to monitor the

Comm_Error are entered. Instance 6 means CPX module number 5, and attribute 1 is for CPX-CTEL-LK channel

1.
Message Configuration - IOL_PortConfCkject WR_Control @
Corfiguration | Communication | Tag
Message Type: [CIP Generic -
Service [Set Attribute Single v] Source Element:  I0L_PortConfigObjec +
Type:
Source Length: 8 4| (Bytes)
10 Class: 8¢ {Hex)
Instance: & Attribute: 1 (Hex)
{3 Enable ) Enable Waiting ) Start ) Done Done Length: 0
2 Emor Code: Extended Emor Code: [] Timed Out
Emor Path:
Emor Text:
oK |[ Cancel || Aep Help
Figure 6.2
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Diagnostic Reporting:

4. The data can be read in a similar manner using a Get Attribute Single service type in a separate MSG instruc-
tion. Copy the data to a destination element of the same data type.

6.1.2 Step 2: Monitor Diagnostics

Monitor basic CPX diagnostics, a fault with bits 3 (fault at function module) and 7 (other fault) of the CPX diag-
nostic byte should occur.

Bit Diagnostic information | Description
with 1-signal
0 Error at valve Module type in which an
error has occurred
1 Error at output
2 Error at input
3 Error in analogue module/
function module or techno-
logy module
4 Undervoltage Typeoferror
5 Short circuit/overload
6 Wire break
7 Other error

6.1.3 Step 3: Read Specific Error Information

Use the General Module Parameter Object 101d to read the specific error codes form the CPX-FB36 / CPX-CTEL-
LK. This is the same object as used to validate the |10-link device, however, in this case, use an explicit message
to read attribute 7B or 7D for specific error codes of port 1 or 2 respectively.

Parameter Value Description

Message Type CIP Generic CIP-specific message

Service Type Get Attribute Single  |Read only access to single CIP attribute -> Service Code “e”
Class 65h/101d CIP-Class-ID to access CPX-Parameter-Object

Instance 6d Slot number where CTEL-LK resides + 1

Possible Values: 1-10d
In the example a value of 6d means CPX module number 5

Attribute 73h/115d Service-Data: Vendor ID Port 2, Word

Possible Values Service Data

71h/113d Vendor ID Port 1, WORD

73h/115d Vendor ID Port 2, Word

b5h/181d Device ID Port 1, DWord*

b8h/184d Device ID Port 1 DWord*

7bh/123d Errorcode Port 1, Word

7dh/125d Errorcode Port 2, Word

*Mask MSB when accessing Device ID

Source Element Tag Attribute Datatype of Tag Source Length

VendorID INT 2

ErrorCode INT 2

DevicelD DINT* 4

Table 6.2: Service code table to Read Error code from CPX-FB36
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6.2

6.2.1

CTEU-EP

Diagnostic Reporting:

Step 1: Set VendorlID and DevicelD
Use the following table to write the specific device information to the
CTEU Port Configuration Object 107d. The details are as follows:

Parameter Value Description
Message Type CIP Generic CIP-specific message
Service Type Set Attribute Single | Write access to single CIP attribute -> Service Code “10h”
Class 6Bh/107d Vendor-specific object for 0-Link Ports
Instance 1,2 Port 1 or 2

(Port 2 only available when using CAPC Adapter)
Attribute 6or7 Service-Data:

6 Expected Vendor ID (INT)

7 Expected Device ID (DINT*)

*Mask MSB when accessing Device ID

Source Element Tag

Attribute Datatype of Tag Source Length

Expected VendorID INT 2

Expected DevicelD DINT* 4

Table 6.3: For CTEU Service code table to Write Device Type and Vendor ID

6.2.2

Step 2: Monitor Diagnostics

Monitor basic CTEU diagnostics for a fault with an I-port channel.

Bit

Significance Explanation

I-Port Module Error

I-port device fmodule reports diagnostics status

|-Port Configuration Error

— Connected device/module is not compatible with
I-port

— I-port device/module interchanged during opera-
tion

— |0 data length not reached fexceeded

Communication Error

I-port communication error during operation, e.g. if
the I-port device /module was unplugged

Undervoltage PS

Undervoltage in the power supply

Undervoltage PL

I-port device/module reports undervoltage in the load
supply

Overload /Short Circuit Module

I-port device/module reports short circuit or overload

Overload /Short Circuit I-Port

Short circuit or overload at I-port

Other Error

Other faults:

Seite 16 von 30

Application Note — EtherNet/IP 10-Link Integration — 1.30



6.2.3 Step 3: Read Specific Error Information
Use the Status Object 103d to read the specific error codes from the CTEU.

Diagnostic Reporting:

Parameter Value Description

Message Type CIP Generic CIP-specific message

Service Type Set Attribute Single Write access to single CIP attribute -> Service Code “10h”

Class 67h / 103d CIP-Class-ID for vendor specific ,,Status Object”

Instance 1,2 Port 1 or 2
(Port 2 only available when using CAPC Adapter)

Attribute 5 Port status

Source Element  |Tag of type INT Attribute Datatype of Tag Source Length
Port Status INT 2

Table 6.4: Service code table to Read Error from 10-Link device with CTEU-EP

“Port Status” is a bitfield with the following meaning:

Bit

Description

no device connected

device initializing

device is operational

error in device

Port stopped

Port disabled

device reinitialized

short circuit on |-Port

reserved

O X[ I N[N un|D>|lW|N |~ |O

Port unused

[uny
o

Port used, but configured as empty

Table 6.5: Description of Port Status
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Parameterize via Mailbox Function:

7 Parameterize via Mailbox Function:

[0-Link Device parameters are accessed via the ISDU Access Object 768d.

This object exists in both the CPX-FB36 and the CTEU-EP. It is handled exactly the same in either case.

H Informationen

I “ISDU-Access” (Index Service Data Unit Access) is the mechanism used for accessing data objects in
all I0-Link devices.

The parameters are device specific, and can be both read / write. The user shall use a MSG instruction to access
these parameters. This is known as the “Mailbox Function”. Since the MSG instruction must use the source ele-
ment for the index number, one index at a time can be accessed.

The following tables show the general Mailbox Function message instruction requirements:

Parameter Value Description
Message Type | CIP Generic CIP-specific message
Service Type Custom Write access to single CIP attribute -> Service Code “10h”
Service Code 32h/50d Read ISDU
Class 300h/768d CIP-Class-ID for vendor specific ,,ISDU Access Object”
Instance 1-2 Port where device is connected
Attribute 0-9 CPX slot number of CPX-CTEL-LK module
or or
0 0in case of CTEU-EP
Source Element |Tag of user Data Order of user defined data-type:
defined type Index (INT) 0...65535
Subindex (SINT) |0...255
Source Length |3 Source Length is always “3” for read access.
Destination Ele- | Tag of SINT[1+n] Response to read access
ment Status (SINT) Status / Errorcode of read request, see table below
Data O(SINT) Byte 0 read from device
Data 1(SINT) Byte 1 read from device
Data n(SINT) Byte n read from device

Table 7.1: Message Instruction for ISDU Access (read)

Parameter Value Description
Message Type CIP Generic CIP-specific message
Service Type Custom Write access to single CIP attribute -> Service Code “10h”
Service Code 33h/51d Write ISDU
Class 300h/768d CIP-Class-ID for vendor specific ,,ISDU Access Object
Instance 1-2 Port where device is connected
Attribute 0-9 CPX slot number of CPX-CTEL-LK module
or or
0 0in case of CTEU-EP
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Parameterize via Mailbox Function:

Parameter Value Description
Source Element Tag of user Data Order of user defined data-type:
defined type 1 jex INT) 0...65535
Subindex (SINT) 0...255

Data O (write only)

Byte 0 of data to write to ISDU addressed
by Index and Subindex

Data 1(write only)

Byte 1 of data to write to ISDU addressed
by Index and Subindex

Data n (write only)

Byte n of data to write to ISDU addressed
by Index and Subindex

Source Length

3 + “Length of

Data” Bytes Bytes.

When writing 4 Bytes of data to an ISDU, then Source Length is 3+4=7

Destination Ele-
ment

SINT Response to write access

Status (SINT)

Status / Errorcode of write request, see
table below

Table 7.2: Message Instruction for ISDU Access (write)

Response Status |Description

0 Success

Elh Write data length too long
E2h Port unknown

E3h Device busy

E4h Write failed

E5h Read failed

E6 h Read answer too long
E7h State unknown

E8 h Port on master not support
E9h Port in invalid state

FFh Timeout

Table 7.3: Status- and errorcodes for read and write ISDU access
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Parameterize via Mailbox Function:

We will use a commercially available 10-Link RFID tag reader model number BIS-4xx as an example with CTEU-
EP. Below are the device specific parameters that may need to be modified for proper operation.

Access Description | Data Value range Factory
SPDU width setting
Index Subindex
A0hex 1hex CRC yes/no 1 byte 0 = without CRC 0
1 = with CRC
40hex | Zhex Dynamic mode 1 byte O=no 0
% - yes/no 1=vyes
O | 40hex | 3hex Action if tag 1 byte 0 = no action 1
5 present 1 = serial number and tag type
E 7 = automatically read 8 bytes of data beginning at
] a set start address after subindex 4 and 5
E A0hex dhex Low byte of start | 2 bytes Observe data-camier specifications. 0
@ address for
g‘? autoread
40hex | Shex High byte of start
address for
autoread
A0hex Ghex Used data-carrier | 1 byte Sea Chapter 7.2 "Mapping of parameterization 0
type data®, page 27
O0hex=ALL
FEhex=BIS M1xx-01
FFhex=BIS M1xx-02
A1hex 1hex Baud rate 1 byte 00hex = 4800 baud 1
01hex = 38400 baud
02hex = 230400 baud
Figure 7.1
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7.11 MSG Instruction for Read Access
To read sub-index 3, the user must create the following:
e “Source” Controller Tag of type SINT[3] for
- SINT[0]=40h (index)
- SINT[1]=0
- SINT[2]=3h (sub-index)
e “Destination” Controller Tag of type SINT[3] for
- SINT[O]=reserve or port error
- SINT[1]=value returned
- SINT[2]=reserve for 2 byte sub-index
e MSG instruction

The controller tags are created as follows:
e RFID_RD_source_CTEU = SINT[3]
e RFID_RD_destination_CTEU = SINT[3]

Parameterize via Mailbox Function:

—|-RFID_RD_destination_CTEL [aual {...] |Decimal SINT[3]
+/- RFID_RD_destination_CTEU[0] 16400 Hex SINT
+/- RFID_RD_destination_CTEU[1] 16407 Hex SINT
+- RFID_RD_destination_CTEL[2] 16400 Hex SINT
+/- RFID_RD_Param foocl focol UDT_FESTO_RFID_BISM_4x_Param_RDWR
+/- RFID_RD_Param_CTEU {-.-} {...}] UDT_FESTO_RFID_BISM_4x_Param_RDWR
+|-RFID_RD_Source [-..1 {...} |Decimal SINT[3]
—|-RFID_RD_source CTEU [aual {...] |Decimal SINT[3]
+/-RFID_RD_source_CTEU[D] 16440 Hex SINT
+/-RFID_RD_source_CTEU[1] 16400 Hex SINT
+-RFID_RD_source_CTEU[Z] 16803 Hex SINT
Figure 7.2

This shows the source data index 40h / sub-index 3h, plus the return of 7h in the destination.

The table data to fill the message instruction is as follows:

Parameter Value Description

Message Type CIP Generic CIP-specific message

Service Type Custom Write access to single CIP attribute -> Service Code “10h”
Service Code 32h/50d Read ISDU

Class 300h/768d CIP-Class-ID for vendor specific ,,ISDU Access Object®
Instance 1 Read from Port 1

Attribute 0 Always 0 in case of CTEU-EP

Source Element

Tag of SINT[3]

Contents of tag: RFID_RD_source_CTEU

40h Index (INT)
Oh
3h Subindex (SINT)

Source Length

3

3 Bytes have to be written from Tag “RFID_RD_source_CTEU”

Destination Ele-

ment

Tag of SINT[3]

Contents of tag: RFID_RD_destination_CTEU

Oh Data 0 Reserved or error

7h Data 1 Return from BIS M-4xx

Table 7.4
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Parameterize via Mailbox Function:

Message Instruction to read Parameter data:

Message Configuration - CONT_MSG_RFID_RD_CTEU -

Corfiguration | Communication | Tag
Message Type: [CIP Generic -
Service [Cushom v] Source Element: RFID_RD_source_CT «
Type:

Source Length: 3 = {Bytes)
Service .
Code: 32 (Hex) Class: 300 (Hex) Destination RFID_RD_destinatior
; Element:

Instance: 1 Attribute: 0 (Hex)

3 Enable () Enable Waiting ) Start ‘® Done Done Length: 2

2 Emor Code: Extended Emor Code: [ Timed Out €

Emor Path:

Emor Text:

Figure 7.3

The communication tab will have the path to the CTEU Ethernet module configured:

Elﬁ Ethernet

Sample logic to execute instruction:

#2 L-80BDO-PI-
-1}
Fesl_CPX_FR361Data56)7 e
1 1F Ifessage HEN -
Iessage Control CONT_NSG_RFD_RD_CTEU [L.] B(ON '
R
Figure 7.4
Informationen

The message is executed upon a rising edge trigger.
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7.1.2

MSG Instruction for Write Access

To write to sub-index 3, the user must create the following:

“Source” Controller Tag of type SINT[4] for
- SINT[0]=40h (index)

SINT[1]=0

SINT[2]=3h (sub-index)
SINT[3]=7h (example value to write to sub-index 3)

“Destination” Controller Tag of type SINT[4] for destination holder

MSG instruction

The controller tags are created as follows:

RFID_WR_source_CTEU = SINT[4]

RFID_WR_destination = SINT[4]

Parameterize via Mailbox Function:

Figure 7.5

The table data to fill the message instruction is as follows:

—| RFID_WR_Source_CTEU i.. [...} |Hex SINT[4]
+-RFID_WR_Source_CTEU0] 16440 Hex SINT
+ RFID_WR_Source_CTEU[1] 16400 Hex SINT
+-RFID_WR_Source_CTEU[Z] 16203 Hex SINT
+ RFID_WR_Source_CTEU[3] 16407 Hex SINT

—| RFID_WR_Destination I.. [...] [Hex ~ | SINTJ4]
+| RFID_WR_Destination[0] 16400 Hex SINT
+/- RFID_WR_Destination(1] 16200 Hex SINT
+ RFID_WR_Destination[2] 16400 Hex SINT
+| RFID_WR_Destination[3] 16200 Hex SINT

Parameter Value Description

Message Type CIP Generic CIP-specific message

Service Type Custom Write access to single CIP attribute -> Service Code “10h”
Service Code 33h/51d Write ISDU

Class 300h/768d CIP-Class-ID for vendor specific ,,ISDU Access Object®
Instance 1 Read from Port 1

Attribute 0 Always 0 in case of CTEU-EP

Source Element

Tag of SINT[3]

Contents of tag: RFID_RD_source_CTEU

40h Index (INT)

Oh

3h Subindex (SINT)

7h Data 0 Value to write to Index 40h, Subindex

3h (parameter inside RFID reader:
“Action if Tag is present”)

Source Length

When writing 4 Bytes of data to an ISDU, then Source Length is 3+4=7

Bytes.

Destination Ele-

ment

Tag of SINT[4]

Contents of tag: RFID_RD_destination_CTEU

Oh

Data O

Reserved or error

Table 7.5:
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Message Instruction to write Parameter data:

Message Configuration - COnt_MSG_RFID_WR_CTEU S5
Corfiguration | Communication I Tag
Message Type: [CIP Generic -
Service ’Custom v] Source Element: IR_Source_CTEU[O] -
Type:
Source Length: 4 = (Bytes)
Service .
Code: 33 (Hex) Qassi 300 (MeX)  poghnation RFID_WR_Destinatio +
’ Element:
Instance: 1 Atfribute: 0 (Hex)
3 Enable O Enable Watting ) Start 2 Done Done Length: 0
) Emor Code: Extended Emor Code: [ Timed Out &
Emor Path:
Emor Text:
oK || Cancel || feply Help
(8 — — T —— ae——————— — ¥
Figure 7.6

In this case, the source element is the first byte of the array.

Parameterize via Mailbox Function:

W w  Show: Al Tags -
| Name :E|| Data Type -
ﬂ +- RFID_RD_source_CTEU SINTI3]
f| [ RFD_WR Destiation SINT]4]
ﬂ F]- RFID_WR_Param_CPX UDT_FESTO_RFID_BISM_4x_Param_RDOWR
f [ RFID_WR_Param_CTEU UDT_FESTO_RFID_BISM_dx_Param_RDWR
E +]- RFID_WR_Source CPX SINTI4]
—|- RFID_WR_Source_CTEU SINTI4]
RFID_WR_Source_CTEU[0] ﬂ SINT
E RFID_WR_Source_CTEU[1] SINT i
g RFID_WR_Source_CTEU[Z] SINT |E |
ﬂ RFID_WR_Source_CTEU[3] SINT [+
Program
Figure 7.7

The communication tab will have the path to the CTEU Ethernet module configured:

EIE'EE Ethernet

{E] 1769-L16ER-BE1E IPT2015
fl ETHERMET-MODULE CTEU

Sample logic to execute instruction:

#2: L-80IB00-PI-
(07)
Festo_CPX_FB351Data[53]6
3 ol
Figure 7.8
Informationen
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The message is executed upon a rising edge trigger.

MG
Nessage
Message Contrel COnt_MSG_RFID_WR_CTEU [:]

HE0-
oK
HER
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AOI Support:

8 AOI Support:

Devices with a large number of parameters, or with multiple Boolean parameter functions in a single byte, can
become difficult to manage. Therefore, a device specific AOI can improve the user experience when using the
Mailbox Function.

Attached there is an example AOI which demonstrates the use of the mailbox with a 3 party RFID reader.

There are two separate AOI’s, read parameters and write parameters.

8.1 Read Parameters of RFID Reader
Import the attached AOI into the Rockwell project.

Add-On Instruction Definition - RFID_RD_Param_Festo_BISi ACIVL.0 o (2]
General | Fi I Local Tags | Scan Modes | Signature I Change History I Help |
Name: RFID_RD_Param_Festo_BlSo_ADI
Description: | a
Type: B2 Ladder Diagram Change Type
Major Minor Extended Text
Revision: 1k o =
Revision Note: A
Vendar: Festo
Copy all default values of parameters and local tags whose values were modified to all tags of this instruction type
Figure 8.1

Precede the Read MSG instruction with the AOI. In this case, use the same trigger as the MSG instruction. You
should notice the tags for Source and Destination are the same tags used in the MSG instruction.

#2: L-B0I800-AI-
(0-7)
Festo_CPX_FB36:| Data[38] 7 RFD_RD_Param Festo_BISu AQ——————
! ol —
RFD_RD_ Param_Festo BISx.. Cont RFD_RD Param CTEU ()
Parameter_Read Values RFID_RD_Param_CTEU
RFD_RD_WSG Dest SNT3  AFD_RD destination CTEU
RFD_RD_M3G_Source_SINT3 RFID_RD_source_CTEU
#2: L-B0I800-AI-
0-7)
Festn_CPX_FB36:Data[58].7 156G
1 1F lessage HEN—
Message Control CONT 133 RFD_RD_CTEU (] HON—
HER)—
Figure 8.2

A new tag must be created for “Parameter Read Values”. This will be of user defined data-type:
“UDT_FESTO_RFID_BISM_4x_Param_RDWR” which comes from the AOl installation.
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9 Note

By reviewing tag names below, please note:

AOI Support:

e The tag name RFID_Param_CTEU data-type is user defined from the AOI
e There is one function, to select the index to read. These are values 1 to 7, defined by the AOI, and

described in the comment field

In this example, value 3 (Act on Tag) is selected
The AOI automatically loaded the index + sub-index with the proper values to the tag

RFID_RD_source_CTEU

When the trigger was enabled, the BIS 4xx returned a 7, meaning AUTO 8 bytes
The value is stored in the tag RFID_RD_destination_CTEU
It is also copied to the tag RFID_RD_Param_CTEU, so the user only needs to reference this tag

name

Figure 8.3
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~ RFID_RD_destination_CTEL [} oo} |Decimd | SINTJ3]
+-RFID_RD_destination_CTEL[T] 16400 Hex SINT
+-RFID_RD_destination_CTELI[1] 16407 Hex SINT
+-RFID_RD_destination_CTEU[Z] 16400 Hex SINT

+-RFID_RD_Parem {...} . LUDT_FESTO_RFID_BISM_é¢_Param_RDWR

--RFID_RD_Parem_CTEU fosa)) ooal) LJDT_FESTO_RFID_BISM_«_Param_RDWR
+-RFID_RD_Param_CTEU.5elect_Funclto? 3 Decimal | SINT 1=CRC, 2=0yn mode, 3=Act Tag, 4=Start Adr, lowbyte, 5=Start Adr,...
+-RFID_RD_Param_CTEUCRC i Decma | SINT D=no, 1=yes, (D=defaut)
+-RFID_RD_Param_CTEU.Oyn_Mode 1] Decma | SINT O=no, 1=yes, (0=defaut)
+-RFID_RD_Param_CTEU Act_on_Tag 7 Decimal | SINT (=no act, T=ser and type number, 7=AUTO & bytes (1=defaut)
+-RFID_RD_Param_CTEU Start_Address i Decma | DINT start address of camertag
+-RFID_RD_Param_CTEU.Data_Car_Type i Decimal | SINT 0=ALL
+-RFID_RD_Param_CTEL Baud_Rate 1] Decimal | SINT 0=4800, 1=38k, 2=230k (1=efaut)

+-RFID_RD_Source [...} ...} |Decma | SINT[3]

—-RFID_RD source CTEU [ woo} |Decima [ SINT]3]
+-RFID_RD_source_CTEU[]] 16440 Hex SINT
+-RFID_RD_source CTEU[T] 16400 Hex SINT
+-RFID_RD_source_CTEL[Z] 16403 Hex SINT
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AOI Support:

8.2 Write Parameters to RFID Reader

Import the attached AOI into the Rockwell project.

Add-On Instruction Definition - RFID_WR_Param_Festo_BISxx_AOI v1.0 o |5 EEs]

General | | Local Tags | Scan Medes | Snature [ Change History | Help |

Mame: RFID_WR_Param_Festo_BlSo_AC|

Description: |

Type: Eﬂ Ladder Diagram Change Type

Major Minar Extandad Taxt

Revision: 1] [o z

Revision Mote:

Vendor: Festo

Copy all default values of parameters and local tags whose values were modffied to all tags of this instruction type
Data Type Size abyte

Figure 8.4

Precede the Write MSG instruction with the AOI. You should notice the tag for Source is the same tag used in the
MSG instruction.

RFD_WR_Param_Festo_BIS:x_AQF————

RFID_\WR_Param_Festo_BIS.. CONT_RFID_WR_Param_CTEU ()
Parameter_Write_Values RFID_WR_Param_CTEU
RFID_WR_M3G_Source_Data RFID_WR_Source_CTEU

#2: L-80IRDO-PI-
0-7)
Festo_CPX_FBY:Datal38]6 56
3 1F Hessage  HED—
lessage Control COnt_MSG_RFID_WR_CTEU [..] HDN}—
HER—

Figure 8.5

A new tag must be created for “Parameter_Write_Values”. This will be of user defined data-type:
“UDT_FESTO_RFID_BISM_4x_Param_RDWR” which comes from the AOI installation.

9 Note

By reviewing tag names below, please note:

e The tag name RFID_Param_CTEU data-type is user defined from the AOI

e There is one function, to select the index to write. These are values 1 to 7, defined by the AOI, and
described in the comment field
In this example, value 3 (Act on Tag) is selected. Also, 7 is entered into instance Act_on_Tag
The AOI automatically loaded the index, sub-index, and payload data with the proper values to
the tag RFID_WR_source_CTEU

e When the trigger was enabled, the BIS 4xx received a 7, meaning AUTO mode
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AOI Support:

1=CRC, 2=Dyn mode, 3=Act Tag, 4=Start Adr, lowbyte, 5=5tart Adr...

(O=no, 1=yes, (0=defautt)

O=na, 1=yes, (0=defautt)

O=no act, 1=ser and type number, 7=ALTO & bytes (1=dsfaul)

start address of camier tag

0=ALL

(=4300, 1=38k, 2-230k (1=defaut)

Figure 8.6

The value can then be read for verification.
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CTEU - EDS AOP to Parameterize Festo I-Port devices

9 CTEU - EDS AOP to Parameterize Festo I-Port devices

Festo 10-link devices have a unique connection scheme to connect with Festo masters. This is called I-Port,
which uses 10-Link technology, but enables Festo devices to self configure.

When using CPX, the CTEL 4 port module is used, and commissioning and setting parameters are well docu-
mented in user manuals, and with FMT using the L5K Export.

When using CTEU, parameters for I-Port devices can be best configured using EDS AOP. Refer to the following
steps for Logix5000:

-

Go to the Festo Support portal to find the EDS file CTEU-EP.eds
Use the Tools menu in Studio 5000 to install the EDS file

3. When selecting a new module for Ethernet, type Festo in the search bar for module type. Select CTEU-EP
communication adapter

N

4. Use the change button to configure the 10 connection of the CTEU, add the appropriate IP address, etc.
# ' Mew Module | 28 |
General |Connection I Module Info I Corfiguration I Parameters | Intemet Protocol | Port Configuration I Ne‘tworkl
Type: CTEU-EP CTEU-EP EtherMet/IP bus node
Vendor: Festo | 4" Module Definition (S
Parert: Local
- | Revision: 002 =
- -]
R 3 Blectronic Keying: [Cornpatible Module - [
Connections: 0
Name Size Tag Suffix o
O Con. Single Port Input: ] n B
- byte(=) 1
Output: 3 <none>
0 Co gle Po
VO Con. Dual Port 18
Module Definttion ¥ Con. Dual Port 32
o VO Con. Dual Port 64
Revision: Diagnostic Data
Blecironi = 1 Listen Onby
sctronic Keying Exact 'O size
Connections: [ Input Onhy
[ ok || cancel || Hep |
Status: Creating [ ok | [ Cacel | [ Heb
Figure 9.1

5. Go to the configuration tab. Here you will need to follow the manual of the I-port device to be commissioned.
Enter the appropriate data as needed.
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CTEU - EDS AOP to Parameterize Festo I-Port devices

| General I Connection I Module Irfo | Corfiguration | B I Intemet Protocol | Port Corfiguration I Network|
D & Name Value Units. Style Description |
40 |Expected Vendor ID Port 1 =] 00000000 00000000
41 |Expected Device ID Port 1 (=] 1] Decimal j
42  |Port 1 Configuration &3
43 |Target Configuration Port 1 Use Responding Dev |« |
44  |Tool Change Mode Port 1 TCM inact |
45 |Tool Change Mode Input Size Port 1 | | 1] Decimal j
45  |Tool Change Mode Output Size Port 1 | | 1] Decimal j
47  |Expected Vendor ID Port 2 = 00000000 00000000
48 |Expected Device ID Port 2 = 1] Decimal j £
45  |Port 2 Configuration &3
50 |Target Configuration Port 2 Use Responding Dev |« |
51 |Tool Change Mode Port 2 TCM inact |
52  |Tool Change Mode Input Size Port2 || 1] Decimal j
53 |Tool Change Mode Output Size Port 2 | | 1] Decimal j
&0  |-Port Module Parameter Byte 0 Port 1 | | 00000000
61 |-Port Module Parameter Byte 1 Port 1 | | 00000000
62  |-Port Module Parameter Byte 2 Port 1 | | 00000000
63  |-Port Module Parameter Byte 3 Port 1 | | 00000000 b
64  |l-Port Module Parameter Byte 4 Port 1 | | 00000000
65 |-Port Module Parameter Byte 5 Port 1 | | 00000000
65  |l-Port Module Parameter Byte & Port 1 | | 00000000
&7  |Port Module Parameter Byte 7 Port 1 | | 00000000
68  |-Port Module Parameter Byte 0 Port 2 | | 00000000 i
20 |1 Naet Maduin Marmmabar Do 4 Roc P
i) The values displayed here are from the Configuration Tag. These values are stored in the controller and are automatically sent to the module when changes are applied or a connection is
established.
Status: Creating [ ok | [ cancd | [ Hebp

Figure

9.2

Information

You can use the “Group” dropdown-list to filter the displayed parameters.

6. The “Parameters”-tab can be used in online mode to display the currently connected 10-Link-Devices.

You can copy&paste the values from the “Parameters”-tab to the “Expected Vendor ID” and “Expected Device
ID” parameters in the “Configuration”-tab.

This is a easy method to set up the check for a specific 10-Link configuration.

| Module Properties: Local (CTEU-EP 2.002) = | Module Properties: Local (CTEU-EP 2.002) [E=RE=R ==
General | Connedtion | Module Info | Corfiguration | Parameters | Intemet Protocal | Port Configuration | Network | General | Connection | Module Info | Configuration | Parameters | intemet Protocol | Fort Cortiguration | Network |
Group: <Al Parameters:> - Group: [ <Al Farameters> -
Do Name Value unts| stye [oc~ [[Joe] Name [ Value units | Style | Description
|40 | Expected endor ID Port 1 ] 00000001 01001101 2#0000_0001_0100_1101 Binary |y
|41 Expected Device ID Port 1 - 272 272 Decimal |
[42_[Port 1 Configuration - 15 _|Current Device Name Port 1 [ VTUB-17
43 |Target Configuration Port 1 Use Responding Devﬂ E 16 [Current Vendor ID Port 2 = 0 Decimal |
44 |Tool Change Mode Port 1 TCM \namﬂ 17 [Current Device ID Port 2 0 Decimal v
45 |Tool Change Mode Input Size Port 1 || o 0 Decimal v 18 |Current Device Name Port 2 | =«
46 |Tool Change Mode Output Size Port 1 |« 0 Decimal v
47 |Expected Vendor ID Port 2 =] 00000000 00000000
48 |Expected Device ID Port 2 |Led 0 Decimal ||
49 |Port 2 Configuration -
S0 [Target Configuration Port 2 Use Responding Dev |
51 Tool Change Mode Port 2 TCM mamﬂ
52 |Tool Change Mode Input Size Port2 | o 0 Decimal | v
53 | Tool Change Mode Output Size Port 2 | o 0 Decimal | v
60 |-Port Module Parameter Byte 0 Port 1 | w 00000000
‘|51 |-Port Module Parameter Bvte 1 Port 1 |/ ! nnnnnnnn e
« i »
nsen Factory Defats Insert Factory Defatits St |«
i) The values displayed here are from the Corfiguration Tag. These values are stored in the contraller and are automatically sent to the \d) The values displayed here are read directly from the module. These values are not stored in the cortroller and are not sert to the-
module when changes are applied or 3 connection is established. module when a connection is established. Click Set to write updated values to the module.
Status: Runring oK | [ Cancel Apply [ Hep Status: Running 0k | [ Cancel Aoply Help

7. Select OK. This configuration is now complete.

All configuration parameters will be sent to the CTEU-EP during the forward open message of EtherNet/IP, com-
missioning the I-Port device connected.
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