Application Note
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How to mount SMB (CIFS) share

This application note describes how to establish a SMB (CIFS) CECC-...
share with Festo PLCs CECC-.. and CPX-CEC-..-V3 CPX-CEC-...-V3
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Copyright Notice

This documentation is the intellectual property of Festo SE & Co. KG, which also has the exclusive copyright. Any
modification of the content, duplication or reprinting of this documentation as well as distribution to third par-
ties can only be made with the express consent of Festo SE & Co. KG.

Festo SE & Co KG reserves the right to make modifications to this document in whole or in part. All brand and
product names are trademarks or registered trademarks of their respective owners.

Legal Notice

Hardware, software, operating systems and drivers may only be used for the applications described and only in
conjunction with components recommended by Festo SE & Co. KG.

Festo SE & Co. KG does not accept any liability for damages arising from the use of any incorrect or incomplete
information contained in this documentation or any information missing therefrom.
Defects resulting from the improper handling of devices and modules are excluded from the warranty.

The data and information specified in this document should not be used for the implementation of safety func-
tions relating to the protection of personnel and machinery.

No liability is accepted for claims for damages arising from a failure or functional defect. In other respects, the
regulations with regard to liability from the terms and conditions of delivery, payment and use of software of
Festo SE & Co. KG, which can be found at www.festo.com and can be supplied on request, shall apply.

All data contained in this document do not represent guaranteed specifications, particularly with regard to func-
tionality, condition or quality, in the legal sense.

The information in this document serves only as basic information for the implementation of a specific, hypo-
thetical application and is in no way intended as a substitute for the operating instructions of the respective
manufacturers and the design and testing of the respective application by the user.

The operating instructions for Festo products can be found at www.festo.com/sp .

Users of this document (application note) must verify that all functions described here also work correctly in the
application. By reading this document and adhering to the specifications contained therein, users are also solely
responsible for their own application.

© (Festo SE & CO. KG, D-73726 Esslingen, 2020)
Internet:  http://www.festo.com
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Components/Software used

1 Components/Software used
Type/Name Version Software/Firmware |Version SMB protocol | Date of manufacture
CECC-X-... »=2.1.0 SMBv1 29.10.2015
CECC-S/D/LK »=1.3.8-ceccO SMBv1 18.02.2015
CPX-CEC-...-V3 - SMBv1

Table 1.1: 1  Components/Software used
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Overview

2 Overview

If you want to access a file located in a shared windows folder by using one of the PLCs mentioned above you
can follow this tutorial.

9 Note

If you want to log some process information, it is recommended to do this in the other direction:
Write the files on the local file system and download it periodically with a PC via FTP. In this case you
don’t have to deal with problems concerning the network access in the IEC code.

9 Note

The behaviour of processing the “startup.txt” - which is the subject of this application note - is
different for the CECC and CPX.

On the CPX-CEC-...-V3 the startup-script is processed after starting the CODESYS runtime and on
CECC devices it is processed before.

2.1 Architecture

A shared folder in a windows network is called SMB share. The CODESYS program can only access the local file
system. To access a shared folder you have to mount the folder in your local file system.

Windows PC

testShare .
Windows SMB server

testFile.txt

Windows Network

testShare

PLC device

remoteDir e

! testFile.txt | Samba SMB client

PLC-Program
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Mount a SMB share

3 Mount a SMB share

3.1 Step one

Make a SMB share by using windows. A SMB share is a shared folder in windows. Try to access the share with

the explorer on a second PC.

[F=N Hol ==
T
@U" L WWIMTTESTPC testShare - | 44 || Search testsnare o
Organize « ﬁ Open - Print Mew folder == » [ .@.
E"' Mehmork Marre Date modified Type Size
1M WIMTTESTRC | testfilet 20142014 800 Ak Text Document 0 KB
. testShare
B testfilett Date modified: 2/14/2014 8:00 AM Date created: 2/14/2014 8:00 AM
Text Document Size: 0 bytes
For test purposes you can enable sharing and security for Everyone with full access
Sharing
| . testShare Properties @
| General | Sharing | Security | Previous Versions | Customize | | Permissiens for testShare [
Metwork File and Folder Sharing Advanced Sharing Share Pemissions
& testShars Group or user names:
| Not Shared hare this folder Fm
# Everyone |
Metwork Path: Settings
Mot Shared
Share name:
Add Remow
Advanced Sharing - Srmeve
Set custom permissions, create m Limit the number of simultane ’ Add.. ] [ Remove ]
advanced sharing options.
_ B Permissions for Everyone Dery
[ '&.‘M\ranced Sharing... l Full Cartrol [l
Change E
Password Protection Read [
People must have a user account ’ Permissions l ’ Cadhinl

computer to access shared folder

To change this setting, use the Ny

o |

0K || Cancel || ooy

Leam about access control and pemissions

[ OK || cancel || Apply

Security
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Mount a SMB share

General | Sharng | Securty | Previous Versions | Customize

Object name:  C:testShare

GI’DLID ar User names:

52 Autherticated Users

52 SYSTEM

52, Administrators (Win7TestPC\Administrators)
52 Users (Win7TestPCh\Users)

To change pemissions, click Edit. Edit
Pemissions for Authenticated
Users

testShare Properties =3

Allow Dery

Full control

Modify

Read & execute
List folder contents
Read

Wiite -

m

For special permissions or advanced settings,

click Advanced. m

Leam about access control and pemissions

QK | | Cancel

Permissions for testShare @
Securty
Ohject name:  C:testShare

Group or user names:
52, Authenticated Users
58 SYSTEM
52 Administrators (Win 7 Test PC\Administrators)
52 Users (Win7TestPCh\Users)

| Add... | | Remaove

Allow

Permissions for Everyone Dery

Full control

Modify

Read & execute
List folder conterts
Read i

m

o
o
o
o

Leam about access control and pemissions

| oK

[ 2eply |

| | Cancel

3.2 Step two
Edit the startup script file.

To do that, open or create the file startup.txt with your favourite editor. Edit the file as shown below. Edit only
the underlined part of the file. Fill in your username, password, the IP address and the name of your file sharing

service.

9 Note

The NetBios name instead of the PC’s IP address is not supported.

9 Note

The end of line in the “startup.txt” file has to be a “LF” (linux style) not a “CRLF”.

To find out your Windows PC’s IP address you can use the Windows command console:
e Open the console with WINDOWS + R and enter cmd

e Execute the command ipconfig /all

EX C\Windows\system32\cmd.exe

In this example the computer WIN7TESTPC has the IP address 10.8.64.174.
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Mount a SMB share

Note
You may need to surround your password with single quotes like smyPW>

M:I startup et - Maotepad EI@

File Edit Faormat  Aiew Help
# MDuntingscr"’lpt for PLC

mkdir —p7jfijcodesys;’pr];’rematemr I T
oLt cifs -0 username=admin, passwor d=mryPw ,f,f:I.O 8.684.174 /testshare /e /codesys pri/remotenir

"—

9 Note

Don’t forget the spaces at the related arrow positions!
Also the name of the file sharing service is case sensitive. Don’t mix this name (in this example “test-

share”) with the directories inside the share (e.g. \this\is\a\path)).

You can test the above script commands directly on an established telnet connection to the device (use the
Festo Field Device Tool to open “Telnet”) via the Linux command line.

Use the following commands to troubleshoot the CIFS mounting:
e Enable debugging: echo 7 > /proc/fs/cifs/cifsFYI
e Disable debugging: echo @ > /proc/fs/cifs/cifsFYI
e Show debugging info: dmesg

For more information about the mount command visit: http://linux.die.net/man/8/mount.cifs.

The directory remoteDir is the mount point on the PLC. This means that you will have a folder in the file system
of the PLC if the operation is successful.

3.3 Step three
Copy the startup script file startup.txt to your PLC. It is recommended to do that with CODESYS.

1. Click on the PLC node in the project tree on the left.

2. Select the PLC in the tab “Communication Settings”.
3. Select the “Files” tab.
4. Connect to the PLC and open the prj/ subfolder.
5. Copy/Transfer the file startup.txt from your PC to the PLC.
' Untitledl.project* - CODESYS the IEC 61131-3 programming system provided by Festo EI@
File Edit Miew Project Build Online Debug  Tools  Window Help
AEHEI& #0008 =P
Devices * o X [f] Device x h
=g ﬁ(,ﬂgdj E | Communicalion Settings I Applical\uns| Files | Log | PLC settings | PLC shell | Users and Groups | Access Rights | Task deploy 4 | *
= BDerial(SEeEt) Host | Location: C:itestShare - |G X Runti Location: i - |Ea <
= El] PLC Lagic oS! ocakion: S . untime ocation: | [ Prl
=-1C} Application Mame Size Marme Size
m Library Manager t . T .
PLC_PRG (PRE) ;|startup.txt 171 bytes
= @ Task Configuration ._. kestfile kxt 0 bytes .
@ MainTask, -
=[] onboard (CECC 141/80)
"% Digital Inputs
A Digital Qutputs
4 L 3 4 L 3
) POUs |5 Devices |
[E Meszages - Totaly O eror(s], O waring(s), 0 message(s) ]
Last build: €3 0 & 0 Precompile: Current uzer: [hobody)
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Mount a SMB share

3.4 Step four
Reboot the PLC device.

You can test the success of the mount procedure by using the same mechanism you used for uploading
startup.txt.

Now there should be a subfolder inside the PLC directory prj/ called remoteDir/

3.5 Step five
Create your CODESYS program.

Use the default functions of library SysFileto access the new mount point. You can use the relative path
prj/remoteDir/ to your mount point.

Below is a possible example program using the libraries
e SysFile
e  CmpErrors Interface

PROGRAM PLC_PRG

VAR
filePtr : SysFile.RTS_IEC_HANDLE := CmpErrors.HandleErrors.RTS_INVALID_HANDLE;
init : BOOL := FALSE;
Result : SysFile.RTS_IEC_RESULT;

StringRead : STRING(255) := ''; (* string read from shared file 'testfile.txt'
*)

IF NOT init THEN
init := TRUE;

filePtr := SysFileOpen(szFile:="prj/remoteDir/testfile.txt’,
am:= SysFile.AM_READ, (* access mode *)
pResult:= ADR(Result));
IF Result = CmpErrors.Errors.ERR_OK THEN
(* successfully opened file for reading *)
SysFileRead(hFile:= filePtr,
pbyBuffer:= ADR(StringRead),
ulSize:= SIZEOF(StringRead),
pResult:= ADR(Result));
SysFileClose(hFile:= filePtr);
filePtr := CmpErrors.HandleErrors.RTS_INVALID_HANDLE;
ELSE
(* error opening file for reading *)
END_IF
END_IF

If you get a valid file descriptor => Mounting has been completed successfully and you can access your shared
file testfile.txt stored at the PC.

3.6 Completely remove SMB (CIFS) share
e Remove the file /ffx/codesys/prj/startup.txt viaregister “File”.
e Reboot the device.
e Remove the created mount point directory /ffx/codesys/prj/remoteDir via register “File”.
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