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Components/Software used

1 Components/Software used
Type/Name Version Software/Firmware Date of manufacture
Designer Studio Version 2.0.0.332 2016
CDPX 47-13” General

Table 1.1: 1  Components/Software used
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How to filter alarms with the active alarm widget?

2 How to filter alarms with the active alarm widget?

2.1 What to know

Since version 1.90, Designer Studio allows to set up custom filters into the widget Active Alarms, to display only
specific alarms that match the filter.

Some examples can be found below, where it is explained how filter expressions can be used.

2.2 What to do

Two filters are available into the widget Active Alarms:

e  Filter 1 is the default filter.
It's managed by the combo box, present into the widget. The filter has two options: " Show all alarms"
and " Hide Not Triggered" which, when selected, allow to display only active alarms.

e Filter 2 is not configured by default, but available for customization.

| B Properties
Active Alarms 08 &
State | Value = Alarms List
Columns
Sorting false
Sort Order Descending
Sort Column Severity
[ = |
Filter
Fitter Column 1 | State
5 Fiter1 ~{(Not Triggered Acked]|
Datalink fremData:Combo2
4 Filtter Colurmn 2 | Select
& Net T gered | Ack " Reset " S | LER !
- a |* Header

Filter expressions are applied to the data contained in the selected Filter column of the Alarm widget.

2.2.1 Example 1

In this example, the alarm widget will display all alarms matching Filter1 ("All Alarms" or "Hide Not Triggered"
alarms) with the value equal to 10.

Property settings:

e Filtered column =Value
e Filter expression =10

. B Properties
Active Alarms & &0 &
State | Value - Alarms List
Columns
Sarting falsa
Sort Order Descending
Sort Column Severity
+ Text
-| Filter
Filter Colurin 1 | State
=l Fiter1 ~((Not Triggered Acked|1

DataLink i «Cambo2
L " Fiter Column 2 Vvalue
le Mot Triggered | Ack " Reset " Save | Fiter 2 ,10
- w | Heate

T bk
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2.2.2 Example 2

In this example the goal is to filter the alarms by severity. Only alarms with severity value from 3 to 6 shall be
visible. This means, alarms from Normal to Critical severity will be shown. Please find the severity levels, that are
available as settings into the Alarm Editor, below.

0-not important
1-low

2-below normal
3-normal
4-above normal
5-high

6-critical

Property settings:

e Filtered column = Severity
e Filter expression=[3-6]

| ] Properties
6] &H &
= Alarms List
Columns
Sorting false
Sort Order Descending
Sort Column | Severity
+ Text
- Fitter
Fifter Colurm| State
] Fitter 1 ~({Not Triggered Acked ]!
DataLink| itemData:Combo2

Active. Alarms

State | Value

Fitter Colum Severity
\ Fiter2 [ [3-6]

4 N
+ Hedder
Ack Reset + Content
e Mot Triggered | || ese || Save | % Configure
|

The meaning of the regular expression [3-6] literally is: "the first char of the string have to be a numeric char be-
tween 3 and 6".

2.2.3 Example 3
In this example the goal s, to filter the alarms by Value. Only the alarms with value from 11 to 19 will be visible.

Property settings:

e Filtered column = Value
e  Filter expression= ~(1[1-9]%)
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., m ] Properties
Active Alarms & &
State | Value = Alarms List
Columns
Sorting false

Sort Order Descending
Sort Column | Severity
+ Text
m = Fitter
Fitter Colum State
- Fitter1 ~({Not Triggered Acked |}

Datalink| jramData:Combo2 _
I Fitter Colum value
, Fitter 2 ~(1[1-9]%)
+ Heater '

+ Content
& Not Triggered | Ack || Reset || Save | 5 Configure
|

The symbols, composing the expression, have these meanings:

A = the match must start from the beginning of the string
1[1-9] = the first char must be 1 and the second char must be between 1 and 9
. $ = this is the end of the comparison.

2.2.4 Example 4

In this example the goal is, to filter alarms by value. The shown alarms will be those which have a starting char-
acter number from 2 to 9, followed by any alphanumeric character except line breaks. (2xxx... - 9xxx... where x is
any character except line breaks)

Properties settings:

. Filtered column = Value
. Filter expression = "([2-9].*%)
, ] Properties
Active Alarms 08 &8
State | Value 8 LS (O
Columns
Sorting false

Sort Order Descending
Sort Column | Severity
+ Text
- Fitter
Fitter Colum| State
- Fitter1 ~((Not Triggered Acked |
Datalink .
Filter Colurm| walue
Fitter 2 | ~([2-9].%%)

» N
+ Header
+ Content
e Mot Triggered | Ack || Reset || Save | 5 Configure
|

The symbols, composing the expression, have these meanings:

. A = the string must match from the beginning

[2-9] = first char must be within 2 and 9

= The string can contain any alphanumerical characters except line breaks
= repeats the previous command for all the next characters of the string

$ = until the end of the string

*
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3 How to read and display strings in Designer Studio?

3.1 What to know

The system offers the possibility to select character encoding. This makes it possible to interpret the contents of
the PLC memory in different ways. Thus, strings of devices using different character encodings can be read.

The string Tag can be used into the project pages, to be displayed as well as been read.

3.2 What to do

When a string Tag is created into the Tag editor the encoding column allows specifying the character encoding to
be used to interpret the content of the string.

The available encodings are:

. Latin1 : Characters 0-7F of the standard ASClI table.
. UTF-8 : Multi-byte character encoding
o UCS-2BE : Big Endian byte order
. UCS-2LE : Little Endian byte order
. UTF-16BE : Big Endian byte order
. UTF-16BE : Big Endian byte order
+ — AV | X | »] ”Variables:prot'l v]@
Mame | Group | Driver | Address | Encoding |
| ¥ |String Tag Variables:prot 1 String Tag string [20] |-
UTF2
1CS-2BE
LUCS-2LE
UTF-16BE
UTF-16LE

Once created the Tag and selected the Encoding to be used it is possible to use the Tag into the application, the
widget to be used to represent String data data is the Numeric field, shown in the image below.
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4 How to use the Designer Studio Client in different time zones?

41 What to know

The Windows Client of Designer Studio provides an option to handle the visualization of the timestamp infor-
mation of a project.

4.2 What to do

The screenshot below shows the settings dialog 4 with the available specific options:
rﬂ Settings l ? &r
Protocols CGI

Update Rate (z) 1

ERIRED

Time Qut (s) 5

Reuse connection |:|
Enable compression [
Time Settings

@) Use Widget Defaults
) Local Time
) Global Time

_ Server Time

o) (o

The time setting information is used by the client to adjust the widget timestamp information, according to the
desired behaviour.

. Use Widget Defaults: All the timestamp information of the widgets, used into the project, is dis-
played according to each widget setting, provided at programming time in Designer Studio.
. Local Time: All the timestamp information of the widgets, used in the project, refers to the local

time of the PC, where the client is installed.

Global Time: All the timestamp information refers to UTC time (Coordinated Universal Time).
Server Time: All the timestamp information of the widgets, used in the project, refers to the opera-
tor panel time.

9 In order to use this function properly, the RTC panel must be set with the settings for the
correct zone and the DST (daylight saving time).

Widget Gallery X
Basic

lTexUNumeﬁc -

[abel
99999
7FFF

Messagg

Drag & drop the widget to add it into the page. Link the created string Tag to the value property and make sure
to set the following properties to the correct values. This is essential to display the string content correctly into
the Numeric Field and to be able to enter data if required:

e Number Format:  must be set to none
o Keypad: must be set to Alphabet
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The image below shows the panel properties where the properties, mentioned above, have been highlighted.

Properties
& &F &
= Field
- Value 99999
DataLink String Tag: TagMar
MNumber Format none
Keypad Alphabet
Events
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5 What is the maximum size of an SD card or an USB key that can be used
on the HMIs?

5.1 What to know
CDPX series operator panels support FAT and FAT32 file systems, NTFS file system is not supported.

The maximum size of an SD card or an USB memory that can be used is, by consequence, limited by the specifics
of the FAT32 file system. This means:

e Upto 4GB forasingle file
e Upto 32GB for every partition (Up to 2TB as maximum overall size for the physical drive)

Different partitions on a drive will be recognized as single drives by the system.

9 SDHC (SD High Capacity) are also supported by the onboard SD Card reader
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6 How to connect to the panel by using a VNC client?

6.1 What to know

Starting from Designer Studio 1.80, all panels can run a VNC server. VNC allows the customer to remote HMI
screen desktop to give remote support on field. This tutorial will help to configure the VNC server at the panel
and the VNC client at the PC.

6.2 What to do

From Designer Studio 1.90 onwards, the VNC server application is no longer present in the control panels by de-
fault. To download the VNC server, the appropriate plugin in must be enabled within the project properties:

Properties o =
\&]&F &7
—_Pruiect Widget
Id Projectl
Full Path Ci\Documents an
Wersion
Context Manu on delay
Developer Tools false
Kevboard true
Jawascript Debug false

Allows Jawascript Remote Dt False
Image DB Enable true

FreeType Font Rendering | true

=l Plug-in
Wahikit false
Bickives false
PDF Reader false
false w
+ Behavior
true
+ Ewents
¥NC Server

Enable/Disable YNC Server

Projects converted from previous versions have the VNC plugin already enabled for
backward compatibility

After the plugin was activated it’s needed to download the application and the operator panel runtime. If the
runtime is already installed on the operator panel, it will be necessary to update it, in order to download the VNC
server as also warned by popup into Designer Studio:

'E Set of plug-in modified, please checkfupdate the panel runtime
.

VNC service is stopped by default.

To start the application on the panel, you need to configure the "LaunchVNC" action. This can be done for exam-
ple by a Button OnMouseClick event:

Seite 12 von 26 Application Note — Designer Studio — 1.10



How to connect to the panel by using a VNC client?

Action List + — AV

2% LaunchvMC() Action | Script

=I- Page ~ Action Properties
LoadPags = Launch¥NC
HomePage
FrevPage Application Mame ¥NC.exe
MextPage Executable path| \FlashQTHMIY¥NC
LastVisitedPage arguments
ShowDialog
CloseDidlog Single Instance | true
Showhessage
Launchépplication

1. Drint b

When the macro was executed at the HMI, the system will display the VNC Server command window. There it can
be started by clicking on the “Start VNC Server" button, the one placed on the top.

VNC Options
Control | options | advanced | out

Stop YWMC Server

Restart YMNC Server

Connect To Yiewer

Quit

To connect to the panel, now it is enough to use one of the available freeware third party VNC clients.

We successfully tested following clients:
e UltraVNC version 1.1.90
e TightVNC version 2.7.7
e RealVNCversion 4.1.3 (Now called VNC Open)
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7 How to create a button label, that changes its text, according to the
button state

7.1 What to know
With Designer Studio a Button with a label can be created, that changes its text according to the button state.
It can be obtained by creating a custom widget, that will be composed by a Button and a Message Text widget.

7.2 What to do

Drag a button as well as a message text widget from the widget gallery and place them on the displayed position
into the page.

0
Widget Gallery x
Basic |
|TexlfNumeril: &=l
-

[abel

99999

7FFF

& Messagd

Double click on the message text widget and configure the text to be displayed for each of the Button states.

In our example the message will display "OFF" when the button is in released state and "ON" when the button
is in pressed state.

Text

7] Multianguage [Lang1 ~|] 8| 1 |[mzhoma

] Continuous Index Min: 0 % Range: 2

P |4

Index Message Description

1 Y o

J0

2 1 oN

OK Cancel

9 It is not necessary to define the message text before creating the custom widget, this
property can be edited at anytime as explained in the note, placed at the end of this tuto-
rial

Attach the message text " Value" property to the Button Value property.

As it is shown in the image below, the button properties are reachable from the widget source selection availa-
ble into the “Attach to Tag”-dialog.
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[ C—

An r uEET

g
*EE FTIIFE

a5
2
=
[
2
=

If there are many widgets into a page, all will be listed into the widget source list. Each

widget can be recognized by it's unique Id.

The ID of the Button can be found within the specific Id property, contained into the general section of the

widget properties pane. (See image below)

=l General
Id BtnStde
Visible true
Onarity 1

Select both the widgets

Execute right click and select the group voice from the context menu. Then select the group you have just cre-

ated, right click on it and select the Convert to widget voice from the contextual menu.

The “Convert to Widget’-dialog will be displayed, from the dropdown menu. Select "Button", then confirm with

ok.

Type:

Gauge

Linear Gauge

Switch

Knab

Slider

PropertER I
Keyboard Button

e Hotspot Button

“ Shape Button

Button Computer

Button With Light

Light

Convert To Widget u
)

m

Application Note — Designer Studio - 1.10
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9 The procedure described above, explains how to quickly create a custom widget, with-
out working on the custom widget specific properties. But there is the possibility to cus-
tomize the new widget properties also by clicking on the Properties button, present into
the Convert to Widget dialog.

It is possible to get access to the message text, even if the widget has already been cre-
ated

a. First select the widget from the object view:

i File Edit Run Format View Window Help

HRR =N S W= N EET Y @1 5 ) tanst
ObjectView A X X LPagel” x |
=& Pagel B ™ oww | X

i} _PageMLTextMgrgt
*}.5p GroupWgtl =l L & = | Font [Tahoma

£+ BtnStdS

malaalao 5.

N

b. Then hold the SHIFT key and select the message text widget
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8 How can PDF files showed onto the panel?

8.1 What to know#

Starting from Designer Studio 1.80 Service Pack 2 (1.80.02.44), a PDF viewer is available onto the CDPX 10” and
13” operator panels, with 1 GHz Arm processor (UN30).

The PDF viewer allows the end user to open and show PDF files on HMI.
This tutorial will show how to recall PDF files and how to launch the PDF viewer application.

9 This information was updated and aligned with Designer Studio version 1.90

8.2 What to do

The PDF viewer is a plugin, which is disabled by default. To make it available at the panel, it is necessary to ena-
ble the plugin into the project properties.

To show the project properties double click on the “Project properties” voice into the “ProjectView” pane.

ProjectView

+

l@ Project properties

- Fages
... 1: Pagel

Into the properties pane, the PDF reader plugin must be set to true.

Properties

&1 &8 &3

=/ Project Widget
Id Project1
Ful Path
Version
Context Menu on delay
Developer Took | false

Image DB Enable | trye
WebKit \ false
ActiveX false

PDF Reader true ]
VAT Server | false

B sl

The plugin is automatically downloaded to the panel as a part of the DS Runtime, if the
panel is programmed for the first time. If the DS Runtime is already installed onto the
panel, the plugin requires an “update runtime”-operation, to be installed to the panel.

To start the PDF viewer, the appropriate action " LaunchPDFViewer" has to be configured.

Application Note — Designer Studio - 1.10 Seite 17 von 26



How can PDF files showed onto the panel?

Action List

#" LaunchPOFViewer[)

- Action Propertes
= LaunchPDFViewer
Appication Nai PDF.exe
Executable pal \Flash\QTHMI\PDF
arguments
Sngle Instancs true

(Cox ][ coma ]

This action will launch the PDF Viewer, opening a PDF file, stored anywhere within the available memory loca-
tions of the panel: SD Card, USB Stick or Flash Memory

It is also possible to specify a PDF file to be opened directly by providing the PDF file location as arguments into
the “LaunchPDFViewer“-action, as shown into the picture below.

Action Properties
=l LaunchPDFViewer
Application Name | PDF.exe
Executable path | \Flash\QTHMI\PDF
arguments \Flash\QTHMI\PDF\Tickets.pdf I

Single Instance true
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9 How to enable/disable the FTP access to the panel?

9.1 What to know

Starting from DS version 1.90 on, the FTP access to the panel is enabled by default when a new application is
created.

To disable access to the control panel via FTP, the corresponding settings must be made in the “User Groups
Authorizations” from Designer Studio.

9.2 What to do

Open the Designer Studio project and select " UserGroups" into the “ProjectView”:

+;_‘-_, AuditTrail
Edit the authorisation settings for the desired user group

| Authorization Settings |
BdminAuth [
guestAuth

unauthorzed Auth

Open the " Fip" tab, and modify the needed settings, according to the application requirements. Below a de-
scription of the available settings is shown.

-
admin Authorizations Lﬁj

| widget | Action ‘ Ftp |Htip I Miscellaneous

Permission; [,\" -
RootFolder: /

Common to all user groups

+ - Allow Al

TP Address

0K Cancel

Enable FTP authorisation: Enables the FTP access for this user group.

Permission: Allows deciding the group access policy. For example if the content can be accessed as read only, or
fully accessed.

Root Folder: Specifies the root folder, which will be accessed when connected via FTP. Only the subfolders of
the root folder will be accessible, it is not possible to access to any folder outside from the specified root folder.

The FTP access is restricted to the Flash/QTHMI folder of the operator panel in any case. This is
the folder, which will be accessed when " /" is specified as root folder.

IP address table: This setting “common to all user groups”, allows specifying some specific IP addresses, which
will have the possibility to access to the FTP area of the panel, if required.
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Once the application has been downloaded to the panel, it is possible to access the FTP area of the panel. For
this, it is necessary to enter the user name and password of a user belonging to a group that has FTP access.
Of course, the username and password are those, specified in the application's user list. Refer the screenshot
below.

1:Pagel*® r UserGroupsV Usars* x]

+ - |°1[>
| Name | Defautt User| Group | Password [
admin ] admin admin f
¥ |useri A = dmin user] f
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10 How to dump data to a network shared folder with Designer Studio

10.1 What to know

With Designer Studio it is possible to dump data, like trends, alarm buffers, audit trail buffers, recipes directly to
a PC/Server, connected to the same Network as panel. Furthermore it is possible to print PDF reports to this
Server.

10.2  What to do - network shared folder is NOT password-protected

To configure the network location for your dump action or report printing, the correct path has to be set up in
the corresponding property pane:

e FolderPath - for “Dump Trend” and “Dump Event Archive” actions
o FilePath- for “Dump Recipe” actions
e  Printed File Location - for PDF report printing

The path is composed by the hostname and the name of the shared folder (as shown in the images below)

Action List

Actonlist = = A WV
#° DunpTrend() Acton

ControlUserLED - Action Properties

Oump Trend = DumpTrend
DeletaTrand

DumpEventArchive g Trend 1

DeleteEvertArchive FolderPath \\ts-Ib-xpvm\public

ResetProtoEnCount Dumedacoy —

SafalyRemoveMadia

CopyCodesysProject DatetmePrefcedFieName | trye
- Recipe timeSpec Global

DownloadRecpe

UploadRecipe

WiteCurentRocpeSet

DownloadCurRacipe

UpLoadCurRecipe

ResetRecpe

DumpRecipeData

RestoreRecipeData

SwichUser - DatetimePrefixedfileName
ResetPassword Use Datetime Prefixed Fiename for Destination Fle

“DumpTrend” action

PE Default Prirter Settings ===

Port Printer Codior Prinbed Files Location

Local use

5D
> = B

@ Prefemed

J;j
F
LY
5
¥

Fath: it b ipublic

Craeniabon Lt Paper Margng

Ad - Top
@ Porvait Milemters j 0,00° 5 0,00

Lindacaoe & lnchs — width Heghl ! Left Raght

The default printer setting for reports

=3 Itisnot possible to use the IP address of the network share, the hostname is a must
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10.3  What to do - network shared folder is password-protected

If the network folder is password protected, the system asks for the credentials, to grant the access to the
shared folder.

The logon dialog is displayed on the panel at the first write attempt into the folder. The dialog is shown in the
image below.

Once entered the credentials and confirmed with OK the system ask to save the entered data for future use. If
this was confirmed, the credentials will not be asked anymore, if the data should not be saved, the system will
ask for them again as the next write operation on the network folder is attempted.

Logon to Network Server m

? Resource: Y\ TS-GUEST\PUBLIC

User Mame IMyUSEr

Passward I********

Domain |MyDDmain

Update Default Credentials

The login dialog is an operating system dialog. To enter the required data, the system keyboard
must be used. For this reason, it is necessary to create a button that starts the "ShowKeyPad" ac-
tion (see picture below). Alternatively, an external USB keypad can be connected for that.

i e dendemail
i b SendKey

- ShowKeyPad
;oa; :ac:ros

1. Bana

10.4  Appendix: Sharing folders without credentials on windows based PC

You need to pay attention on how to share folders on PC, in order to give right access to panels. Please find be-
low a brief description on how to share a folder on a windows PC.

In order to share a folder on a PC, that is not part of a domain, usually it's needed just to select a folder on PC
and select " Sharing and Security..." as follows:

= |Local Disk (C:)

EEX
File Edit Wiew Favorites Tools  Help -?,'
@ Back = () lﬁ /:\J Search || Folders v

Address |<o [} V| Go

- Config. Msi
System Tasks €30 ) Documents and Settings
D386

|- Program Files
e

Hide the conkents of this
drive

D Add of remove programs
’J Search For files or Folders

Open
Explore
Search..,

File and Folder Tasks Sharing and Security. ..

Iﬂﬂ Rename this Folder = Send To 3
[ Move this falder = cut
[ Copy this folder = Copy

e &;I:gsh this falder ko the croats Shortot

4 share this folder = Delete

~ R
(=) E-mail this Folder's files srams
¥ Delete this Folder Properties
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Click on " /fyou understand the security risks but want to share files without running the wizard, click here." as
below:

public Properties

General | Sharing | Customize

Lacal sharing and security

,"l To share this folder with other users of this computer
:_‘J‘g only, drag it to the Shared Documents folder.

To make this falder and its subfalders private so that
only you have access, select the following check bow.

Netwark sharing and security
W Az a securty measure, Windows has disabled remote
3
(kL) access to this computer. However, you can enable
= remote access and safely share files by running the
Network Setup Wizard.

Learm more about sharing and security

And finally select " share this folder on the network" and " allow network users to change my files":

public Properties

General | Sharing | Customize

Local sharing and security

“ 1 Toshae this folder with other users of this compter
Yot

1 5 only, drag it to b Ider.

To make this folder and its subfolders private so that
only you have access, select the following check box.

Netwark sharing and security

o) To share this falder with bath netwark. users and other
_J:':._J ugers of thiz computer, select the first check box below
= and type a share name.

Share this folder on the network.

Share name: | public

Allovs network, users to change my files
Learn more about sharing and security,

iy Windows Firewall is configured to allow this folder ta be shared
with other computers on the network.

Wiew vour Windows Firewal settings

With these actions it’s possible to get access to this folder. But maybe you are prompted to insert username and
password. If it’s needed to share this folder without credentials, just check the local guest account status:

Access to " Computer Management" by right click on " My computer" and selecting " Manage":
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LI Computer, Management

View Window Help

Action

m e R @ =

Q File

Marne
mSystem Tools

@Storage

System Tools
Event Viewer
Shared Folders
Local Users and Groups
| Performance Logs and Alerts
2 Device Manager
= & Storage
Removable Storage
Disk Defragmenter
Disk Management
& Services and Applications

|

@Services and Applications

| ™

Go to System Tools » Local Users and Groups » Users

LI Computer, Management

Action  Wiew  Window  Help

lQF\IE
=] =R e

Q Computer Management {Local) Mame
= m System Tools madmin
Event Wiewer mndministrator
Shared Folders .%Guest
= Local Users and Groups $H8|Dﬁ\ssistant
{23 Users
(1 Graups #FsUrPORT 36,

| Performance Logs and Alerts
7, Device Manager
= & Storage
Removable Storage
Disk Defragmenter
Disk Management
Bﬁ Services and Applications

Full Name

Remote Deskkap Help Assi...
CM=Microsoft Corporation. ..

Description

Built-in account for administering the. ..
Built-in account for guest access ta k...
Account for Providing Remote Assist., .,
This is a vendor's account for the He. .,

Here just enter " Guest" properties and uncheck " Account is disabled" in order to activate guest account:

Guest Properties

General | Member O | Profile |

g Giuest

Full name: “

Description:

|Bui\t-\n account for guest access ta the computer/d ‘

Uszer must change password at next logon
User cannot change password
Password never expires
Account iz dizabled

Account iz locked out

Apply

So result as follow:
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LI Computer, Management

Q File  Action Wiew Window Help =lE] =]
& [Eal i E ==
=) Computer Management (Local) Iame Full Mame Description
= m System Tools wadmin
E;Entd\l‘ievr;r lg.ﬂudministrator Built-in account for administering the. ..
S f arru Fol ersd “ l%Guest Built-in account For quest access tat.,, |
écaus::s and Groups QHelpAssistant Remote Desktop Help Assi...  Account For Providing Remote Assist...
3 Groups @5 50PPORT 35... C=Microsoft Corporation...  This Is a vendar's account for the He. ..

&4 Performance Logs and Alerts
==, Device Manager
= & Storage
Removable Storage
Disk Defragmenter
Disk Management
& Services and Applications

On a Windows domain, sometimes the above steps are not enough to ensure an access without credentials.
Even if a folder is shared with everyone rights. To ensure that " everyone" can access to the shared folder with-
out password, this others local security policy has to be checked:

Open the " Control Panel" and select " Administrative Tools" and then " Local Security Policy". The Local Security
Setting's window is showed:

& Local Security Settings

File  Action VYiew Help

B #
@ i 0s Mame

(8 Account Palicies [Z8 Account Palicies

Lacal Policies 8 Local Policies

(23 Public Key Policies (CPublic Key Policies

(X1 softwars Restriction Polcies (C50ftware Restriction Policies
\g IP Security Policies on Local Computer ‘g 1P Security Policies on Lacal C

Below Local Policies » User Rights Assignment, check:

o "Access this computer from the network" includes " Everyone" and " Administrators" and many others.
o "Deny access to this computer from the network" make sure that Guest is not listed there.
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& Local Security Settings

File
&

Action  Wiew  Help

B 2

@ Security Setkings
8 account Policies
=8 Local Policies
28 Audit Policy
@ User Rights Assignment:
{28 Security Options
{21 Public Key Policies
(2] Software Restriction Palicies

,g IP Security Policies on Local Computer

Policy

F\ct as part of the operating system
F\dd workstations ko domain

| adijust memary quotas For a process
F\Ilow logon through Terminal Services
Eack up files and directories
Eyoass traverse checking

Change the syster time

Create a pagefile

Create atoken object

Create global objects

Create permanent shared objects
Debug programs

Deny access bo this computer From the netwark,
Deny logon as & batch job

Deny logon as a service

Deny logon locally

Deny logon through Terminal Services
Enable computer and user accounts ko be trust.,,
Force shutdown from a remote system
[R¥]Generate securicy audis

<

Security Setting

|

LOCAL SERYICE, METWORE SE
Administrators, Remaote Deskbo
Administrators, Backup Operat
Everyone, Administrators, ser
Adrinistrators, Power Users
Administrators

Administratars, INTERACTIVE, S B
Administrators
SUPPORT_388945a0

SUPPORT _385945a0, Guest

Administrators
LOCAL SERVICE, NETWORK SE %
| ¥

Below Local Policies » Security Options, check:

Network access sharing and security model for local accounts there are 2 options either " classic" or
"guest only". Select the " Guest" option.

& Local Security Settings

Security Setting

File  Action Wiew Help
& B 2
@ Security Settings Palicy
8 account .P.olicies [8¥]Metwork access: Da not allow storage of credentisls ar NET P...
= @Sal P;hcles‘. Network access: Let Everyane permissions apply ko ananymaou. ..
5] Eu 't:Dr':ty fssi " Network access: Mamed Pipes that can be accessed anonyma, .,
Ser RIgLs Assignmen | Metwark access: Remately accessible registry paths

Disabled
Disabled
COMMAP, COMNODE, SGLIGUERY, SPOOLSS, LLSRPC, browse
SysterCurrentControlSet|Cantral\ProductOptions, System'

{28 Security Options
{21 Public Key Policies
(L Software Restriction Policies
lg IP Security Policies on Local Cor

|~
w

ebwork access: Shares that can be accessed anonymously

Network SECUity:
Network security:
ebwork security:
Network security:
Network security:
btk security:
Recovery console: Allow automatic administrative logon

Do not store LAN Manager hash value on

Force logoff when logon hours expire
LAMN Manager authentication lewvel
LDAP dient signing requirements

Eﬂ Recovery console: Allow Floppy copy and access to all drives a...

hutdown: Allow system to be shut down without having to
Shutdown: Clear wirtual memory pagefile

System objects: Require case insensitivity For non-Windows

System objects: Strengthen default permissions of internal sys...

<

Minirum session security For NTLM 55P base...
Minirum session security For NTLM 55P base...

System cryptography: Use FIPS compliant algarithms For encry...
System objects: Default awner for objects created by member. ..

COMCFi,DFS$

Disabled

Disabled

Send LM & NTLM responses
Meqgotiate signing

Mo minimurn

ne...

Mo minimurn
Disabled
Disabled
Enabled
Disabled
Disabled
Object creator
Enabled
Enabled

o,

T

I
4]
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