Application Note
FESTO

Commissioning of loT gateway

with CPX
This application nodes describes step by step how you CPX-10T (8069773)
configure the CPX-loT gateway with a CPX terminal CPX (197330)

100270
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Copyright Notice

This documentation is the intellectual property of Festo AG & Co. KG, which also has the exclusive copyright. Any
modification of the content, duplication or reprinting of this documentation as well as distribution to third par-
ties can only be made with the express consent of Festo AG & Co. KG.

Festo AG & Co KG reserves the right to make modifications to this document in whole or in part. All brand and
product names are trademarks or registered trademarks of their respective owners.

Legal Notice

Hardware, software, operating systems and drivers may only be used for the applications described and only in
conjunction with components recommended by Festo AG & Co. KG.

Festo AG & Co. KG does not accept any liability for damages arising from the use of any incorrect or incomplete
information contained in this documentation or any information missing therefrom.
Defects resulting from the improper handling of devices and modules are excluded from the warranty.

The data and information specified in this document should not be used for the implementation of safety func-
tions relating to the protection of personnel and machinery.

No liability is accepted for claims for damages arising from a failure or functional defect. In other respects, the
regulations with regard to liability from the terms and conditions of delivery, payment and use of software of
Festo AG & Co. KG, which can be found at www.festo.com and can be supplied on request, shall apply.

All data contained in this document do not represent guaranteed specifications, particularly with regard to func-
tionality, condition or quality, in the legal sense.

The information in this document serves only as basic information for the implementation of a specific, hypo-
thetical application and is in no way intended as a substitute for the operating instructions of the respective
manufacturers and the design and testing of the respective application by the user.

The operating instructions for Festo products can be found at www.festo.com/sp .

Users of this document (application note) must verify that all functions described here also work correctly in the
application. By reading this document and adhering to the specifications contained therein, users are also solely
responsible for their own application.

AG & CO. KG, D-73726 Esslingen, 2019)
http://www.festo.com
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Used Components, Software, conditions etc.

1 Used Components, Software, conditions etc.
Type/Name Version Software/Firmware | IP address Subnet mask
CPX-loT FW 1.2.30 192.168.0.10 | 255.255.0.0
CPX-CEC-C1-V3|FW 2.0.12.0.9221 192.168.0.20 | 255.255.0.0
FFT V2.9.9.43663
FMT 4.21.210

Table1.1: 1  Components/Software used

1.1 Recommended manuals / GSDML

A) CPX-loT-EN

gateway CPX-0T
8069773

Top3  Product Technical
information [12] documentation [1]

Description

= Spare pars catalogue
= Create download package

Expert
knowledge [1]

?|Documemation [1] il

Documentation CPXI0T-EN
Operating - Gateway

Associated products
s gateway CPX-10T (8069773)

— .
Documentation

=* File and language versions

Source:

https://www.festo.com/net/en-gb_gh/SupportPortal/default.aspx?q=CPX-10T&tab=3&s=t#result
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Used Components, Software, conditions etc.

1.2 Network topology

Router XYZ

i

@ ° Switch

10T 192,168.0.10

He
-
j

TR T

e
_ L1

CPX 192.168.0.20
CEC-CW3) Y aiano| £

USB-Ethernet
adapter

Hint:
Festo offers M12-R)45, RJ45-R)45 and M12-M12 connecting cables for the Ethernet communication:

Type code Part number Description
NEBC-D12G4-ES-0.5-S-D12G4-ET 8040446 M12-M12 ->0,5m
NEBC-D12G4-ES-1-S-D12G4-ET 8040447 M12-M12 ->1m
NEBC-D12G4-ES-3-S-D12G4-ET 8040448 M12-M12 ->3m
NEBC-D12G4-ES-5-S-D12G4-ET 8040449 M12-M12 ->5m
NEBC-D12G4-ES-10-S-D12G4-ET 8045450 M12-M12 -> 10m
NEBC-D12G4-ES-1-S-R3G4-ET 8045451 M12-RJ45 -> 1m
NEBC-D12G4-ES-3-S-R3G4-ET 8045452 M12-RJ45 -> 3m
NEBC-D12G4-ES-5-S-R3G4-ET 8045453 M12-RJ45 -> 5m
NEBC-D12G4-ES-10-S-R3G4-ET 8040454 M12-RJ45 -> 10m
NEBC-R3G4-ES-1-S-R3G4-ET 8040455 RJ45-RJ45 -> 1m

More information:
https://www.festo.com/net/en-gb_gb/SupportPortal/default.aspx?q=8040446&tab=3
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Used Components, Software, conditions etc.

1.3 Pre-Conditions

1. The loT gateway has following IP factory settings
IP address: 192.168.0.1
Subnet mask: 255.255.255.0

Note:

Before you connect the loT gateway please ensure that no other devices existing in your production network
with the same IP address.

The FFT software or the loT web server can be used to change the IP address of the loT gateway. Therefore,
please do following:

Connect your laptop which has a fixed IP address (192.168.0.xxx) to the CPX-loT “Device” port:

Start the FFT software to change the IP address

oChange via FFT

@ 7] Festo Field Device Tool

Actions |Eu|ru | Help

" Em e @

Application Firmware || Settings Language

-

| Online Update Sertings
List view | Graphic view |
| | | Device name IP Addresa Device type MaC Firmmasare
| | | P €@ cPrioT_Te 152 162.0.10 CPX0T 1N EN AT AF 1.2 30-e2e2b77345.
f &' |CPH-CEC-C13 152.162.0.20 CP¥-CEC-C1-V3 Fimmware 2012005227 (TbE001
Fil"' ware \'.li"l EﬂLkuF
[ ] Metwork
Diagneosis
C— Backup
Restare
Identification )
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Used Components, Software, conditions etc.

Or use the web interface with the IP address and e.g. the Firefox browser

Change via web interface
CPX-IOT  view~  Configuration ~

Setup Cloud Network
Setup Device Network
Set Date

Set Admin Password 3S7TPMDR5SGQ8
Fi Updat
rmware Update Device Time ed Sep 18 11:19:22 UTC 2019

Firmware Update via Flash Storage

Cloud Network IP: 1§ 101.71.116
TP1'®'5F-0

1 255255255128

TP2'@ MO

1
|
———

210101711

|
FESTO

Statisti@s: buf=0 x=19771 =20 err=1 discard=0
Device Network IP: 1928168.0.10
Metmagk: 2552552550
" Operation Mode Reagdivrite
10.101.71.116
/ 1 \\ Cloud Authentifizierung erforderlich e
0 . 2 @ http://192.168.0.10 verlangt einen Benutzernamen und ein Passwort. Ausgabe der Website: "FESTO-
\3/ Device I0TGW"
0=0ff e Benutzername: || |
1=0nboarding Passwort: | |
2=Read only
3=Read/Write Abbrechen
. 192.168.0.10 Logglng in-

= User name: admin

= Password (factory setting): CPX-loT Product Key on the type plate, e.g.
3S7PMM2Ma3V

2. For the first commissioning the IoT DIL and rotary switch should have following positions:

s — DIstitchl

DIL switch 2

Q N ; i Rotary switch operating mode

@l o

0=0ff
1=0nboarding
2=Read only
3=Read/Write

®
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Used Components, Software, conditions etc.

DIL switch 1

Switching position Function

ﬂ DIL1.1: Off
I] (factory setting)
L0

Tab. 10 DIL switch 1.1

Reserved

Reserved

Switching position Function

DIL1.2: Off
(factory setting)

DIL1.2: On Reserved

DIL switch 2

Switching position Function

DILZ.1: Off Reserved
(factory zetting)

DILZ.1:On 2 10 Reset to factory setting ("Factory Reset")

Tab. 12 DIL switch 2.1

Switching position Function
DIL2.2: Off Reserved
(factory setting)
DIL2.2:On = 10 Rezet to factory setting ("Factory Reset")

Tab. 13 DIL switch 2.2
Rotary switch operating mode

Switching position Operating mode/function

face)

— Mo communication with the cloud

@ 0- Off —  Metwork connection "Cloud” deactivated (switch-off of inter-

1: Onboarding —  Network connection “Cloud™ activated
—  Gateway for integration into the cloud ("Onboarding™) ready

- rﬁatﬂ-ﬁusen?,prniessﬁa}a of th E_cgnﬁg:t;gd field ;i}*{il:e_s to

womss | 2: Rgad only

o

Application Note — Commissioning of CMMO-ST-C5-1-LKP Modbus/TCP with Codesys V3 - 1.10 Seite 8 von 25



Used Components, Software, conditions etc.

3. The network connection is established, and the devices are powered on

If the rotary switch is on position 1 and no network problems exist, then the status after power on is:

Cloud Led:
\ 7 ax Creation or new creation of a con-
:Oi -:I“J_I—l_]- nection to the cloud
-~ -
AN
Flashes
blue 1x
NS Led:
" an Mo connection to field devices
:Oi ﬂFF'I-LI-I- ("Devices"):
-~ -~ The gateway is online and has an IP
ah address, but is not yet connected
Flashes with field devices.
green

Both TP Led’s:

| oK " "y 1]
\:\ .n"f N | | | l Data traffic (" Traffic")
:O:
SN
Flashes
green
M Led:
S o I The gateway is not yet integrated
:Oi I into the cloud application.
- - The gateway is in the operating
/ I A mode "Off", "Read only" or
INlumin- "Read [Write"
ated yel- = 6.3 Rotary switch operating
lowe mode.
PS Led:
YN I Normal operating status:
:' ': Operating voltage applied.
- S
'
Illumin-
ated
green
SF Led:
"‘ | Normal operating status:
O o Mo error.
Off
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Used Components, Software, conditions etc.

A running system with e.g. CPX-CEC-C1-V3 and ready for a Cloud connection is looking like following:

(Example of the LED status)
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Boarding process

2 Boarding process

2.1 Login

The Login is available on the German Festo homepage (Service -> Betreiben -» Dashboards -> Login)
=> https://dashboards.festo.com

Deutschland Home Highlights Produkte Branchen Service Didactic Uber Festo

Kontakt aufnehmen
Konzipieren

Konstruieren ‘ nag oiou
Beschaffen
Montieren

In Betrieb nehmen

Ersaizteile

Product Key
Vor-Ort-Services
24h-Notfaliservice
Reparaturservice
Zahnriemenwechsel
Service2see
Wartungsmanagement

Dashboards

Modernisieren

Mehr Zeit fur das Wesentliche! In Zukunft planen Sie noch genauer — mit festo Dashboards 7
und unserem CPX-I0T Gateway erk 1 Sie UnregelmaRigkeiten friihzeitig tnd starten ) Dashboards

zukunftig notwendige MaBnahmen vor einem Ausfall. Die schlusselfertigen,
vorkonfigurierten Dashboards von Festo erfordern keinerlei zusatzliche Programmierung.

Die Daten sind weltweit verfugbar und verbessern somit die betriebliche Transparenz fiir t Direkt zum Login und 4 |
Produktionsleiter und Bediener. Wochen kostenfrei testen
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Boarding process

To Login you need a Festo account

Login i
Use your current Festo account j
or register as a new user.

No Festo shop useryet  Existing Festo shop user
To create an account just press the register button:

Note:
To use the Festo dashboards the level “catalogue information” is enough:

i 1 I ] C
Rengtrlerung 1. Eingabe 2. Prifung 3. Best
Profitieren Sie fur Ihre Arbeit - 24 Stunden und jeden Tag!

Durch Ihre Registrierung gewinnen Sie in vielfacher Hinsicht. Sie erhalten Zugriff au
und Informationen des elektronischen Kataloges, die thnen in Ihrer taglichen Arbeit |
Und Sie erhalten - wenn Sie dies wunschen - regeimatig nutziiche Informationen u
Automatisierungstrends, neue Produkte, Software Tools, Services, Messen und
Veranstaltungen. So sind Sie immer up-to-date!

icht aus
‘e‘Ch pschen Sie?

‘® Kataloginformationen ubgr Festo Produkie, native CAD-Daten herunteriaden,
importieren, exportieren ung

online speichern
satzlich Preise abfragen, Aufirage verfolgen und Lieferzeiten abfragen.*
/ Zusatzlich bestellen konnen *
* Die Freischaltung fur den Online Shop benotigt wegen erstmaliger Datenprufung e

Bitte geben Sie hier Ihre Daten ein:

Benutzername *
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Boarding process

As soon as you have the Login data two steps are left

1. Login

Mt oo a T o) e N
Login l

Use your current Festo account ,
. orregister as a new user.

Register

’

2. Enter user name

FESTO
Anmelden

Benutzerkonto
-0 o

Kennwort

Passwort vergessen Anmelden
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Boarding process

2.2 Add the loT Gateway

Step 1:
EI Dashboards a i FESTO
A click here opens the complete menu
Your gateways
Filter Gateways Add Gateway
o
Name v Product Key Online
Connection Status No Gateways found. Please add a gateway!
all Connected Not Connected
Reset Filter
Step 2: Type in your product key
(]
Identification
Identification
Please enter the product key of the gateway you want to onboard. b
(-
N
Product Key @
357PMDR5GQS| ‘ {
\,
~— )
-
You can find the product key on top of the
gateway.
Note:

You find the product key on the CPX-IoT label:
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Boarding process

2.3 Initialization

Initial State

Please turn the rotary switch to positionbefo re you proceed with the next step.

Note:

With the rotary switch you define the 10T operation mode

The meaning is following: *
0 = OFF =
1 = Onboarding u
2 = Read only

3 = Read/ Write

Switching position Operating mode/function

face)

@ 0- Off - Network connection "Cloud” deactivated (switch-off of inter-
0 2
N - Mo communication with the cloud

1: Onboarding —  Network connection "Cloud” activated
—  Gateway for integration into the cloud (" Onboarding") ready

2- Read only —  (Gateway sends process data of the configured field devices to
the cloud

—  Manual adding of field devices enabled

—  Automatic adding of field devices via the Auto-5Scan function
blocked

—  Removal of field devices and removal of the gateway from the
cloud (" Offboarding”) blocked

—  Receipt of data, e. g parameters, from the cloud disabled

—  Parameters of connected devices cannot be changed

3: Read/Write - Gateway sends process data of the configured field devices to
the cloud

—  Manual adding of field devices enabled

—  Automatic adding of field devices via the Auto-Scan function
enabled

—  Removal of field devices and removal of the gateway from the
cloud ("Offboarding”) enabled

—  Receipt of data, e. g parameters, from the cloud enabled

—  Parameters of connected devices can be changed
e e e S S S E—— ————
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Boarding process

2.4 Gateway Boarding

In the next step we switch the rotary switch to position 1

Gateway boarding

Network Connection

Tum the rotary switch on the gateway in clockwise direction to position 1 = Onboarding You can click the next button as
soon as the gateway is connected with the cloud.

As soon as the |oT gateway has a connection to the Cloud the “Next” button will be active. This procedure can
take some minutes:

Note:
The TP1 connection is only active if the rotary switch is actuated from 0 to 1.
The flashing behavior of the Cloud LED shows that a connection procedure has started:
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Boarding process

The integrated web server can be used in the local network to check the status.

Therefore, you must type in the IP address of the 10T gateway (default 192.168.0.1) in e.g. your Firefox browser.
A connection to the cloud only exists if the following is visible in the web server:

® 192.168.0.1 0/cgi-bin/iotgw-welcome.lua

CPX-IOT Vview~  Configuration ~

TP1 @ SFO
TP29 M@

o
10.101.71.116

Cloud
Device
0=0ff ——
1=0nboarding )
2=Read only |
3=Read/Write
. )(; 168.0.10

Product Key

Device Time

Cloud Network

Device Network

3S7PMDR5GQ8

Wed Sep 18 12:51:04 UTC 2019

IP:10.101.71.116
Netmask: 255.255.255.128
Gateway: 10.101.71.1

Statistics: buf=1 tx=25293 rx=25 err=2 discard=0

IP: 192.168.0.10

Netmask: 255.255.255.0

Operation Mode

Onboarding

Cloud Status

Boardings

As soon as the boarding was successfully the next Button is active:

Cloud channel state: DISCONNECTED, last successful
connect: 2019-09-18T07:10:16.586Z

Boarded devices: 0

= Dashboards 2 ﬂ FEE
© © ©
Idenufication Inival State Newwork Connection

Gateway boarding

Network Connection

Tum the rotary switch on the gateway in clockwise direction to position 1= Onboarding You can click the next button as

soon as the gateway is connected with the cloud.

° (((\\

)¢
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Boarding process

= Dashboards

| FEST

Idenufication Inival S@ate Nework Connection Ownership Confirmation

Gateway boarding

Ownership Confirmation

Tumn the rotary switch to position| 2 = Read within 112 seconds to confirm your ownership

You have to confirm the ownership
within the time by changing the
position of the rotary switch
otherwise following message
appears:

o (ﬂ\\

The ownership could not be confirmed

-Make sure that the gateway has an Internet connection

-Make sure that you set the switch from position 1 to 2 within 2 minutes and repeat the gateway
boarding

(((‘(

Product Key: 357PMDR5GQ8

If you switch the rotary switch, then you get following screen:

[ © © 0 ©

Idenuficaion Inlual Sate Network Connection ‘Ownership Confirmation Anish

Gateway boarding

Finish

You have boarded your gateway successfully. You can now proceed to the device boarding wizzard where you can scan your
field devices.

IS (m

C

Cf(

Product Key: 3S7PMDR5GQ8
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Boarding process

The loT gateway is available now and has a connection to the cloud

= Dashboards

\1,

> Device Dashboards @ Recent

2.

\ Gateways ®

Your gateways

Filter Gateways Add Gateway

Name v Product Key Online

Connection Status loT Gateway 357PMDR5GQ8 ¢

all Connected Not Connected

Reset Filter

2.5 Device boarding
After you have boarded the gateway successfully you can add your device dashboards

Note:
You can have maximum 15 device dashboard which are connected to one loT gateway

Step1: Open the tab device dashboards

= Dashboards - ﬂ FESTO
N 1L

2. > Device Dashboards ® Recent
> Gateways ®

Seite 19 von 25 Application Note — Commissioning of CMMO-ST-C5-1-LKP Modbus/TCP with Codesys V3 - 1.10



Boarding process

Step2: Choose the corresponding gateway:

Gareway selection

Device Boarding

Gateway Selection

Select the gateway you want to use for the field device scan.

Name Product Key

loT Gateway 3S7PMDR5GQ8

Step3: Activate the network scan function on TP2 via rotary switch position 3

= Dashboards ot

. . d

Gareway selection

Scan moda

Device Boarding (

Auto Scan
Please turn the rotary switch clockwise to position 3 = Read/Write.

You can proceed to the next steap as soon was the state was successfully transmitted by the selected

gateway.

The auto scan mode will eventually cause traffic on your network.

Ifyou know the IP address of your field device then you can proceed using the
manual scan method.

=0ff
1=0nboar
el Ay Dl i el e O M b s G I s GO b NI B | gt -t QDL

Note:

If you have problems with the Auto Scan function due e.g. high network load you can type in the IP address
manually too:

The auto scan mode will eventually cause traffic on your network.
If you know the IP address of your field device then you can proceed using the

manual scan method. i ———
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Boarding process

Manual Scan

Please turn the rotary switch clockwise to position 3 = Read/Write.

You can proceed to the next steap as soon was the state was successfully transmitted by the selected
gateway.

For a manual scan you must also enter the IP address of the field device.

192.168.0.20

© You must enter an IP address.

To check which Festo device are in the network available you can use the FFT software. The software you find in
the Festo support Portal as free download:

Support Portal

Please select a category on the left or use the search.

= Contact
ieu:qrgcalg FESTD = Product conformity
DNG-125-100-PPV-A = Terms and conditions of use for
Help 163501 R40B electronic documentation
prmae. 12 bar
Part number Series
Oirder code
Software FESTO D DEVICE TOOL FFT = Spare parts catalogue
4004365 = Create download package
Top 3 Software [1]
Description Version ?| Configuration [1] W
FFT - Festo Field Device Tool V2.9.9.43663 = Configuration
Software 10/05/2019 = File and language versions
Device Tool for service and commissioning. The Festo ik (178}

Field Device Tool includes various services for all
Ethernet-based Festo field devices. It supporis, among
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Boarding process

Via the FFT Search mechanism you find all Festo devices very easily:

Festo Field Device Tool

/= =
|Actiuns| Extras Help

o gl oml e o

& & UL m

P

Firmware Recovery Favorite || Firmware Firmwarewith Backup Network Diagnosis Backup Restore Identification Versions Bootapplication  Re
General Service
List view |* Graphic view - X
Dievice name |P Address Dievice type MAC Firmware
W § €@ cPxIoT_Te 192.168.0.10 CPX-I0T 0D.0E:F0:58.C5:4F 1.2.30-e2fe22b77343. 2019072
£ g ﬁf & CPX-CEC-C1-V3 192.168.0.20 CPX-CEC-C1-V2 00:0E:F0:51:D0:B5 2.0.12.0.5221 (7bB001 1bals)

_'JJ,“*"'“"“,~«-“IJJ‘JJ)J‘N

Step 4:

After a succesful Auto Scan you will see all available Festo devices:

L 9 ©
Gateway selection Scan mode Sean Scan result
Device Boarding
X

Scan Results

Select one or more devices that will be boarded.

Type More Identifier State License
- CPX-CEC-C1V3 Click here to enter the
new Buy

IP: 192.168.0.20

product key

w*w’m‘«fﬁ“J‘btJW'rw‘/“* P SR

As soon as you enter the product key of the connected device a “Cloud-Device” relation is created:

CPX Product Key

3S7PM36599W|
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You can find the Product Key
at the bottom left comer of
the CPX.
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Boarding process

If you have bought a dashboard license for your product key already then, the “Next” button is active as soon as
you have marked your Terminal

Device Boarding

Scan Results

Select one or more devices that will be boarded.

Type More Identifier State License

T CPX-CECC1V3 LicenselsActive
357PM36599W new
IP: 192.168.0.20

Feldbusld: 525455545

Buy
Module:
#0-Type: CEC-C1-V3

#1 - Type : 8DI/8D0

The notification tells you the result:

FESTO

Global Notifications

/. Dashboard State changed 9/18/19,

4:53 PM
For the device with the ProductKey
357PM365090W the state of
Overall_State has changed from
Disabled to Ok.
@ Device Boarding success 9/18/19,
4:53 PM

The device CPX with the ProductKey
357PM3é590W was successfully
registered.

And via the “Finish” button you are going to the device view:

More Identifier State License

Li IsActi
3S7PM36599W boarded icenselsActive
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Boarding process

= Dashboards 2 n
Your devices
Filter Devices
0
VDMA Name v Product Key
Connection Status New CPX 525455545 3S7PM36599W
all Connected Not Connected

Via mouse click you get access to the data of the boarded device which are in the Cloud available now:

= Dashboards

New CPX 525455545

CECC1-V3 8DI/8D0 ’

192.168.0.20

o Module information

Index 0 IP address 192.168.0.20
Serial number 525455545 Subnet mask 255.255.0.0
Module code 213
Submodule code 40
Revision 5
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Boarding process
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