Application Note

FESTO

Information on analyzing a
communication interruption between
VAEM-V and a CODESYS controller

VAEM-V-S8EPRS2

Brief description of the analysis of a communication interruption via
Ethernet TCP/IP or Modbus/TCP with a valve control module
VAEM-V-S8EPRS2 and a note on deactivating the CODESYS Gateway
Service in a network with the valve control module.
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Copyright Notice

This documentation is the intellectual property of Festo SE & Co. KG, which also has the exclusive cop-
yright. Any modification of the content, duplication or reprinting of this documentation as well as dis-
tribution to third parties can only be made with the express consent of Festo SE & Co. KG.

Festo SE & Co KG reserves the right to make modifications to this document in whole or in part. All
brand and product names are trademarks or registered trademarks of their respective owners.

Legal Notice

Hardware, software, operating systems and drivers may only be used for the applications described
and only in conjunction with components recommended by Festo SE & Co. KG.

Festo SE & Co. KG does not accept any liability for damages arising from the use of any incorrect or
incomplete information contained in this documentation or any information missing therefrom.

Defects resulting from the improper handling of devices and modules are excluded from the warranty.

The data and information specified in this document should not be used for the implementation of
safety functions relating to the protection of personnel and machinery.

No liability is accepted for claims for damages arising from a failure or functional defect. In other re-
spects, the regulations with regard to liability from the terms and conditions of delivery, payment and
use of software of Festo SE & Co. KG, which can be found at www.festo.com and can be supplied on
request, shall apply.

All data contained in this document do not represent guaranteed specifications, particularly with re-
gard to functionality, condition or quality, in the legal sense.

The information in this document serves only as basic information for the implementation of a spe-
cific, hypothetical application and is in no way intended as a substitute for the operating instructions
of the respective manufacturers and the design and testing of the respective application by the user.

The operating instructions for Festo products can be found at www.festo.com .

Users of this document (application note) must verify that all functions described here also work cor-
rectly in the application. By reading this document and adhering to the specifications contained
therein, users are also solely responsible for their own application.

© (Festo SE & CO. KG, D-73726 Esslingen, 2023)
Internet:  http://www.festo.com
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Note on establishing an Ethernet connection with VAEM-V-SS8EPRS2

Example of a connection failure and corrective action
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Components/Software used

1 Components/Software used

Typ/Name Version Software/Firmware Teilnummer
VAEM-V-S8EPRS2 1.2.3.0 8088772
CPX-E-CEC-C1 1.2.x.X 5226780
COSDESYS IDE V3.55P16 Patch 4
Table 1.1: Components/Software used
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Note on establishing an Ethernet connection with VAEM-V-S8EPRS2

2 Note on establishing an Ethernet connection with VAEM-V-SS8EPRS2

A communication protocol based on Modbus/TCP with function code 23 is used to connect via Ethernet to a
valve control module.

The VAEM-V-S8EPRS2 valve control module does not have a real-time communication interface. If commands or
Ethernet packets are sent to the VAEM-V via this interface with too fast transmission interval (burst-like), com-
munication can be interrupted.

Therefore, the time interval between two commands that are sent to the control module must be longer than 1
millisecond.

This condition must be observed not only for sending the data packets via TCP/IP but also via UDP (e.g. broad-
casts).
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Example of a connection failure and corrective action

3 Example of a connection failure and corrective action

3.1 Network topology

Ethernet Ethernet

Ethernet

CPX-E-CEC-C1 VAEM-V PC mit CODESYS

3.2 Network disruption

The PC on which the CODESYS development environment (version 3.5 SP16) is running sends the UDP
commands from the CODESYS Gateway Service to the valve control module at very short intervals
(microseconds)..

Time Stamp(s) Source Destination Protocol

2831 (14.807326) 192.168.4.180 192.168.255.255 UDP 6@ 1743 + 1748 Len=12

2832 (14.807327 | 192.168.4.180 192.168.255.255 UDP 6@ 1743 + 1741 Len=12

2833 |14.807327 | 192.168.4.180 192.168.255.255 UDP 6@ 1743 + 1742 Len=12

2834 \14.807327) 192.168.4.180 192.168.255.255 UDP 6@ 1743 + 1743 Len=12

2835 14.815891 192.168.10.2 192.168.18.106 Modbus.. B85  Query: Trans: 15633; Unit: 255,

In the Windows Task Manager you can check whether the CODESYS Gateway Service program is running.

17 Task-Manager - O X
Datei Optionen  Ansicht

Prozesse Leistung App-Verlauf Autostart Benutzer Details Dienste

3 %

Mame Status CPU
@ GatewayService 0 "
@ GatewaySysTray 0%
w
< >
[ Weniger Details Task beenden

The following note on deactivating the gateway service is unnecessary for the CODESYS development
environment from version 3.5 SP18.
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Example of a connection failure and corrective action

33 Deactivating the Gateway Service

To avoid a communication problem with a VAEM-V valve control module, the CODESYS Gateway Service program
should be deactivated:

Start Gateway

Stop Gateway

T M
- )
DEL

Allow Edge Gateway configuration... E’ == ol = el
Exit Gateway Control CODESYS Gateway SysTray - xBd(stopped

About...

[

To download a CODESYS program after deactivating the CODESYS Gateway Service the CODESYS development
environment uses a TCP/IP gateway.

You can connect with the following steps:

e The connection setup is described in the "classic" layout. This can be set via Tools/Options/
Device Editor.

File Edit View Project Build Online Debug Tools Window  Help
=== dh 25 88 g 9+ [ | ¥4 | Application [Device_SPT: PLC
ﬁ' [| Options 2 = P
o E
g CFC Editor ~
§ & Composer -
a B} Debugging Ve L
- ‘% Dedaration Editor 3 [I5how generic device configuration views ¥
(=] . .
[~ ﬂi Device Description Download [ create cross references for IEC addresses (dean necessary)

[ Device editor -
Classic mode ~

[F] FBD, LD and I editor
F  Font

Communication page

[ show implicit files for application download on the editor of a PLC

& Help [[]show access rights page
“ International Settings [JUse harizontal tab pages
m Libraries

m Library download
(& Load and Save
@ Monitoring

i PLCopen¥ML
g Proxy Settings
f: Refactoring

SFC editor

=]

< >

Cancel
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Example of a connection failure and corrective action

e Add a new gateway on the Device page.

Devices -~ 3 x

=5 CodesysPLC. with_VAEM_V
= Device (CPX-E-CEC-C1) 1
+-Ell pLC Logic
& 5PS_Diagnose (PLC-Diagnosis)
£ Ez CPX_E_System (CPX_E_System)
# [0 Ethemet [Ethemnet)

[l Device X

Communication Settings

Network Path to the Controller

Applications

Backup and Restore

Files

Log

PLC Settings

PLC Shell

Users and Groups

Access Rights

Symbal Rights

Task Deployment

Status

Information

hdl | Set Active Path

X 5

Gateway
Name |Gateway'—l |
Driver TCP/IP v
IP-Address 192.168.1.100
Port 1217 l I

The setting TP-Address' can be used to specify an IP address or DNS
address for the gateway. This is useful if you want to cannect to a remote
gateway running on another PC or device. If you use DNS the address must,
begin with "dns:"

By default, this setting is localhost'to directly connect to the gateway on
your PC.

el

2 Add Gateway...

Add Device...

Scan Network
Filter
Naone v

Sorting order

Name ~

e Select TCP/IP under "Driver" and enter the IP address of the controller for the gateway. The controller and
the PC must be in an IP network (e.g. with subnet mask 255:255:255:0 | PC 192.168.1.99 | SPS

192.168.1.100).
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Example of a connection failure and corrective action

¢ Select the created "Gateway" and add the controller.

E Device x

Network Path to the Controller

> |

Set Active Path

|Gaheway—1
-#io Gateway-1 Device Name:
Gateway-1
Add Gateway...
Driver:
TCR(IP 2 Add Device...
IP-Address:
192.168.1.100
Port: Scan Metwork
1217
Filter
Add Device *
MNone ~
Device
Sorting order
Enter name, device address or IP address
[152.168.1.100] CIrE ¥
Assignment mode Automatic ~
Enter either a device name, device address, an IP address or DNS address. The
dialog will automatically try to identify the correct mechanism to find or add the
device to the list.
Example for a device address: "0104.02F4"
Example for an IP address: "192.168.101.15"
DNS address must start with "dns:", Example for an DNS address: "dns:proxy.net”
conce

* Double click on the controller to activate a connection with the controller.

Elll Device x

Network Path to the Controller

|Gateway—1 :0064.9000. 2DDC.COAB.0164

= .#1. Gateway-1

[FJ% [cPx-E-CEC-C1 [192.168.1.100:11740] (active)

Device Name:
CPX-E-CEC-C1

Device Address:
0064.9000, 2DDC. COAS
0164

Device IP Address:
152,168, 1,100: 11740

Mumber of channels:
16

Serial number:
3STPPTKZBCE

Target ID:
103D 9C55

Target Name:
CPY-E-CEC-C1

Target Type:
4036

Target Vendor:
Festo AG & Co. KG

Target Version:
3.5.12.50

Set Active Path

Add Gateway...

Add Device...

Scan Network
Filter
MNone

Sorting order

Name

Then CODESYS programs can be loaded onto the controller (without gateway service) as usual. The burst-like

broadcasts caused by the gateway service are thus eliminated and no longer lead to a connection abort be-

tween the VAEM-V and the controller.
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