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General information:

This document is intended for qualified, trained and instructed professionals. The data provided in this document
are no guaranteed specifications, in particular with regard to functionality, condition or quality in the legal sense.
The information in this document is intended only as simple indications for the implementation of a specific, hy-
pothetical application, and in no way as a substitute for the operating instructions of the respective manufacturers
or the design and testing of the respective application by the user. The respective operating instructions for Festo
products can be found under www.festo.com. The user of this document must ensure that each function described
herein works properly in his application. The user remains solely responsible for his or her own use of this docu-
ment, even by studying this document and using the information mentioned therein. This also applies to any soft-
ware (in source code and/or object code) that is made available to the user as an appendix to this document.

Rights of use of the software:

If software is made available to the user as an appendix to this document, the user is granted a simple and unlim-
ited right of use hereto. This right also includes the processing and distribution of the software to third parties in
edited or unedited form. The User is not permitted to use the name "Festo" to endorse or promote products de-
rived from the Software without express prior written permission.

Software is provided to the user "as is". Festo does not assume any warranty or guarantee with regard to soft-
ware. Festo's liability for damages of any kind arising from the use of the software is limited to intent and gross
negligence.

Legal Notices:

©Festo SE & Co. KG, all rights reserved. A change in content and form is only permitted with the express written
consent of Festo SE & Co. KG. Festo grants the user the right to reproduce this document in a form that remains
unchanged in terms of content and form and to pass it on to third parties.

\ Need support with your application?
Get in touch with your local Technical Support:

www.festo.com/contact

© (Festo SE & CO. KG, D-73726 Esslingen, 2025)
Internet:  http://www.festo.com
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Introduction

Introduction

Festo AX Energy Insights (AX ENI) is an industrial app for continuous monitoring of electric and pneumatic sensor
values and energy consumption. It comes with a standardized Al model and a user interface.

Highlights:

Standardized app for capturing and analyzing energy data flows

e Automatic creation of visualizations and energy data aggregation across all hierarchy levels of produc-

tion

e Automatic learning of the Al Model based on the production state and detection of excessive consump-

tion, such as leaks

ters and pneumatic sensors

O

o

Dashboards  Reports  Assals  Infrastructure Data & Models  Admin Setup

All asseis > ENI * L1-1 » 131 ¥ L3-1 5 L&-1 * L5%1 * L&1 » L7-1 > LB-1
Assat type dashboard
Total Energy Source Pnoumatic Ebeciric

Enargy Consumption Alr Consumption

943.27 842.32 =

Sum Month | Energy Distribution Thismonth ()

i ey o ptipaTatal

— L}

Sum Day | Energy Consumption Last 31 dayts) ()
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Calculation of energy KPIs such as CO2 emission and energy cost
Generic MQTT interface specification designed to support integration with a huge variety of energy me-

= & 4 FESTO
Energy Costs €0, Emisslon
235.82 uw 330.14
Sum Month | Energy Distribution This month ()

t

) _

1 §8161.32 wh

Sum Day | Air Consumption Last 31 day) ()
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System Requirements

2 System Requirements

2.1 Computer hardware/runtime environment

2.1.1 Hardware

The Industrial App runs on industrial PCs, virtual machines (VM) or other devices and computing instances that
meet the following hardware requirements*:

e CPU: min. 4-core, x86-64bit (Core i5 or higher)
e HDD: 240 GB or more

e RAM: 8 GB or more

e 1xEthernet network interface

*applicable for a reference setup with 100 connected sensors

2.1.2 Network

e Device access:
Ethernet network access to all involved electric and pneumatic sensors which are provided or
mapped over MQTT

Festo AX Energy Insights

R T Il -

Node-RED

Figure 1: Example architecture for connecting energy meters to MQTT

e Internet access
For retrieval of the industrial app “AX Energy Insights” from Festo’s central container registry, tem-
porary internet access is necessary. After installation, the internet access can be turned off.

Page 6 of 37 Application Note — Festo AX Energy Insights — 1.20



System Requirements

2.1.3 Software / runtime environment

e Installed Docker runtime (OCI container)

e Support for Linux-Containers

e Docker-Compose v2.0

e WebUl: optimized for Webkit-based browsers and Firefox
o Ulis optimized for a resolution of: 1024x768 or higher

2.2 Security/Intended Use

Festo AX Energy Insights (AX ENI) is an industrial app, provided as a set of docker containers, for continuous
monitoring of electric and pneumatic sensor values and energy consumption. The data ingest channel of the in-
dustrial app is MQTT. All data and its aggregations are stored within a data storage (default setting is a Post-
greSQL database.

AX ENI is mainly designed to operate on shopfloor level on e.g. an edge computer inside an internal network
with no permanent access to the public internet. If you choose to distribute the Docker container of ENI on differ-
ent hosting systems or to operate ENI (partly) in a public cloud, please ensure to secure all communication chan-
nels like the MQTT broker with methods of authentication like username/password or certificates. Further-more,
keep in mind to restrict the access to the ports of the system via an appropriate firewall configuration (open only
necessary ports and filter IP addresses for the access.

AX ENI is a recommendation system, that gives machine operators, maintenance engineers and energy officers
insights about the energy consumption in the production on different levels. For detecting abnormal energy con-
sumption — such as leakages — AX ENI analyses data continuously by the use of algorithms from the field of ma-
chine learning. It is not recommended to automate an intervention in the control system of the machine based
on analysis results from AX ENI.

Application Note — Festo AX Energy Insights — 1.20 Page 7 of 37



Installation and Commissioning

3 Installation and Commissioning

To setup the entire AX Energy Insights (AX ENI) industrial app, these steps have to be conducted:

o

o—o

Prepare docker Install our ENI Activate Onboard new
runtime app via docker Licenses devices
3.1 Installation and setup of AX ENI containers

To learn more about “Container Applications” please refer to a google search and possible resources (last

checked: Feb 2024):

Title Author URL
“Docker overview” docker.com https://docs.docker.com/get-started/overview/
,Docker 101 Tutorial“ |docker.com https://www.docker.com/101-tutorial/

»Introduction to
Docker containers*

Microsoft Learn

Introduction to Docker containers - Training | Microsoft Learn

»Using tar archives to
install offline

docker.com

https://docs.docker.com/reference/cli/docker/image/save/

https://docs.docker.com/reference/cli/docker/image/load/

Table 3.1: Learning material

The tutorials also explain on how to install a docker runtime on your preferred environment.

Page 8 of 37
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Installation and Commissioning

3.1.1 Provisioning of relevant information after purchase

After purchase an email is sent to the purchasing entity that includes all relevant information to fulfill the instal-
lation.

The email contains brief step-by-step instructions and links to all relevant document and most important setup
and license files (“Download files” Link). Through this link a .zip is provided. It includes the following files:

Filename Description

.env File containing all relevant environment variables for the AX ENI instance, such as version,
host name information, credentials. Besides other it is used by the docker-compose.yml to
setup all containers accordingly.

Note: Depending on local file explorer settings, this file might be hidden. Modifications to
this file should only be made by knowledgeable persons.

docker-compose.yml The docker-compose.yml file is a configuration file used in Docker to define and manage
multi-container applications. It is used to specify the services, networks, and volumes re-
quired for AX ENI to run. The docker-compose.yml, defines the different containers in the AX
ENlinstallation, their dependencies, and the configuration options for each container.

Note: Modifications to this file should only be made by knowledgeable persons.

<uuid>-<package>-<nr>.lic | License file for each purchased AX ENI license. The number of .lic files in that package is
equal to the number of licenses purchased through Festo online sales channel. The content
of the license has to be copied to activate the license in one specific instance of AX ENI.

mosquitto.conf File containing the configuration for the external facing MQTT broker that can be used to in-
gest data to Festo AX ENI. Additionally this MQTT broker can also be used to subscribe to
the results of ENI.

Note: Modifications to this file should only be made by knowledgeable persons.

Table 3.2: File descriptions

3.1.2 Pre-Requisites to install and run AX ENI

AX ENI is provided as “docker container application”. To run AX ENI, e.g. on an Industry PC, “Docker” must be
installed on the device/OS. Please refer to the provided information in chapter 3.1 or search for preferred and
up-to-date installation instructions. This part is not covered in this application note.

It is highly recommended to also know about command line interaction, such as Bash or Windows PowerShell.

For installation, the target device must be connected to the internet (to get the containers). After that, the inter-
net connection can be disconnected again.

3.1.3 Retrieve container from Festo’s container registry

Upon purchase you receive an email with instructions and credentials to access our public container registry and
retrieve (“download”) AX ENI containers.

The address of Festo AX’s container registry is:

festoaxregistry.azurecr.io

Application Note — Festo AX Energy Insights — 1.20 Page 9 of 37




Installation and Commissioning

3.1.4 Authenticate / Login to registry

To authenticate to our registry a login command has to be executed. This authenticates the client to our public
Festo AX container registry and allows for pulling of repositories and their stored container(s).

Insert on command line/terminal:

docker login -u <user> -p <password> festoaxregistry.azurecr.io

The credentials to <user> and <password> are automatically sent after purchase of AX ENI through our online
sales channel, e.g. Festo App World. If not available to reader of this document, get in contact with the people
that performed the purchase through our online sales channel.

9 Note

e In case you can not access this registry, check the firewall settings according to

https://learn.microsoft.com/en-us/azure/container-registry/container-registry-firewall-ac-

cess-rules

Page 10 of 37 Application Note — Festo AX Energy Insights — 1.20
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Installation and Commissioning

3.1.5 Start with docker compose file

The docker compose file is also attached to the after sales email and is the central setup file to retrieve all con-
tainers and set them up in the correct order and configuration. It is configured as an easy-to-use setup. It can be
edited and adjusted to individual needs. Note: Modifications to this file should only be made by knowledgeable
persons.

Open up a command interface and navigate to the directory where the docker-compose.yml is stored.

To start the application enter the following command. Upon first execution or after version changes in the
docker compose file, the containers are retrieved from the central repository and installed locally.

Insert on command line/terminal:

docker compose up

To stop the container from running again, enter the following command:

Insert on command line/terminal:

docker compose down

3.1.6 Version update

If there is a new version released, the update procedure only needs a docker compose down, change of the ver-
sion tag at the beginning of the .env file and run docker compose up again like described in 3.1.5:

##BEGIN OF COMMON SECTION
# Version of the Containerset

VERSION=xx.y.zz

Application Note — Festo AX Energy Insights — 1.20 Page 11 of 37



Installation and Commissioning

3.2 Initial Setup: user creation and license activation

To work in the main application browse to <ip-address> without any additional port information (it uses stand-
ard http port 80).

During startup, you will be asked to create initial user accounts for Superadmin and Admin:

Festo Automation Experience
@Q———— 0

peradmin Account Admin Account

Set up of admin user account. Please provide a user name, email and password. More
users can be invited later.

Password *
Repeat password *

o One lowercase character or more
« One uppercase character or more

« One number or more

o One of these special characters o more #21@$%A&*+

« 8 characters minimum

i n

In the next step you will be asked for a license key. License keys are provided as files through the after sales
email that redirects to the setup package of files.

The license files (.lic) include the license key string that is needed to activate a license in one AX ENI instance.
Therefore paste the content of your license file (*.lic) into the form:

Festo Automation Experience
[ o (5]

Superadmin Account Admin Account License

Set up license lo activate Festo AX.

License *

Further licenses can be added later according chapter 3.3.

Page 12 of 37 Application Note — Festo AX Energy Insights — 1.20



Installation and Commissioning

3.3 Additional licenses

To activate further licenses, please navigate to “Admin Setup” > “Licenses”

" Dashboards Reports  Assets  Infrastructure  Data & Models  Admin Setup

Admin Setup Event Log

Event Log > Assets
Log of system events

. Infrastructure
Onboarding b

Management & Quick Setup Dat
ata

Settings
Tenant Settings Models

User Management
Add, remove and edit users

Model builder

System Tasks
Schedule data update and deletion

Licenses
Activate, add and delete licenses

Version Information

[ ] —
Al

You will be in the license overview page:

FESTO

be

") Dashboards  Reports  Assets Infrastructure  Data & Models ~ Admin Setup a

Licenses

Account ID
8781078A-FF8E-4854-9D18-8C2ADAEE4070

Need more licenses?
If you want to renew or add new licenses
you can order them from the Festo App World.

= Get more licenses

Overview e

License name Expiration date Activation date Status

Festo-PoC-2024 Dec 31, 2024 Jan1,2024 =3

Version15.1.1  Changelog Licenses Privacy policy  Imprint

This gives you an overview of the already activated licenses. Furthermore, once assets are onboarded, you will
also see the number of already onboarded assets (and the number of licenses left).

Application Note — Festo AX Energy Insights — 1.20 Page 13 of 37



Installation and Commissioning

By clicking on the (+) button, one can add new licenses to the instance. Therefor paste the content of one your

license files (*.lic) into the form:

Licenses

Add new license

License

eyl hbGciOi)SUzUxMilsInR5cCl61kpXVC]9.eylleHAIOJE3MzkzMTQ4
MDAwWMDAsIm5hbWUIOIJkNDk3NzM3NS03Yzgwl TQSMWYt0GI1
0S0xNDkxYWNmZTAwWMDFfMDAILC]saWNIbnNIlcyl6lkdBUOEtTUL
QLUNUUIOxMkOtMTAILC)pYXQiOJE3MDKk40TQ4M]VS.gImlbUOGK
wXMORQUIQmIyTZ-wFxgal mYH52N HdY7SAXZpgN4msss0z8eu-

The license is then added to the instance. Further assets can be onboarded then!

;) Dashboards Reports  Assets Infrastructure  Data & Models ~ Admin Setup ] a FESTD
Licenses
Account ID
8781078A-FF8E-4854-9018-8C2AD4EE4070 Current usage

Need more licenses?
If you want to renew or add new licenses
you can order them from the Festo App World.

™ Getmore licenses

Overview

License name

Festo-Po(-2024

> d4977375-7c80-491f-8b59-1491acfe0001_00

Page 14 of 37

= Licenses in use Licenses available

Expiration date Activation date Status
Dec 31,2024 Jan 1, 2024 =3 []
Mar 27, 2025 Mar 27, 2024 [ Active | []

Version15.1.1 Changelog  Licenses  Privacy policy  Imprint
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4

4.1

Onboarding of Assets

Automatic Onboarding

Onboarding of Assets

To onboard the electric or pneumatic measurement points, a mapping of the sensor values to MQTT messages
following the specified data structure must be performed. Once the MQTT data, organized according to the de-
fined MQTT topic hierarchy, is published to the MQTT broker of Festo AX, the asset auto-onboarding process is
triggered automatically.

MQTT Connection to Festo AX MQTT Broker

Server: mosquitto-extern
Port: 1883
Security: none

Verbindung Sicherheit

@ Server mosquitto-extern

Connect automatically

[ TLS
£ Protokoll MQTT V3.1.1
% Client-ID

P Keep-Alive | 60

i Session Bereinigte Sitzung (clean session) verwenden

MQTT Data Definition Pneumatic Sensor (combination of flow and pressure)

Topic Structure: ax/ei/+/+/+/+/+[+]+[+]+[pf/+

Key Unit Mandatory Information

ts msec Mandatory Unix Timestamp in Milli-
seconds

rawAirPressure bar Optional

rawAirFlow [/min Mandatory

rawAirConsumption [ Optional If not set, rawAirFlow inte-

grates to rawAirConsump-
tion automatically

Table 4.1: Unit descriptions

Application Note — Festo AX Energy Insights — 1.20
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Onboarding of Assets

2502025, 10:34:28 node: debug 1 -
adei/l1-11L2-1/L3-1/L4-1/L5-1/L8- 1L 7-1/L3- 1L 8- 1/pfpneumatic-mp1 : msg : Object
wobject
wpayload: object
rawhirPressure: 5.344326609388813
rawAirFlow: 66.818385587305282
rawAirConsumption: 157957
ts: 1758789268336 ||t
_msgid: "911ab7593286318@"

topic: "ax/ eifL1-1/L2-1/L3-1/14-1/15-1/L6-1/L7-1/L8-1/L9-
1/pf/pneumatic-mpl"”

Topic structure example:

ax/ei/Country/Site/Hall/Floor/Segment/Workgroup/Line/Station/Substation/pf/Flowsensor

e MQTT Data Definition Electrical Sensor
Topic Structure: ax/ei/+/+/+/+/+/+/+]+]+]ee[+

Page 16 of 37 Application Note — Festo AX Energy Insights — 1.20



Onboarding of Assets

Key Unit | Mandatory |Information

ts msec | Mandatory | Unix Timestamp in Milliseconds

rawCurrentLn A Mandatory

rawCurrentL1 A Mandatory

rawCurrentL2 A Optional

rawCurrentL3 A Optional

rawVoltagelL1Ln \Y Mandatory

rawVoltagelL2Ln \Y Optional

rawVoltagelL3Ln \Y Optional

rawVoltagelL1L2 V Optional

rawVoltagel2L3 V Optional

rawVoltagel3L1 V Optional

rawEffectivePowerlL1 w Mandatory

rawEffectivePowerl2 w Optional

rawEffectivePowerlL3 w Optional

rawReactivePowerlL1 VAR | Mandatory

rawReactivePowerl 2 VAR | Optional

rawReactivePowerL3 VAR | Optional

rawApparentPowerL1 VA | Mandatory

rawApparentPowerl2 VA |Optional

rawApparentPowerlL3 VA |Optional

rawPowerFactorL1 Mandatory

rawPowerFactorL2 Optional

rawPowerFactorL3 Optional

rawEffectivePowerTotal |W Optional If not set, the sum of rawEffectivePowerlL1, rawEffectivePowerlL2 and
rawEffectivePowerlL3 integrates to rawEffectivePowreTotal automati-
cally

rawReactivePowerTotal |VAR |Optional If not set, the sum of rawReactivePowerL1, rawReactivePowerlL2 and
rawReactivePowerL3 integrates to rawReactivePowerTotal automati-
cally

rawApparentPowerTotal |VA Optional If not set, the sum of rawApparentPowerlL1, rawApparentPowerlL2 and
rawApparentPowerl3 integrates to rawApparentPowerTotal automati-
cally

rawPowerFactorTotal Optional If not set, the sum of rawPowerFactorL1, rawPowerFactorL2 and raw-
PowerFactorL3 integrates to rawPowerFactorTotal automatically

rawEffectiveEnergy Wh | Optional Is calculated with rawEffectivepowerTotal if not set

Table 4.2: Key descriptions

Application Note — Festo AX Energy Insights — 1.20
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Onboarding of Assets

adfeiL1-11L2-1/L3-1/L4-1/L5-1/L8-1L7-1/L3-1/L-1/eelelectnic-mp1 : msg : Object
wohject
=payload: object
rawVoltagel1L2:
rawVoltagel2L3:
raw\Woltagel3L1:

484, 43486844161745

484, 43486844161748

484, 43486844161745
238.63583223350585
238,63583223350585
rawVoltagel3ln: 238.6358322335A585
50.93588675219792

44, 2618616594111856

44, 2618616894111856

44, 2618616594111856
rawCurrentln: @

rawEffectivePowerTotal: 38.62445416827962
rawReactivePowerTotal: 15.46973232834431
rawApparentPowerTotal: 35.484578562758286
B.85638355892243131

rawVoltagellln:
raw\oltagel2ln:

rawFreguency:
rawCurrentll:
rawCurrentl?:

rawCurrentl3:

rawPowerFactorTotal:

rawEffectivePowerlLl:
rawEffectivePowerlL2:
rawEffectivePowerlL3:
rawReactivePowerLl:
rawReactivePowerl2:
rawReactivePowerlL3:
rawhApparentPowerLl:
rawhApparentPowerlL2:
rawhipparentPowerl3:
rawfowerFactorll: @.
rawfowerFactorL2: @.
rawPowerFactorl3: @.
rawEffectiveEnergy:

ts: 1758789268336

19.28815138542654

19.28815138542654

19.288151385942654
3.15365774427814357
5.156577442781437
5.1565774427814357
11.828192854253894
11.828192854258894
11.82819285425285%4
B638355892243131
B638355892243131
B638355892243131
157957

topic: "aw/ei/fL1-1/L2-1/L3-1/14-1/L5-1/L6-1/L7-1/L8-1/L9-
1/eefelectric-mpl”

Topic structure example:

ax/ei/Country/Site/Hall/Floor/Segment/Workgroup/Line/Station/Substation/ee/electricsensor
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Onboarding of Assets

e The frequency for the ingest data on the MQTT broker must be 10 Hz for both pneumatic and electric
sensors. If the data is ingested on a lower frequency-rate, this will have impact on the following topics:
o Model training: As the amount of the training data for the initial model training is fix, the
timespan for the collection of the training data will increase. Furthermore, as the model uses
caches, the size of the caches should be adjusted accordingly within the model parameters:
» cp_min_size: default 1000 for 10 Hz, e.g. set to 100 at 1 Hz
= cp_step: default 100 at 10 Hz, e.g. setto 10 at 1 Hz
Warning: Changing the cache sizes will affect the accuracy of the model in is therefore not rec-
ommendet!
o Aggregation: If energy consumption is calculated based on the energy flow (e.g. rawAirFlow for
pneumatic sensors), this may affect the accuracy of the calculated energy consumption value
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Onboarding of Assets

4.2 Initial Training

Before the anomaly detection is active, a first initial training has to be finished. Therefore, a scheduled training
is configured by default. You can check the progress in the asset settings.
AX ENI needs at least 864.000 “good” data points for initialization. “Good” means, the pneumatic or electric

consumption must be in a good condition working in its usual behavior. This is the “baseline” for the ongoing
anomaly detection. With a frequency of data ingestion of 10 Hz, this equals to 24 hours of data.

>»

Allassets > ENI » 111 > 121 > 13-1 > L&1 > 151 > 161 > L7-1 > 181 > 19-1 > electric-mp1

Configuration

. o
electric-mp1 .
2
Models
A
No. Model name Type Format Training Current version Linked Model Active Status.
samples =
Anomaly ENI- _
~ 1 ENl-electric-mp1 - - - Oon v
® 1emp detection Postprocessing N =

Feature mapping Output features Thresholds Scheduled trainings

Model name Status Next run Recording progress Stop date

Datasamples
ENl-electric-mp1 Active and waiting for trigger 9/25/25,10:34 -— 9/16/55,13:37
78740 o[ 864000

ENI-
v2 (Sep 23, 2025, 13:35:16) Classification- On v 'ﬁ
EE

Anomaly Custom Java

> 2 ENI-Postprocessing detection Model

Custom Java
> 3 ENI-Classification-EE Classification Model . - v1 (Sep 23, 2025, 13:35:16) On v ﬂ

9 Note

The model of Festo AX Energy Insights is designed to detect changes in the consumption
over a longer period of time. Therefore, it might take some time until results from the
anomaly detection and aggregated data are displayed, as the caches of the systems need
to be filled.

4.3 Model-Finetuning

Here is a brief overview over how the model works:
o Model detects implicit system states in the training phase.
e Duringinference, an assignment of new data to the implicit system states takes place. For the anomaly
detection, the behavior of the new data is compared with its assigned implicit system state.
e Relevant parameters for the anomaly detection are
o min_anomaly_threshold: Sets a threshold value for the deviation from the new data to its as-
signed implicit system state, under which an anomaly is never reported
»  For positive values the threshold is set as an absolute value measured in program-
specific units, e.g. |/sec or V
»  For negative values the threshold is set as a proportion of the assigned implicit system
states mean value
o max_anomaly_threshold: Sets a threshold value for the deviation from the new data to its as-
signed implicit system state, above which an anomaly is always reported
=  Positive and negative values behave as above
e The other parameters are relevant for detecting the system states and should only be changed with cau-
tion and with deeper understanding.
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Onboarding of Assets

Troubleshooting:

The process produces too many anomalies (too many false positives). How do I reduce the rate?

e Iffalse anomalies occur by small sensor values (e.g. during standby), then the best way is to increase
min_anomaly_threshold parameter, by setting either a greater positive value or a greater negative
value.

e Iffalse anomalies occur by large sensor values (e.g. during production), the best way is to increase
max_anomaly_threshold parameter, analogously to min_anomaly_threshold (see above).

The process does not detect anomalies when expected (too many false negatives). What do | do?

e Try decreasing min_anomaly_threshold resp. max_anomaly_threshold accordingly.

To retrain an existing model with new hyper-parameters you can do the following steps.

e Open the model of the asset and configure a “Scheduled training”

\) Dashboards  Reports  Assets  Infrastructure  Data & Models  Admin Setup a L] & Festo FESTD
L Allassets > ENI > L1-1 > 12-1 > 13-1 > L4&1 > 151 > L6-1 > 17-1 > 18-1 > L9-1 > pneumatic-mp1 a
Configuration
a% ic-
pneumatic-mp1 ® Pause & Edit
i= 2
Models
m A
No.  Model name Type Format Tralning samples  Current version Linked Model Active Status
-
1 ENI t 1 Anomaly Custom Java 864000 1(Oct 22, 2025, 15:11:34) £ O v a
v -pneumatic-m v1 (Oct 22, 2025, 15:11: n
P iemp detection Model Postprocessing
=]
Feature mapping Qutput features Thresholds Scheduled trainings

@ no scheduled model trainings active

ENI

‘Anomaly Custom Java I
> 2 ENI-Postprocessing N V2 (Oct 20, 2025, 13:20:37) Classification-  On v ol
detection Model PF
> 3 ENIClassification-PF Classification Custom java - V1 (Oct 20, 2025, 13:20:37) on v &

Model
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e Set the “Datasamples” and the hyper-parameters and click “ok”

Model: ENI-pneumatic-mp1 X

Add scheduled retraining

Datasamples Scheduler stop date Scheduler stop time
86400 Nov 20, 2025 w 9:40 [
Advanced settings
Model activation v
Workflow ~
Augmentations @ ID,CHANGE_RATE
Clipping @ 5
Cp Min Size @ 1000
Cp Step @ 100
Evaluation frequency @ 60
Evaluation interval @ 300
Granularity @ 10
Gravity @ 10
Max Anomaly Threshold @ -.25
Min Anomaly Threshold @ 5
Random Seed @ -1
Sensitivity @ -1
Tolerance @ -1
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5 When the application is running

5.1 Ul Walkthrough
After logging into the application, the user is greeted with the app’s start screen. As user with the role “ADMIN”,

the start screen looks as following:

O Hbashboat(ls Reports  Assets  Infrastructure  Data & Models  Admin Setup

Festo Automation Experience

Available Services o

| a2 H—
L -
Dashboards Reports Assets

]

Infrastructure Data Madels

How to 0

Application Note of AX Motion Insights Pneumatic
Get closer insights into AX Motion Insights Pneumatic

Technical support
Da'you have a problem and can't get any further? Contact our support team,

Verion 1513 Changelog  Licemes  Privacy policy  Imprint
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When the application is running

5.1.1 Main Menu (1)

On the top you’ll find the main menu starting from the left, that will bring you to the sub sections of the app. It

includes:

Menu point Description Remark

Dashboards Access to build customized dashboards from a selection of | Only users with ADMIN role
widgets with the data coming from onboarded assets with
their data points/features.

Reports Access to reports to get dedicated views on events and data | All users
in retrospective. First report is “Hierarchical Report” to gain
overview of anomalies that have occurred in a specific time
range.

Assets Access to all onboarded assets (here: pneumatic cylinders) | All users

with their dedicated dashboards for each asset for live view
on the asset state.

An asset tree allows for easy navigation in hierarchical struc-
ture.

Infrastructure | Expert setting screen to adjust inbound and outbound MQTT | Only users with ADMIN role
broker and other settings.

Data&Models | Expert setting screen to work with data sets and trigger new | Only users with ADMIN role
trainings on models.

Admin Setup Access to event log, onboarding settings, general tenant set- | Only users with ADMIN role
tings, user management and system settings.

Furthermore access to license settings to activate new li-
censes and gain overview about existing license setting.

Table 5.1: Menu functions descriptions

5.1.2 Quick Access Buttons (2)

The buttons copy the functionality from the main menu for fast access.

5.1.3 Notifications and User Profile (3)

The bell icon gives you access to the notification dialog. Here users will be notified about two types of events:

1. Anomaly events
2. Onboarding events

Anomaly events: All anomaly events that occur on the onboarded assets are being triggered as a notification
and shown here for direct access.

Onboarding events: Once a new asset has been onboarded to the application, a notification is triggered and
shown here. This is especially helpful in the onboarding process.
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5.2 Asset Dashboard Walkthrough

Clicking on “Assets” guides you to the assets section that represents one of the core parts of the application.
This section gives you structured access to the live data for all onboarded assets.

5.2.1 Asset Tree
The asset tree represents the hierarchical structure of your monitored machine or subsystem.

Clicking on the asset name will bring you to the detail screen for the asset.

o Dashboards  Reports Assets  Infrastructure  Data & Models  Admin Setup E  m  afesto FESTO

1 Assets O Aon A
#% @ Alassets Collapse all =
~ HENI
= o)
Vo L1
™ ~ 121 A
hd 31 _
i
~oE Ll
= v 151 B
~ L6l
ol
~ oEE 71
v 181
v i 91
B electric-m...
B pneumatic...
5.2.2 Asset Tree Controls
These buttons allow you to reload the asset tree structure (can be helpful in onboarding phase) and to search
for a specific one (helpful in scenarios with many assets).
o Dashboards ~ Reporis  Assels Infrastructure  Data & Models ~Admin Setup EH e A Festo FESTO

Assets o oon

g W Allassets Collapse all

voE L7
~OE 181
vOEE L9
W electricm...

B preumatic...
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5.2.3 Asset View Pneumatic Sensor & Electric Sensor

5.2.3.1 Overview

The Overview tab displays information about the health score and classification, along with the primary meas-
urement data and total energy consumption. It provides a concise summary of all critical information related to
the measurement point.

O Dashboards  Reports Assets Infrastructure  Data & Models  Admin Setup E & Afesto FESTO

© rawhirPresswre  5.29 bar

-k: All assets > ENI > ModelTest > 12-1 > 13-1 > 141 > 151 > L&1 > 172 > 181 > 191 > pneumatic-modeltest ﬁ
Asset type dashboard
7~ pneumatic-modeltest =
= Overview Analytics Live Data Historic Data Energy Monitoring : 0)
= A
Event Overview Health Score
Timespan Classification 2
- ; ; Nohistoric event data avaitable / =
‘
1 g Q 45.00
3 % ol
‘ )8 M 0 Max 100 uslt %
T s No ongoing 0dl 1, 2075, 08:39:00
— '
! 4 * anomaly
'
Energy Consumption
128.69 wn
Air Flow Health Score & Sensor Values Last 20 Min. and 0 Sec.
847.75 ymin
0ct 1,205, 063947
A\
\ ll I| i I I
l ‘| 3
10/1/25 | 08:2935 H| _‘l I
Pressure © rawhirflow 96.52 |/min | | FJ I

e THNAUTION e FIWASPTESSUTE e HeIth SCOTE

5.2.3.2  Analytics

The Analytics tab contains all relevant information regarding the health score. It also includes a historical data
view that displays the health score trend over the past week.

= o2
i) Dashboards  Reports  Assets  Infrastructure  Data & Models  Admin Setup = - A Festo FESTD

1; All assets > ENI > ModelTest > L2-1 > 13-1 » L&1 > 151 > L&l » L7-2 » LE-1 > 191 > peumatic-modeltest ﬁ
Asset type dashboard
e pneumatic-modeltest )
= Overview Analytics Live Data Historic Data Energy Monitoring H 0]
= A
Health Score Health Score & Feature Relevance Lastweek ()

.

-]
M 0 Maz. 100 Unit %

01,3025, 08:51-00

Air Flow

108.36 yun

Oct1, 3025, 08:51:14

— Health Score
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5.2.3.3 Live Data

The live data view displays the measurement data from the last 20 minutes. The data is aggregated as the mean
value over one-second intervals.

o Dashboards  Reports Assets Infrastructure  Data & Models  Admin Setup = 2 A Festo FESTO

L Allassets > ENI > ModelTest > 121 5 131 > &1 > 151 > 161 > 172 5 181 > 191 > pneumatic-modeltest A
Asset type dashboard
“  pneumatic-modeltest psset =
= Overview Analytics Live Data Historic Data Energy Monitoring H 9
L] A
Flow Sensor Last 20 Min. and 0 Sec.
% e
]
ol
I
— rawhition

5.2.3.4 Historic Data

The historic data from the past week displays all measurement data, aggregated as mean values over one-hour
intervals.

o Dashboards  Reports  Assots  Infrastructure  Data & Models  Admin Setup = WY A Festo FESTO

-t: Allassets > ENI » Modellest > 12-1 > 131 » L&1 > 151 > 161 » L7-2 » LE-1 > L9-1 > pmeumatic-modeltest ﬁ
Asset type dashboard
e pneumatic-modeltest pssat =
= Overview Analytics Live Data Historic Data Energy Monitoring : o)
- A
Flow Sensor Lastweek {9
‘
I

— rawhirtiow
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5.2.3.5 Energy Monitoring

The energy monitoring view displays the total energy consumption, cost, and emissions since the onboarding of
the measurement points. Additionally, historical data views show the energy data for the last 24 hours and the

last 31 days.

. Dashboards  Reports  Assels  Infrastructure  Data & Models  Admin Setup
.-} Allassets > ENI » Modellest > 121 > 131 » L&1 > 151 > 161 > 172 > 181 > 191 > pneumatic-modeltest
Asset type dashboard

wo pneumatic-modeltest

= Overview Analytics Live Data Histaric Data Energy Monitoring
L]
Alr Consumption Energy Consumption
1,073.34 128.80 wmn
=

Sum Hour | Air Consumption

W i Consumption

5.2.4 Asset View Hierarchy Levels
5.2.4.1 Total

Last 24 hour®) ()

B A Afesio FESTO
A
: 2
A
Energy Costs €0, Emission
32.20 45.08 i ‘
o

Sum Hour | Energy Consumption Last 24 hour(s) ()

M Erergy Consumption

The “Total” view displays the total energy consumption, cost, and emissions for the selected hierarchy level. All
energy data from the underlying assets are automatically aggregated. Additionally, historical data views present
information for the last 31 days. A Sankey diagram and sorted bar charts further assist in identifying the assets

with the highest energy consumption.

5] Dashboards  Reports  Assets  Infrastructure  Data & Models  Admin Setup
-t: Allassets > EMI > L1-1 > 1241 > 131 » L&1 > 151 > 161 > 171 » 181
Asset type dashboard
o L8-1
= Total Energy Source Preumatic Electric
-2}
Energy Consumption Alr Consumption
950.33 wn 848.62
=

Sum Month | Energy Distribution

sumEnergyCansumptioaatal
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Thismontn {2}

= A Lfesto FESTO
]
&
‘ D
A
Energy Costs €0, Emission
237.58 an 332.61« ‘
=
Sum Month | Energy Distribution This month () ko3

T

o _"“ﬁsgl.?zw“

193 |Mf~| 37Wh
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5.2.4.2 Energy Source

When the application is running

The “Energy Source” view displays pneumatic and electric energy consumption. This view is designed to support
the breakdown of energy consumption, costs, and emissions by energy source. Additionally, historical data
views over the past 31 days provide insight into the historical trends.

% ) Dashboards Reports  Assets  Infrastructure  Data & Models  Admin Setup
-k:: All assets > ENI > L1-1 > 121 > 131 » Lé-1 > 151 > 161 > Li-1 > 181
Asset type dashboard

~* L8-1
= Total Energy Source Pneumatic Electric
i}

Sum Month | Energy Consumption Thismonth {3
. Preumatic 101834.28 Wh_

Electric 848492.00 Wh

@ Preumatic @ Electic

5.2.4.3 Pneumatic

3]
»

;e FESTO

Asset Type

Pw o

Sum Day | Energy Consumption Last 31 dayts) (J

[ Totat | Preumatic [ Electric

The “Pneumatic” view displays the pneumatic energy consumption, cost, and emissions for the selected hierar-
chy level. All energy data from the underlying assets are automatically aggregated. Additionally, historical data
views present information for the last 31 days. A Sankey diagram and sorted bar charts further assist in identify-
ing the assets with the highest pneumatic energy consumption.

;) Dashboards Reports  Assets  Infrastructure  Data & Models  Admin Setup
" Allassets > ENI > L1-1 > 121 2 131 > 141 > 151 > L61 > 1741 » 181
Asset typa dashboard

e L8-1
= Total Energy Source Pneumatic Electric
L]

Energy Consumption Alr Consumption

101.83 wn 848.62
=

Sum Month | Air Consumption Thismonth ()

SUMAIICONSUTEHANPE

e
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= 2% inmw FESTO
=
Energy Costs. €O, Emlsslon
25.46 35.64 s
Sum Month | Air Consumption Thismonth {3 o3

1

o _}“ggﬁom
193 I‘J)}!\,Hﬂl
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5.2.4.4 Electric

The “Electric” view displays the pneumatic energy consumption, cost, and emissions for the selected hierarchy
level. All energy data from the underlying assets are automatically aggregated. Additionally, historical data
views present information for the last 31 days. A Sankey diagram and sorted bar charts further assist in identify-

ing the assets with the highest electric energy consumption.

(&

e

5.2.5

Dashboards ~ Reports  Assets  Infrastructure  Data & Models  Admin Setup

Allassets > ENI » 111 5> 124 > 134 5 141 5 151 > 161 > 171 5 184

Asset type dashboard
Total Energy Source Preumatic Electric

Energy Consumption

849-39 KWh

Sum Month | Energy Consumption This month ()

191
SumEnerzyCansumpiicalE

Asset Tree Controls

The sub menu on the right side controls section to show for the asset selected by the asset tree.

(& ]

Dashboards Reports  Assets  Infrastructure  Data & Models  Admin Setup

Allassets > ENI > ModelTest > L2-1 > 131 » L&1 > 151 > 161 » L7-2 > LE1 > 191 > peeumatic-modeltest
Asset type dashboard

;
pneumatic-modeltest

Overview Analytics Live Data Historic Data Energy Monitoring

Event Overview
Timespan

Nohistaric evenl data availabie

No ongoing
anomaly
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=& Afesto FESTO
&
: 9
A
Energy Costs. €O, Emisslon
212.35 297.29 4
Sum Month | Energy Consumption Thismonth () o
T
= & Afesto FESTO
[
=
‘ 0}
A
Health Score
Classification .
=
ol
Min. 0 Max. 100 Unit % —

011, 2025, 08:38:00

Energy Consumption

128.69 wn
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When the application is running

Descriptions

Home Screen for the asset. Contains an overview including the current health score for the asset (or
group of assets when a node is selected in the tree).

The dashboard for the asset.

There is two sections: the general dashboard that is derived from the asset’s asset type and a dash-
board for the individual asset. The latter can be designed individually by the user. The first one
gives a great overview and already contains a lot of information about the current state of the asset
as well as a look back for a certain time period.

Access to historic data of the asset. Further offers to export the data selection as csv or to create a
new data set in AX from it to train a model with it.

Event log for an asset. Here all events for the asset, such as anomalies, are collected.

Upon anomalies, annotation can be added to an event to use in future events.

Model overview for an asset. Allows for fine tuning of a model and to schedule new trainings, e.g.
after component replacement.

Expert section.

Table 5.2: Asset icons with descriptions
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5.3 Inviting New Users

User with role “ADMIN” can invite new users. There is currently no logical limit to users added to the application.
New users are added through the “Users” screen. It is reached through

Admin Setup > User Settings > (+) New User

Three things are needed for a new user:

e Name: a non-unique name to label the user
e  FestoAX-ID: E-Mail address to uniquely identify user (also used for login)
e Password: The password to authenticate the user.

The new user can be set to “read-only”. This allows for accounts that can only view the data but not make
amendments.

Users.

Create new user
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5.4 Outbound MQTT Data Delivery

To use model results like anomaly score or anomaly event in 3™ party systems, an outbound connection via
MQTT can be configured. It is reached through

Infrastructure > Field > Outgoing data > Default Datadelivery > (+) New Component

The same broker like for the incoming data, which is part of the docker-compose.yml, can be used:

Create new component for the outgoing data

Protocol: MQTT

Name* Authentication *
‘Outgiong Data Password

Topic~
AX-ENI-Data

Protocol * Host *
tep:lf ~ mosquitto-extern

Cllent ID

Password*
000000009

To get results being sent out, the “Field to External (F2E)” forwarding gate has to be activated for the features
needed:
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oo

Casl

For the according asset, choose the settings and pause the anomaly detection model (ENI-Post):

Dashboards ~ Reports  Assets  Infrastructure  Data & Models — Admin Setup

Allassets > ENIl > L1-1 » L2-1 » 13-1 > l4-1 » 151 > 161 > L7-1 > 181 > 19-1 > pneumatic-mp1

Configuration

.
pneumatic-mp1l
Models
No. Model name Type Format Training Current version
samples
R Anomaly Custom vl (Oct 22, 2025,
e 1 ENI-pneumatic-mp1 . 864000
detection Java Model 15:11:34)
Feature mapping Output features Thresholds Scheduled trainings
Feature name Information type Data type
Anomaly Score Anomaly score Numeric

Angmaly Score Raw

Anomaly score

Numeric
(raw)

=] a
Linked Model Active
ENI-
On

Postprocessing

Timeseries
settings

4 Festo

FESTO

@ Pause & Edit

Status

Active

forwarding [ ]

gates

o

* @

After pausing the model, the forwarding gates can be adjusted and the anomaly detection model can be

resumed:

Dashboards ~ Reports  Assets  Infrastructure  Data & Models  Admin Setup

Allassets > ENI > 11-1 > 12-1 > 13-1 > 141 > 151 > 161 > L7-1 » 181 > 131 > pneumatic-mpl

Configuration
.
pneumatic-mp1

Models

No.  Model name Type Format Training

samples

v 1 ENI-pneumatic-mp1 Anomaly Custom 864000

P P detection Java Model
Feature mapping Output features Thresholds Scheduled trainings

Feature name

Anomaly Score
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8]
»

Festo

® Resume

Current version Linked Model Active

v1(Oct 22, 2025,
15:11:34) Postpi

Information type Data type

Anomaly score Numeric

Version 22.0.13

EMI-

rocessing

Timeseries o

settings

Changelog ~ Migration Guide

FESTO

LI

]

+
Status
g
v : =]
pel }
All(6)
F28B
P
F2E
T B2D % ~
F2B X
Licenses  Privacy policy  Imprint
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When the application is running

5.5 Connecting Festo AX Smartenance

To be able to trigger incidents for specific assets, a premium account for Festo AX Smartenance is needed. Then
the API credentials to connect both systems can be added in Festo AX Motion Electric Insights here:

Admin Setup > Settings > Smartenance

e 3 Dashboards ~ Reports ~ Assets  Infrastructure  Data & Models  Admin Setup a a Festo FESTO
Tenant
SMTP Smartenance
Smartenance Settings U sove |
Username *

Configuration invalid — Last updated at 16:38:05

Test Connection

Password *

About Smartenance

Show incident trigger settings for assets Smartenance is the modern, manufacturer-independent solution for
e and incident Smartenance enables digital and

paperless maintenance management.

Enable incident creation

Maintenance tasks can be scheduled easily and flexibly via a web
application and then accessed anywhere via a mobile app. Smartenance
increases the efficiency of autonomous and classic maintenance.

Try Smartenance for free

The free trial period does not include API access. Please contact us via
email smartenance@festo.com to have your APl access being granted
individually.

After establishing the connection, each asset can be configured to trigger an according incident in Smartenance:

Asset Tree Controls > Asset configuration > Maintenance system triggers > (+) Add maintenance trigger

Smartenance

Add maintenance trigger

Summary template *
cylinder anomaly

Description template *

\
this is a description

‘Smartesance machine (number)

Cylinder Monitoring Board 1 (1)

Incident creation for anomalies

cancel
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5.6 Deletion of data

Recorded data is deleted when the database has reached a maximum of 250 million recorded values as a de-
fault deletion task. This can be changed by adding a new task and deleting the existing default task:

Admin Setup > System Tasks

The deletion task does not delete the aggregated data.
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Frequently Asked Questions

6 Frequently Asked Questions

> How many cycles do | need to fine-tune the model initially?

860000 data points are needed to fine-tune the model. These cycles should include all possible variants of the
process (e.g. different weights or movements).

> What pneumatic/electric sensor does Festo AX ENI support?

All pneumatic sensors that provide at least an air flow value are supported. Additionally, all energy meters that
provide at least active power values are supported. Missing measurement data will result in empty dashboard
widgets.

» What happens when an measurement point is replaced by a new one or reset?

If the measurement point is replaced with a new one or the energy meter readings are reset, no action is re-
quired in Festo AX.

» | have specific questions. How can | get in contact?

Get in contact with your Festo contact person or through www.festo.com/contact

» The machine is running but | don’t see any data or anomaly score calculated. What is the reason?

There’s different reason why no anomaly score is calculated and no data received although everything seems to
be set up correctly and machine is running.

Check MQTT status
Check MQTT statistics

Check Device connection status
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