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General information:

This document is intended for qualified, trained and instructed professionals. The data provided in this document
are no guaranteed specifications, in particular with regard to functionality, condition or quality in the legal sense.
The information in this document is intended only as simple indications for the implementation of a specific, hy-
pothetical application, and in no way as a substitute for the operating instructions of the respective manufacturers
or the design and testing of the respective application by the user. The respective operating instructions for Festo
products can be found under www.festo.com. The user of this document must ensure that each function described
herein works properly in his application. The user remains solely responsible for his or her own use of this docu-
ment, even by studying this document and using the information mentioned therein. This also applies to any soft-
ware (in source code and/or object code) that is made available to the user as an appendix to this document.

Rights of use of the software:

If software is made available to the user as an appendix to this document, the user is granted a simple and unlim-
ited right of use hereto. This right also includes the processing and distribution of the software to third parties in
edited or unedited form. The User is not permitted to use the name "Festo" to endorse or promote products de-
rived from the Software without express prior written permission.

Software is provided to the user "as is". Festo does not assume any warranty or guarantee with regard to soft-
ware. Festo's liability for damages of any kind arising from the use of the software is limited to intent and gross
negligence.

Legal Notices:

©Festo SE & Co. KG, all rights reserved. A change in content and form is only permitted with the express written
consent of Festo SE & Co. KG. Festo grants the user the right to reproduce this document in a form that remains
unchanged in terms of content and form and to pass it on to third parties.

© (Festo SE & CO. KG, D-73726 Esslingen, 2026)
Internet:  http://www.festo.com
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Components/Software used

1 Components/Software used
Type/Name Version Software/Firmware Date of manufacture
CEPE 25.9.0 05/2025
Festo Python 1.1.1 or later

Table 1.1: Components/Software used
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Overview

2 Overview

The Festo Python App provides a Python Runtime to allow programming in a modern scripting language directly
on the PLC. It can be used for simple scripting tasks or to enhance the PLC application with functionality written
in Python.

The App offers a range of key features designed to enhance the development experience. It provides an online
web-based IDE, allowing users to access a fully functional integrated development environment directly through
their web browser, enabling easy coding from anywhere.

One of the standout features is the remote development capability, that allows developers to connect a local IDE
to the app, enabling them to work directly on applications running on the target device. This connection utilizes
a pre-configured reverse tunnel, providing access to the host PC's network and facilitating seamless interaction
with network resources as long as the IDE connection is active.

Additionally, the app includes a built-in sample Python project that features example scripts and a customizable
main.py script, which runs automatically each time the app starts. This setup allows developers to quickly get
started with coding and testing. Additionally, the app comes with a pre-installed Python virtual environment that
includes all necessary libraries.

For version control, the app offers built-in Git support, making it easier to manage code and collaborate with
others. Users also have the flexibility to install further VS Code extensions and Python libraries if the device is
connected to the internet or using the remote development feature.

Furthermore, the app provides a configurable port for optional incoming socket connections, allowing for flexible
integration with other services and applications.

The app is designed to make it easy for developers to experiment, try, and test things out directly on the device

quickly, without the need for extensive learning or complicated setups. With its intuitive features and stream-
lined processes, developers can focus on coding and innovation, enhancing their productivity and efficiency.
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3 Setup and usage

3.1 Using the integrated IDE

3.1.1 Open Integrated IDE

By default the port to access the Integrated IDE is blocked by the firewall of the device-. You need to manually
configure it before usage by opening the firewall menu in Web Based Manager (WBM-Device Web-Browser):

o Security -> Firewall -> Basic Configuration
o then set port 8081 — App Python Web IDE to accept

PLCnext Store . . R

© seeurit General Basic Configuration IP Input Rules IP Output Rules

ecurity
Certificate 13 Input Tep 4840  CODESYS OPC UA Accept
management
| Firewall 14 Input Tep 10123  SmartHMI WeblQ Drop

User management
User policies 15 Input Tcp 8081 App Python Web IDE E
LDAP configuration 16 Input Tep 1882  App NodeRed Web IDE ‘Accept
Syslog

ﬁ'System 17 Input Udp 10002 Festo FGMC Accept
Device

maintenance
App management

Backup & restore

To start the Integrated IDE of the Python App click on the link in the Additional App information area in the App
management of the WBM. This information can be displayed by clicking on the little arrow on the right of the

App.

Then click on the link to open the Integrated IDE:

= status @ RUN -
n, Festo Python =) Stop
License & WVorhande

Meta data

Manufacturer Festo SE & Co. KG
Version 0.9.2
Identifier 60004228233420

Mininum firmware version 25.0.0

Additional app information

Python IDE

@ INFO: Information on installed licenses are available on the WBM page License management

It is also possible to open the Integrated IDE by entering its URL in the address bar of your browser:

https://[ip-address]:8081

with [ip-address] as the IP address of the device
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Setup and usage

This opens the Integrated IDE which you can use to develop python scripts. The integrated IDE is configured to
open the sample project automatically the first time it starts. To learn more about the sample project please refer
to chapter “Sample Project and Examples”.

C QO G https://192.168.178.46:8081/?folde ome/coder/project s L & =

README.md X

RE.

use an integrated W sed IDE to program with Python.

It is also possible to reach the in

The Integrated IDE es an : ment which has t of Python

s IDE with the Microsoft Remote SSH Extension to
e used with other IDEs or

o be enabled in the WBM!

> OUTLINE
TIMELINE

3.1.2 Start a Python script

The easiest way to run a python script is by a right click on the script and selecting “Run Python File in Termi-
nal”. This way the script gets automatically executed using the preinstalled virtual environment, that has been
preconfigured in the in the project settings:

EXPLORER
~ PROJECT

Ctrl+Enter

n in Integrat

> OUTLINE
TIMELINE

a0 Spaces:4 UTF-8 LF _Python 3.10.17 (‘ve

3.1.3 Installing libraries

If the Device is connected to a network that has access to a library repository (e.g. pypi.org) it is possible to just
install libraries by using the pip tool in the usual ways.

In case there is no sufficient network connection available it is possible to copy the libraries from a host via drag
and drop.
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Remote Development

The Remote development feature, allows developers to connect a local Visual Studio Code (VS Code) instance to

the app, enabling them to write, debug, test and run code directly inside the Python App on the target device.

This feature also leverages a reverse tunnel to the host PC, allowing users to interact with the host PC's network
infrastructure for internet connectivity or accessing source code repositories on the device while connected,
even if the device does not have direct access to this infrastructure.

3.2.1

Connect local IDE to the App

Make sure ssh connection is enabled on your CEPE
o  System -> System Services -> enable ssh connection

Syslog APP MANAGER App Manager @ Activated ‘)
ﬁs;.-‘s:em FWM Firewall Manager @ Activated ()
Device GRPCLOCALSERVER  gRPC Remote Procedure Calls (Local) © acvated @D
maintenance
App management IEC IEC 61131-3 Runtime for PLCnext Engineer @ Activated ()
Backup & restore LINUX SYSLOG PLCnext Syslog adapter @ Activated ‘)
Update MCD2 Festo Multicast daemon (unsecure) @ Activated ()
License
PLCNEXT STORE PLCnext Store Connector 9 aaivaed @D
management
I System services SOFTWARE UPDATE Software Update via Device and Update Management @ Activated ()
@Help SSHd SSH daemon Socket O pedtivated @D
Documentation

Licenses

Allow ssh access in the firewall configuration
o  Security -> Firewall -> Basic Configuration -> set port 22 - SSH to accept

PLCnext Store

©secunt General Basic Configuration IP Input Rules IP Output Rules
ecurity

Certificate

management Seq. Direction Protocol Toport Comment Action
| Firewall 1 Input Udp 123 NTP (Network Time Protocol) Drop

User management
Remoting (e.g. PLCnext

User policies 2 Input Tep 41100 . Accept
Engineer)
LDAP configuration
Syslog 3 Input Tep 22 SSH Accept
E‘ /
Systt
ystem 4 Input Tep 443 HTTPS, Proficloud, eHMI Accept
Device
Open VS Code on your PC

Install the extension “Remote SSH” from the Extensions side panel
Open the Remote Explorer from the side bar
Open your system ssh config by a right click on “REMOTES(Tunnels/SSH)/SSH” and selecting “Open
SSH Config File”
Add the following configuration and save it (replacing the place holder with the ip address of your de-
vice):
Host MY_CEPE
HostName 127.0.0.1
ProxyJump admin@<your-device-ip>:22
User coder
Port 2222
RemoteForward 127.0.0.1:1080
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3.2.2

) File Edit Sele View Go Run Terminal Help

Remotes (Tunnels/SSH) v -+~

Right click on the newly available MY_CEPE connection in the Remote Explorer and select “Connect in a
New Window...”

A new editor window opens, select “Linux” as the platform of the remote host and enter your creden-
tials each time prompted

VS Code installs the necessary software and extensions on the target device and after a successful con-
nection MY_CEPE should be green and in the state “connected” in the “Remote Explorer” side bar
Install the extensions “Python”, “Python Debugger”, optionally “GitLens” and any other extension of
your choice from the Extensions side panel while connected. While the connection is active the exten-
sions panel lists the extensions for the host and the device side separately (see lists “Local - Installed”
and “SSH: MY_CEPE”). If an extension has been previously already installed on the host side, click on
“Install in SSH: MY_CEPE” to install it on the CEPE as well. If a new extension is installed while the con-
nection is active, it gets installed on both the host pc and the CEPE side.

Open the sample project by clicking on “Open Folder” and selecting the folder “/home/coder/project”
Edit, Debug and Run python scripts and run VS Code tasks the regular way while connected

The connection can be closed by clicking on the blue Remote SSH extension symbol on the lower left
corner (reads “SSH: MY_CEPE”) and selecting “Close Remote Connection” on the appearing drop down
menu or simply by closing the VS Code Window

Using git for version management

The Python App is configured to use a reverse tunnel through the host PC while connected making it possible to
use git inside the App to interact with any repositories the host PC has access to. Git can be used per command

line in the VS Code Terminal or via any extension of your choice (e.g. GitLens)

3.23

Install Python libraries

The Python App is configured to use a reverse tunnel through the host PC while connected making it possible to
install any pip packages from pypi or any other repositories the host PC has access to:

Open a VS Code Terminal
Activate the virtual environment of the sample project:

source /home/coder/venv/bin/activate
Install python packages:
pip install <python package>
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Connecting with plain SSH

The app allows users to configure and utilize a plain SSH connection to connect directly to it. Through this con-
nection, users can browse the files and folders within the app, facilitating easy navigation and management of
data, copy data between the host and the app using SCP or any other preferred method, providing flexibility in
data transfer and file handling or use it for any other tasks the user sees fit, enhancing the overall functionality
of the app.

3.3.1

3.4

Creating an SSH Connection:

Open the system ssh configuration file (<user home>\.ssh\config)
Add the following new connection and save it (replacing the place holder with the ip address of your
device):
Host MY_CEPE
HostName 127.0.0.1
ProxyJump admin@<your-device-ip>:22
User coder
Port 2222
RemoteForward 127.0.0.1:1080

Connect to MY_CEPE with your ssh client of your choice or manually by entering in a terminal or com-
mand prompt:

ssh MY_CEPE

SSH Connection Trouble Shooting

Make sure your PC is connected to the same network as your device or there is a valid network route from the PC
to the device. You can list multiple jump hosts in the ssh configuration if needed the following way (make sure
to add all the intermediate jump hosts preceding “admin@<your-device-ip>:22"):

ProxyJump <jump_user_name>@<jumphost-ip>:<port>, admin@<your-device-ip>:22

Make sure ssh connection is enabled on your device ( System -> System Services -> enable ssh connec-
tion)

Remove any host keys previously associated with 127.0.0.1:2222 by entering the following command
in a terminal and try to connect again:

ssh-keygen -f '<your user home folder>/.ssh/known_hosts' -R '[127.0.0.1]:2222"

Try to manually open an ssh connection to the device by entering “ssh MY_CEPE” in a terminal or com-
mand prompt
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3.5 Using USB Mass Storage Drives
The app allows users to access USB Mass Storage drives that are connected to the device the following way:

e Make sure the USB storage device is formatted with the format VFAT or FAT32
e Enable the USB mass storage device support on you CEPE
o  System -> System Services -> enable USB mass storage drives

(¥ Device
General data
Service ID Service name. Factory default Activation
[t Diagnostics
== Configuration APP MANAGER App Manager @ Acivated [ @]
Web senvices GRPC LOCAL SERVER gRPC Remate Procedure Calls (Local) © Adivated [ o]
Network weo2 Festo Multicast dasmon {unsecure) © Adivated [ e}
7 Security
Sl Maunt USB1 maunt USE1 to fmedia/usbstorage/usbl_fired © Deactivated [ @]
yslog
Firewall Maunt USB2 maunt USB2 to fmedia/ushstorage /ush2_fixed © Deartivated [ @]
Certificate Mount USB3 maunt USE to fmedia/usbstorage usb3_fired © Deactivated
management
Maunt USB& maunt USB4 to fmedia/usbstorage /usbé_fired © Deactivated
User management
User policies PLCNEXT STORE PLCnext Store Connector © Deactivated
LDAP configuration SOFTWARE UPDATE Software Update via Device and Update Management © Adivated [ @]
Bspen S5Hd §5H daemon Sockat © Deactivated [ o)
Device

maintenance
Backup & restore
App management

License
management

Update

| ystem services

Qe RevERT PR

e The USB Storage device will be available inside the python app under the path:
/media/usbstorage
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4 Sample Project and Examples

The app comes with a sample Python project located at the path /home/coder/project. This sample project is
specifically designed to be used with the pre-installed virtual environment located at /home/coder/venv. The
project is configured to automatically utilize this virtual environment for running and debugging Python scripts,
ensuring that all necessary dependencies are available.

Inside the sample project, users will find example scripts that demonstrate how to interact with the available
device services using Python. These examples serve as a useful reference for developers looking to leverage the
capabilities of the device in their own applications.

4.1 Autostart Script

A key component of the sample project is the main.py script, which is automatically started each time the app
launches. This script runs within the pre-installed virtual environment and serves as the entry point for users'
programs. Developers are encouraged to modify main.py to suit their specific needs and to build upon the pro-
vided examples.

4.2 Stop Task

Additionally, the project includes a predefined task that can stop main.py if it is still running in the background.
It is important to note that the debug task is set up to automatically execute this stop task before initiating the
debugging process. If this behaviour is not desired, users can easily edit the debug task to remove this feature.

To manually trigger the stop task open the menu, click on Terminal, select “Run Task...” end select “StopBack-
groundScript” from the drop down menu.

4.3 Using the Terminal

Users also have the flexibility to run scripts manually or install additional libraries using the terminal. However,
it is essential to manually activate the virtual environment beforehand to ensure that the correct dependencies
are used:

e Open the menu, click on “Terminal” and select "New Terminal”
e Activate the virtual environment of the sample project:
source /home/coder/venv/bin/activate
e Install python packages:
pip install <python package>
e Execute python scripts:
python main.py
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4.4 Examples

The sample project comes with examples demonstrating how to effectively communicate with the device using
its built-in services. The device features a Codesys OPC UA server, which facilitates communication between the
Python application and the Codesys program, enabling seamless data exchange and control.

Additionally, the device is equipped with a gRPC interface that exposes a variety of internal services. Detailed
documentation for interfaces can be found on the following website . To utilize this gRPC interface within Py-

thon, the examples leverage a library located in the pxc_grpc folder. This library was generated from the gRPC
interface .proto files, which are available in the following official GitHub repository.

These examples aim to provide developers with practical insights into using the device's services, making it eas-
ier to integrate and interact with the device in their applications.

4.4.1 Reading System Information

The grpc_read_system_info.py example demonstrates how to read system information, device status, and diag-
nostic information over the gRPC interface. This script provides a straightforward way to retrieve essential data
about the device, allowing developers to monitor its operational state and diagnose any issues effectively.

4.4.2 Sending Device Notifications

The groc_send_device_notification.py example illustrates how to utilize the device's notification system via
gRPC. This example shows how notifications are sent and logged, which can then be accessed through the de-
vice's user interface. It enables developers to implement real-time alerts and notifications in their applications,
enhancing the overall user experience.

4.4.3 Checking License Status

The grpc_check_license.py example offers a simple demonstration of how to communicate with the built-in Wibu
license manager over gRPC using Python. This script allows users to verify license status and manage licensing
information, ensuring that the application complies with licensing requirements.

4.4.4 Accessing the Codesys OPC UA Server

The codesys_opcua_access.py example showcases how to connect to the Codesys OPC UA server and read or
write values using Python, while also highlighting how the Codesys naming convention translates to OPC UA ad-
dresses. To run this project, users need to follow these steps:

1. Create a CEPE Codesys project with a program POU PLC_PRG implemented in structured text
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Sample Project and Examples

2. Define a variable of type INT called Count in PLC_PRG and increment it in the program

#® OPCUA_Demo.project - CODESYS - o x
File Edit View Project Build FIL Online Debug Tools Window Help \ &
e dE & -~ ) B@E @ o5 48 el o e (3 |i#4 | Application [CEPE_HEGB 1286 M1: PLC Logic] ~ 8 O |, w M [[Zo=t=-= & o W =
Devices. > 3 x & Task ™% symbol Configuration V[E] PLCLPRG X | CEPE HBGB_128GB M1 1 - ‘Wopemes -~ 1 X
=5 OPCUM_Demo = il  PROGRAM PIC_PRG  Filter ~ | ¥$ Sortby -
P EIRY S
CEPE_H8GB_128G8_M1 (CEPE-HBGB-128GB-M1) (=] 8 .
i 3 T - 0: B #!sortorcer
&l oo i END AR » Val
=€} Application b - roperty aue
(i Library Manager
PLC_PRG (PRG)
B8 Symbol Configuration
= [E8 Task Confiquration
=2 Task (IECTasks)
& Tas s S
100% |ER
& pLc_PrG
1 = :
'8 SoftMotion General Axis Pool Count := Count + 1
Description
[ (100 % [GR] B Properties [3% Tookox
Messages - Total 0 error(s), 0 warring(s), 42 message(s) -1 x
Build - [ 0emor(s) [@ Dwarning(s) [ 2 message(s) | X ¥
Description Project  Object  Position
@ Generate code for IMPLICIT_KINDOFTASK_1400_GVL_INIT...
@ Generate code for _TYPECLASS__2539_ GVL__INIT.
@ Generate code for TYPE_CLASS__2070_GVL _INIT...
© Generate code for __SYMBOLCONFIGPREPARECHLINECHANGE. .
€ Generate code for _TASKSPECIFICINFOGWL__146__GVL_INIT...
© Generate code for __CONVERSION_CONSTANTS_2544_GVL__INIT...
Generate global nitializations.
Generate code initialization. ..
Generate relocations...
@ Memory usage on device, not used for licensing purposes:
Build complete 0 errors, 0 warnings : Ready for download
52 Devices | [ Pous

x Lastbuild: €30 (% 0  Precomoie ./ L Praiart usar: fnahadv) @

3. To communicate with the Codesys App via OPCUA it needs to be enabled in the the Codesys Application.
The simplest approach is to add a “Symbol Configuration” object to the Application.
In the editor tab of the this object you can now select the variables to export over OPCUA (here: “Count”.
Ensure also that OPCUA is enabled in the “Settings” menu.

Devices > B X | & Task ™2 Symbol Configuration % ' [Z] PLC_PRG *  CEPE_HBGB_128GB_M1
=) OPCUA_Demo v || N view ~ [#¥Buid |z settings ~| Todls ~
= CEPE_HBGB_128GB_M1 (CEPE-HBGE-128G8-M1) Changed symbol config Support OPC UA features
= Bl Pl Log
8 pictoge ) Symbols <15 Indude Comments in XML Wembers | Comment
= £} Application y _.
) Library Manager + Dlg Cunst:.ns |
|Z] PLC_PRG (PRG) o Jg ToConfigftla Configure comments and attribygks. .
¥'% symbol Canfiguration =@g nerme Tith IEC tasks...
=[# Task Configuration # Count Optimized Layout
1 L
=& Task (IEC-Tasks) ptimized Layo
&1 PLC_PRG [] Use empty namespaces by default (v2 compatibiity)
‘3 SoftMotion General Axis Pool 1 Enable direct /O Access
Indude call information in XML
Enable Symbol Sets
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4. By default the OPCUA server does not have a user and does not allow anonymous login. For demo projects
you can enable anonymous login in the following configuration dialog:
Device -> Communication Settings -> Device -> Change Runtime Security Policy

File Edit View Project Build FTL Online Debug Tools Window Help
El=a == Bl REY S fe [ [ | Application [CEPE_HBGB_128GB_M: PLC Logic] ~ LY v B |
Devices v 3 x| @ Tak ™3 symbol Configuration FLC_PRG " CEPE_HBGB_128GB_M1 x
=3 orca_demo -

Communication Settings Scan Network  Gateway - || Device +

=7 CEPE_HBGB_128GB_M1 (CEPE-HBGE-128GE-M1)
=B Pic Logic
= I} Application
i) Library Manager
[8] PLC_PRG PRG)

.._ Send Echo Service...
3 Symbol Configuration Files h 2 2
=[#3 Task Configuration Encrypted Communication o
=8 Task (IEC-Tasks) Log
&) rLc_PRG

Options 3

Applications
Rename Active Device. ..

Backup and Restore Wink Active Device

Change Runtime Security Policy...

‘CEPE {active) - ‘

Change Runtime Password Policy...

‘A SoftMotion General Axis Pool PLC Settings Device Name:
Security Settings...
CEPE
PLC Shell
Port: Device Address:
1217 000A
Users and Groups
Target ID:
103D 9CSE
Access Rights
Target Type:
Symbol Rights 4102
TargetVendor:

Software metrics for license
determination

Festo SE Co.KG
IEC Objects ;asrgzent:ﬂersmn:
Task Deployment

Status

Information

Select “Allow anonymous login” to enable OPCUA access without password.

File Edit View Project Buld FIL Online Debug Tools Window Help

=] R 1 | f3- [ | 63 | Applicstion [CEPE HEGB_12868 M1: PLC Logic] - OF *{ LI
Devices = 8 X|| & Tak (S8 symbal Configuration 5] PLCFAG  © CEPE_WBGB_128GB M1 X
T e = Scan et Gatew Dew
. e R e | | commuication setings canetaar  Getemay e
= (8 P Logc o
-0 tion oplications
M vy g Backup snd Restore
n _PRG (PRG)
Files
“ Gateway
= & Task (IEC Tasks) Log
8 e prc Gateusy] [CEPE (actve)
"3 SoftMaton General Axis Pool PLC Settings P-Addres:
192168041
i
FLC Shel o
217
Users sad Groups.
1 Change Rurtime Security Policy £
Access Rights |
| Commuication
Symbal Rights 4 cument policy optionalencryption
Software metrcs for lcense [ Gt Cples ooy
I
Gezermination The device supports both encrypted and LencTYDed ComTUNKaTn.
{ The fecied by the user
IEC Objects
Task Deployment
Code Sgang
Status Cument policy Al
Mew policy a
nfarmation
A types of appication code accepted.
Device Liser Management
Cument poliey Erforced user management
New palicy Enforced user management
The user the device is actve and by the user,
18 Allow ananymeus lagin
f 5 . OPC UA) can
‘estabish & conmecton without grovidng redentials even f wser management i
enabled.
oK Cancel
Your deviee can be secured, Leam mere,
Messages - Total 0 eror(s), O maming(s), 0 messagets)
+ |© 0emors) | © 0 wamingis) [@ 0 message(s) | X ¥
Description

9 Note

Do not use this for production setups! Please refer to the Codesys documentation for instruction to
setup a secure OPCUA Server
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Sample Project and Examples

5. Deploy and start the Codesys program.
Execute the codesys_opcua_access.py python example script to interact with Codesys. The python exam-
ple script will read the value of the Count variable and then modify it with a new value, demonstrating how
to effectively manage data within the Codesys environment using python.

4.4.5 How to test OPCUA

To test the operation of OPCUA you can use the tool “UaExpert” provided by Unified Automation for free.

Bl Unified Automation UaExpert - The OPC Unified Architecture Client - CEPE - m]

I PBO + =2 X%2 & HO

Project B X DataAccess View @ | Attributes 8 X
~ [3 Project 2 Server Node Id Display Name Value Dol o v @ [+]
~ [ Sservers 1 OPCUAServer@... NS4|String|[var|.. Count 24658 Int16 3 Value
12 OPCUAServer@CERE #7 Nodeld ns=4;s= |var| CEPE-H8GB-128GB-M1.Application.PLC_PRG.Count
~ [ Documents < Namespacelndex 4
3 Data Access View N IdentifierType String

Identifier |var|CEPE-HBGB-128GB-M1.Application.PLC_PRG.Count
Variable

BrowseName
DisplayMame
~ Value
SourceTimestamp  08.05.2025 10:50:14.387
SourcePicoseconds 0
ServerTimestamp 08.05.2025 10:50:14.387
ServerPicoseconds
StatusCode Good (£x0D000D0D)
Value 1023
¥ DataType Int16
Namespacelndex 0
Address Space 8 x IdentifierType Numeric
3 No Highlight ~ References g X
@ DeviceRevision G g @ Fovard - [+]
> &% GlobalVars Reference Terget DisplayName

# HardwareRevision HasTypeDefiniti... BaseVariableType
¥ Manufacturer
@ Model
~ & Programs
~ & PLC_PRG
> @ Count
# RevisionCounter
# SerialNumber
@ SoftwareRevision
> & Tesks
> % DeviceFeatures
> & DeviceTopolagy
> & NetworkSet

> b Server
> 2 Types
Log & x
8P
Timestamp Source Server Message
08.05.2025 08:51... DA Plugin OPCUAServer®... Creating new subscription: ClientHandle=0, PublishingEnable=1, LifeTimeCount=2400, MaxKeepAliveCount=10, Priority=0, PublishingInterval=500, MaxNetificationsPerPublish=0
02.05.2025 08:51... DA Plugin OPCUAServer@... CreateSubscription succeeded [ret = Good]
08.05.2025 08:51... DA Plugin OPCUAServer@... Revised values: LifeTimeCount=2400, MaxKeepAliveCount=10, Priority=0, Publishinglnterval=500, Subscriptionld=3
08.05.2025 08:51... DA Plugin OPCUAServer@... Crested subscription for Serverld 0
08.05.2025 08:51... DA Plugin OPCUAServer@... Item [NSA|String||var| CEPE-HBGE-128GB-M1.Application.PLC_PRG.Count]: SamplingInterval=250, QueueSize=1, DiscardOldest=1, ClientHandle=1
08.05.2025 08:51... DA Plugin OPCUAServer@... CreateMonitoreditems succeeded [ret = Good] I
D£05.025 0%:51... DA Pluain OPCUAServer®.... ltem INSAISHinallvar CFPF-HEGR-178GR-M1. Anplication.Pl C PRG.Countl succeeded : R =200 RevicedOs =1 =1 leet = Gond]

4.4.6 How Codesys variables are addressed from OPCUA

OPCUA presents its available variables in a browsable tree structure. This is called a OPCUA address space and it
is standardized how the variables of a PLC are organized. This tree can be browsed in UaExpert in the tree view
on the left.

The variables can also get directly accessed by a Nodeld. This is a unique string (or number) that references a
specific variable. This is used the examples to read and write variable

For Codesys the following rules are used to create the Nodeld:
ns=4;s=|var|CEPE-H8GB-128GB-M1.Application.PLC_PRG.Count
|-- first part defines the address space and type of Nodeld

|------ Name of the PLC

|-=---- string describes hierarchy of objects in Codesys
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Install additional libraries

5

Install additional libraries

Sometimes it is necessary to install additional libraries or other debian packages into the app e.g. as a prerequi-

site of Python libraries.

5.1

Persistence in the Python App

Only the /home/coder directory is persistent across device and app restarts. All other changes to the sys-
tem are lost on restarts. The custom startup script allows you to recreate necessary changes automatically

at each startup

5.2

1.

5.3

5.4

Custom Startup Script

Create an executable script at /home/coder/custom_startup.sh:
touch /home/coder/custom_startup.sh
chmod +x /home/coder/custom_startup.sh

Example script:
#!/bin/bash
echo "Starting custom configuration..."

# Install packages
sudo -E apt-get update sudo -E apt-get install -y your-package-name

# Install custom libraries
sudo -E cp /home/coder/mylib.so /usr/lib/

# Set environment variables
export MY_VAR="value"
echo "export MY_VAR=value" >> ~/.bashrc

echo "Custom configuration completed."

Using Sudo Privileges

Use sudo -E to preserve your environment variables when executing commands
Passwordless sudo is only configured for the container user

Example:
sudo -E apt-get install -y build-essential

Installing Packages With and Without Internet

For environments without continuous internet access:

1.

Download packages with dependencies while the CEPE is connected or connect to the Python App over
ssh with the configured reverse tunnel (see recommended ssh configuration in this Application Note)
and use the internet connection of your development PC:

sudo -E apt-get download $(apt-cache depends --recurse --no-recommends --no-suggests \

--no-conflicts --no-breaks --no-replaces --no-enhances libusb-1.0-0 usbutils libgomp1 \

gcc g++ make unzip wget | grep "AMw" | sort -u)

Store the .deb files for example in /home/coder/my_packages

Add to your startup script:

# Install downloaded packages

sudo -E dpkg -i /home/coder/my_packages/*.deb
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Install additional libraries

5.5 Best Practices

e Include error handling in your startup script

o Keep the script efficient to avoid startup delays

e Make your script idempotent (can run multiple times safely)

e Store configuration files, scripts, and custom applications in /home/coder

5.6 Troubleshooting
If your script isn't executing, check:

e Correct path: /home/coder/custom_startup.sh
e Execution permissions: chmod +x /home/coder/custom_startup.sh
e Test your script by running it manually inside the Python App in a terminal session window
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Working with USB Devices

6 Working with USB Devices

Certain USB3 Vision camera devices that are directly accessed under /dev/bus/usb are supported to be
used from the Python App.
These device types have appropriate ownership mapping in the host system to make them accessible within
the Python App:
e List USB devices from the built in terminal:

Isusb
e Devices with the file owner “coder” are available for interaction:

Is -la /dev/bus/usb/*

USB device CEPE Festo Python

Python App
Python Script imple-
ments device access

Map device into app container:
e.g. /dev/bus/usb/...

The techniques described in Install additional libraries can be used to install Camera drivers if supported by the
SDK.
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