
 

 
 

100359 

Application Note 

 

 

 
 

CPX-IOT with EtherNet/ IP 

This document describes how to set up a CPX-IOT gateway and how to 
use all the performances of the device in EtherNet/ IP environment.   
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1 Components/Software used 
 

Type/Name Version Software/Firmware  Date of manufacture 

CPX-IOT-O  1.0.6-ac67942f6M.20210831  

   

   

Table 1.1:  1 Components/Software used 

 

1.1 Overview Connectivity 

 

Node-RED is optional and must be installed separately. In order to get the latest security fixes, the correct proce-
dure for updating the CPX-IOT is shown below.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

No.  How to update CPX-IOT  

1. Update the bootloader file using Festo Field Device tool. Hint: Bootloader should be updated if there is 
a new version. 
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2 Via Festo Automation Suite 

 

 

 

 

 
 

2. After updating the bootloader, do the same with firmware file. Use the same procedure as before. 

 
 

3. As optional, download the Node-RED file. Use the same procedure as before.  
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An overview of the connectivity of the CPX-IOT is shown in the following image. The MQTT broker could be also 
connected to the Device interface.  
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2 CPX_IOT  

2.1 Login 

 

Default IP address: 192.168.0.1  

Festo Field Device tool:  

 
 

 

Á Open a browser https://your -device-ip-address 
Á User name: admin 
Á Password: Festo Product Key 
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2.2 Webserver Toolbar.  

 

 

MQTT   connection status. 

Red: MQTT disconnected. 
Blue: MQTT connected.  
Orange: Logout.  

Info: General information and diagnosis. 
Devices: Device boarding and configuration. 

MQTT: MQTT configuration. 
Configuration: MQTT and NTP configuration. 
Node-RED: Node-Red for custom code. 
User: Change user credentials. 

 

 

 

 

 

2.3 Webserver home page  

 
 
 

 

Product Key: Device Product 
Key. 

Devices Time: Data and time 
from CPX-IOT. 

MQTT Network: MQTT network 
configuration. 

MQTT Network: Basic MQTT sta-
tistics. 

Device Network: Device network 
configuration. 

Operation Mode: Should be on 
Read/Write®. 

Boardings: Count of boarded  
devices.  
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2.4 Manage Devices 

 

In order to stablish the connection between CPX_IOT and a slave device, click on scan 

Devices must be connected to CPX_IOT Device port  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Á Scan automatically. 

 

 

 

 

 
Á Write the device IP address.  
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CPX-IOT supports all the devices shown below. As soon as the device is connected to CPX-IOT the data is auto-
matically received on Node-RED. As mentioned in the section Overview Connectivity® Node-RED is optional, the 
data is transmitted via MQTT. If Node-RED is installed the default MQTT setup is transferring the data to Node-
RED. 

 

 
 

 

 

 

 

 

2.5 MQTT 

 

MQTT is an OASIS standard messaging protocol for the Internet of Things (IoT). It is designed as an extremely 
lightweight publish/subscribe messaging transport that is ideal for connecting remote devices. 

2.5.1 Configure localhost MQTT Broker 

 

In order to read the data from the boarded devices. MQTT communication must be enabled otherwise the MQTT_IN 
function will be connected but no transmission is possible.  How to make a Board of the devices will be explained 
in the next chapters. It is only detailed on this chapter the principle of localhost MQTT Broker.  

 

Local MQTT broker --> mqtt://localhost:1883  
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How to open Node-red in order to read the data published.  

 
 

 

Go to the Node-red palette and choose MQTT in and drag&drop 

 

 

 

 

 

 

 

 

Configure the MQTT in: 
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For reading the data coming, please connect a payload to the MQTT in. 

  
 
Finally click on deploy 

 
 

After deploying, please click on debug messages in order to check the data: 






















































































