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Copyright Notice

This documentéion is the intellectual property of Fest&E& Co. KG, which also has the exclusive copyright. Any
modification of the content, duplication or reprinting of this documentation as well as distribution to third par-
ties can ony be made with the express coesit of FestoSE& Co. KG.

FestoSE& Co KG reserves the right to make modifications to this document in whole or in part. All brand and
product names are trademarks or registered trademarks of their respective owners.

Legal Notice
Hardware, software, opgating systems and drivers may only be used for the applications described and only in
conjunction with components recommended by FesBE& Co. KG.

FestoSE& Co. KG does not accept any liability for damages arising from tise of any incorrect or incoplete
information contained in this documentation or any information missing therefrom.

Defects resulting from the improper handling of devices and modules are excluded from the warranty.

The data and information specifieth this document should not beused for the implementation of safety func-
tions relating to the protection of personnel and machinery.

No liability is accepted for claims for damages arising from a failure or functional defect. In other respects, the
regulations with regard to liabilityfrom the terms and conditions of delivery, payment and use of software of
FestoSE& Co. KG, which can be found atvw.festo.com and can be supplied on request, shall apply.

All data contained in this document do naoepresent guaranteed specifications, particularly with regard to func-
tionality, condition or quality, in the legal sense.

The information in this document serves only as basic information for the implementation of a specific, hypo-
thetical applicationandis in no way intended as a substitute for the operating instructions of the respective
manufacturers and the design and testing of the respective application by the user.

The operating instructions for Festo products can be foundvatvw.festo.com.

Users of thisdocument (application note) must verify that all functions described here also work correctly in the
application. By reading this document and adhering to the specifications contained therein, users are altyso
responsible for their own application.
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ComponentsSoftware used

1 Components/Software used
Type/Name Version Software/Firmware Date of manufacture
CPXOTO 1.0.6-ac67942f6M.20210831

Tablel.1: 1  Components/Software used

1.1 Overview Connectivity

Node-RED is optional and must be installed separately. In order to get the latest security fixes, the correct proce-
dure for updating the CPXOT is shown below.
NMQTT

=,

Node-RED

G

e® O

@

® ¢ [ ]

e ® e

No. | How to update CPXOT

1. Update the bootloader file using Festo Field Deg tool. Hint: Bootloader should be updated if there is
a new version.

Device name IP Address Device type MAC

cpx-iot-o 192.168.0.4  — 00:0E:F0:60:94:40 1
Firmware

Firmware with Backup
Network
Diagnosis
Backup

Restore
Identification
Versions
Bootapplication
Reboot

Telnet
Homepage

FST

FMT

Copy IP address

Favorite
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Components$Software used

2 Via Festo Automation Suite

___ AUTOMATION SUITE A - o0 x
= ow e # Q @ FESTO
Device Scan
Device list > cpx-iot-o
Status. Device Name Device Type Address | CPX-I0T-O
19216804
]

Actions

Network Settings

Device Name

Firmware

Reboot

Support

Add to Project
—_ AUTOMATION SUITE |
= jowrroea #® Q @ FESTO

Device Scan

Device list > cpx-iot-0

Status Device Name Device Type Address CPX-10T-0

L]

Firmware

1.2.36-a9d87¢961.20200124

| | cpu-iot-o-bootloader-1.3.0-6d08cb642.20211021 ffwu

2. | After updating the bootloader, do thesame with firmware file. Use the same procedure as before.

| | epux-iot-o-firmware-1.0.7-6d08cbf42.20211021 ffwu

3. | As optional, download the Nde-RED file. Use the same procedure as before.
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ComponentsSoftware used

An overview of the connectivity of the CRRT is shown in the following image. The MQTT broker could be also

connected to the Device interface.

Customer Festo AX on premise
CPX-I0T-0
Q ! A e’ MQTT Broker
ons
'xe Faslo Festo Field
— Automation  pe.jce fogl
FESTO Suite
' |
Ethernet 100Mbit WWW support
- @ access FAS FFT
shell
i Cloud
Cl (erial i 1
{ ) , Device . HTTPS SSH FGMC FGMC
A Ethernet 100Mbit
p— O
ey
Yeteed
.
m CI{UDP) ENGP (TCP/IIP) Cl(UDP) OPC UA (TCP)

CMMT STIAS

CPX MPA
Motorcontroller

Valve Terminal
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Energy efficiency

’a’ﬁ’t  cluop)
#
v

CECC-D MSGE-E2M
PLC with Energy efficiency
Conditionmonitoring
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CPXIOT

2 CPX_IOT

2.1 Login

Default IP address: 92.168.0.1
Festo Field Device tool:

& Festn Field Device - =
o p— Heip FESTO
o B 5 | wo @ o = a n o .o
Q W wm § e EBE 0 <& @
Scan Fimoware Recovery Favonte | Firmware Network Diagnesis Wentification Versions Reoct Homepage
General Service Web Tools
 Listview | Graphic view | - L
Device name 1P fadress Device type. MAC Firmazre Devcmane:  grite
J ® &Tf € cowioto 13216801 CPX-IOT-0 (COEFOE03A40 1.0.0-RC2-5e54335¢3. 20210401 Sesiginumber: 70DFS20007EBFF 10002280200CEA

Productiey ISTPHIPGRIG
Patmumber:  Lrknown

NOC: x0T
Fimware: 1.0.(-RC2-5654935c3 20210401

DHCP- ™

IP Address: 15216801
IPNemask: 255,255 2550
Gateway 0000

DN 0000

MAC: OEFLE05A4
Stae: Operationzl

Open a browsehttps://your -device-ip-address
User name: admin
Password: Festo Product Key

0

Login
Authentication required

User name admin
Password
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CPXIOT

2.2 WebserverToolbar.

|;p><,|QT & Info~ Devices~ MQTT~ Configuration ~  Node-RED  Logout = o
MQTT &+ *~ connection status
; Red MQTT disconnected.
Q G Product Key 3S7PN1PQRJQ
o Device Time  Mon Apr 26 13:48:27 UTC 2021 Blue: MQTT connected.
' X : MQTT Network  IP: :LOgOUt.
° o Info: General information and diagnosis
FesTO Cwn ) Devices Device boarding and configuration.
MQTT Statistics ~ Published: 18494 . )
® _— MQTT MQTT configuration
Aecoonedisci Configuration: MQTT and NTP configuration.
Last comectea 2001.0425700255.z NODE-RED Node-Red for custom code.

Lammr ey User. Change user credentials.
/1\\ Cloud I
{ Netmask: 255.255.256.0

of t/\ 2
N Device OperationMode  ReadMWrite

0=0ff

1=0Onboarding ' —
2=Read only Boardings Boarded devices: 1 (ull 1)
3=Read/Write

2.3 Webserverhome page

CPX-IOT & Info ~ Devices ~ MQTT ~ Configuration ~ Node-RED Logout

per—— Product Key:Device Product
Q Q roduct Key QRJQ Key

e Device Time Mon Apr 26 13:48:27 UTC 2021 .

‘ . MQTT Network  IP: Devices TimeData and time
| e from CPXOT.

R m— e AT MQTT NetworkMQTT network

MQTT Statistics Published: 18494

e oo configuration.
Reconnects: 1 MQTT NetworkBasic MQTT sta-
Last Connected: 2021-04-26T09:25:54Z t| Stl CS.
i Cloud pevice Network [P 15z 16801 Device Network:Device network
of tjz Netmask: 255.256.255.0 . .
N\ / D configuration.

Operation Mode Read/Write

2=Read only
3=Read/Write

-Read/ Write®

Boardings: Count of boarded
devices

0=0ff . .
=onboarding @ T —" Operation Mode:Should be on
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CPXIOT

2.4 Manage Devices

In order to stablish the connection between CPX_IOT and a slave detlag onscan
Devices must beconnected toCPX_IOT Device port

o=t

1«0nboarding
2=Read only
3=Read /Write

CPX-IOT & Info~ Devices~ MQTT -~  Configuraton ~  Node-RED  Logout FESTO

Manage Devices

Manage Device Types

A Scanautomatically.

Scan Devices

A Write the devce IP address.

Scan Devices o e
Y 192.168.0.55
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CPXIOT

CPXIOT supports all thedevicesshown below. As soon as the device is connected to @BX the data is auto-

matically received on NodRED. As

ment i

oned

i @o rt rheec tsiewRED igodptiodbtCilre= r v i e w

data is trarsmitted via MQTT. If NOd®ED is installed the default MQTT setup is transferring the data to Node

CPX-IOT & Info~ Devices~ MQTT~  Configuration ~  Node-RED ogoul FESTO
Manage Devices
Manage Device Types
CPX-IOT & RE FESTO
Manage Device Types
Currently installed Device Types
Device types defined: 8
Name Info Versi
VTEM 304
CPX-AP_DEVICE_IOUNK_MASTER
I0LINK_DEVICE
Download Device Type File
Download currently installed Device Type File
Upload Device Type File
Browse....| No file selected

MQTT is an OASIS standard messaging protocol for the Internet of Things (lo$)ddsigned as an extremely
lightweight publish/subscribe messaging transport that is ideal for connecting remote devices

251 Configure localhost MQTT Broker

In order to read the datdrom the boarded devicesMQTT communication must be enabled otherwise the MQTT_IN
function will be connected buho transmisson is possible. How to make a Board of the devices will be explained
in the next chapters. It is only detailed on this chapter the principle of localhd&QTT Broker.

Local MQTT broker>mqtt://localhost:1883

Application Note® CPXIOTin EtherNet/IP network® 1.10
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CPXIOT

CPX-IOT &' nfo- Devices- MQTT-  Configurat RED L
. Broker Configuration
Broker Configuration Manage Certificales
Test Message
Broker 1 matt-/localhost:1883
Broker 2
Broker 3
Clientid Data
Lastwill [
Username
Password
Keep Alive (s)

How to open Nodered in order toread the data published.

CPX-10T = Info ~ Devices - MQTT ~ Configuration ~ Experimental ~ Node-RED ~ Support - Logout
Open Node-RED
Open Node-RED Dashboard

Manage Node-RED

Go to the Nodered palette and chooseMQTTin and drag&drop

v network
) L
mattin
matt out
Configure theMQTTin:
<« C @ QO G htips;//192.168.0.4/node-red/#flow/91d 651d 0% %
Q Flow 1 + || E
delay
Edit mqtt in node
trigger

Delete Cancel m
16Bit Array

4+ Properties

& BH=E
AQ
16Bit Split mgqtt @ Server Add new mqtt-broker. V| 4 e
32Bit Array \ = Topic # 9
32Bit Split
2 v
rbe
a parsed JSON object VI o
~ network auto-detect (string or buffer)
a Buffer
matt in a String
a parsed JSON object
matt out
http in

a Base64 encoded string

http response
http request
websocket in

websocket
out
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CPXIOT

Forreading the data coming, please connect a payload to the MQTT in.

v common

|' inject

)~
| complete .J;\
|’ catch -b

| status
| link in J;w
wb link out ‘
| |

comment

Finallyclick on deploy

After deployirg, please click on debug messages in order to check the data:
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