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Components/Software used

1 Components/Software used
Type/Name Version Software/Firmware Date of manufacture
CPX-AP-I-EP-M12 Rev1.3.1 Released May 26, 2021
CPX-AP-I-4DI4D0O-M12-5P Rev1.46.4
CPX-AP-|-8DI-M8-3P Rev1.46.4
VAEM-L1-5-24-AP Rev1.46.4
CPX-AP-I-410L-M12 Rev1.4.9
CPX-AP-I-4Al-U-I-RTD-M12 Rev0.5.9

CPX-AP-A-EP-M12

Rev1.5.6 + 1.5.41 for VTUX

CPX-AP-A-4I10L-M12 Rev1.5.12
VMPA-AP-EPL-E Rev1.1.5
VMPA-FB-EMG-P5 Rev1.1.5
VMPA1-FB-EMG-D2-8-S Rev1.1.5
VPPM-8TA-L-1-F-0L2H_C1 Rev1.1.5
VABX-A-P-EL-APA 1.113.2
Rockwell Studio 5K V30, V31,V32
Rockwell 1769-L30ERMS PLC V32

Google Chrome

Festo Automation Suite

CPX-AP plug-in 1.5.0.215

CPX-10T-0

HW:06 FW: 1.1...20221021

CPX-10T-0 boot loader

1.3.0...20221021

Node-RED for CPX-loT

FW1.1-8....20221021

Table1.1: 1

Components/Software used

Revision History Modified by Date

Rev 0 —initial document fpl May 2019
Parameter instance added Fpl July 2019
Password screens added fpl Sept. 2019

Rev 1 - Updates to export function and clean-up fpl Dec. 2019

Rev 2 — Add 10-Link operation with CIP I0L Object fpl Feb. 2020

Rev 3 — Add 10-Link SW tool, Stored Param., Large Forward Open, Nested UDT, fpl June 2021

Module Insert, Modbus, FAS, minor enhancements

Rev 4 — Add CPX-AP-A/MPA-S, |0-Link Service Param object, improve diag trace ar- | fpl Nov. 2023

ray, add FAS forcing, VTUX + counters, CPX-loT GW with AP, debug, cable diag

Application Note — CPX-AP-I/A with EtherNet/IP; Rockwell Systems and Others — 1.40 Page 5 of 79




Introduction

2 Introduction

The CPX-AP-I/A-EP is an EtherNet/IP adapter that connects Festo CPX-AP-I/A modules to EtherNet/IP. This note
will cover web server based features of the CPX-AP-I/A-EP system to assist in configuration of the EtherNet/IP
adapter with Rockwell and other systems.

Festo provides documentation in a user manual to configure and use the AP-I system. This application note is
intended to provide details and hints for additional features possible when using a ControLogix or CompactLogix
PLC from Rockwell over EtherNet/IP, or any other EtherNet/IP master system. Therefore, it is a prerequisite to
this note that the user must use the Festo documentation of the AP-I system modules for valves, 1/0, and Ether-
Net/IP. This is needed to become especially familiar with the following:

Use of the Rotary switches of the CPX-AP-I/A-EP module

Understanding of the LEDs of the system

Understanding of the power, communication, and network cables used for the system
Understanding power requirements, power distribution, and grounding of the system
Understanding the use of module parameters
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Terminal View for AP Modules

3 Terminal View for AP Modules

3.1.1 AP-| System Primary and Secondary Branches of CPX-AP-I
The AP-I system starts with a network adapter that has 2 branches for distributing /0.
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The CPX-AP-I/A-EP adapter is always slot 1 of the AP system. The left AP-I connector is the primary branch. All
modules connected to the primary branch consume the next available slot numbers, in order of connection. The
leftmost AP-I connector is the incoming branch (topmost for pneumatic), the rightmost is the outgoing branch.

Slot 3 Slot 2 Slot 1

VAEM-L1-S-24-AP

O k‘"/ O @ @ rm T
CPX-AP-I-4D14D0-M12-5P CPX-AP-1-EP-M12 || & () |

Example of primary branch, modules in slots 1, 2, and 3.
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Terminal View for AP Modules

Slot 3 Slot 2 Slot 1 Slot 4
¢ o Sl o)
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VAEM-L1-5-24-AP D & o o
o v y 4 - ~wa 7

@ B

CPX-AP-I-EP-M12
e . [

CPX-AP-1-8DI
-M8-3P

CPX-AP-1-4D14D0O-M12-5P

The right AP-I connector is the Secondary branch of the AP-I system. Modules connected to the Secondary
branch start consuming slot numbers after the last slot number of the Primary branch. The above example
shows the completed test system with all 4 slots consumed.

3.1.2 AP - Terminal and Parameters

The CPX-AP...EP webserver shows the connected configuration of the modules, slots 1 to 6 in this example. The
module description, code, FW version, serial numbers, and product key are displayed. The EP p/k is not dis-
played since this is the password for the web access. This is the 11 alpha/numeric code found on the adapter.

; e e m—— —— e
CPX-AP-1-EP-M12 Ta: -20°C...+50°C [E 0
8086610 Rev01 02-2020:13 IP65/67 z
MAC-1D 00-0E-F0-63-EF-70 2x24VDC ===2x4A SELV/PELV R-R-FTO-KC-2018-1091 ¥ 357PNB83KMQ
W el T e e g I =]
Sop oS8 27gf . 85, .8587 e N s = Festo AG & Co. KG
R23 L LA A T T LN AR z DE-73734 Esslingen
[ Terminal - AP-1-EP x  +
< C ¢ A Notsecure | 192.168.1.8/cgi-bin/ap-terminal#
AP-I-EP AP EtherNet/IP ~ Modbus TCP ~ Configuration « System ~ FESTD
_e
"o
LN J °e ¢ 0 o0 o0
Modules #
Slot Module Code FWVersion Serial Productkey Identify Diagnosis
1 CPX-AP-I-EP-M12 8323 1227 0x000000C& OK
2 CPX-AP-1-4D14DO-M12-5P 8197 14312 0x00000024 DIDOM12_036 OK
3 VAEM-L1-S-24-AP 8204 14312 OxFFFFFFFF IVTUG24_049 OK
4 CPX-AP-I-8DI-M8-3P 8199 14312 0x0001E240 3STPMMC3CRE OK
5 CPX-AP-I-4A-U-I-RTD-M12 8202 059 0x00000046 API4AI00070 OK
6 CPX-AP-I-41QL-M12 8201 149 0x00001800 3STPNOZXSQD 0K
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Terminal View for AP Modules

When selecting a module, a Sign-in access is required for the first time in a session. The credentials are:
User: admin
Password: the product key of the EP adapter found on label

AP-I-EP AP  EtherNetIP »  Configuration ¥ Sign in FESTO
hitp://192.168.1.5
Your connection to this site is not private

Terminal

Username admin

M Od U |eS Password | ssesssssens| ‘

Slot Module F'rceiuctkey

1 CPX-AP-I-EP-M12

Each module can be configured by clicking on it. For example, slot 1 is the EtherNet/IP adapter. One click on the
module opens the parameter selection list for the module.

Slot 1. The CPX-AP-I/A-EP module has configuration parameters for IP address maintenance and supply voltage
diagnostics.

NOTE: Each parameter has instance numbers for the CIP Parameter Object and AP ID instance. This facilitates
easy look-up for module parameters. Every module has this list. See Parameter Object section of App Note.

Modules /
Slot Module Code FWVersion Serial Productkey Identify Diagnosis
1 CPX-AP-I-EP-M12 8323 12.7 0x000000C8 AP_|_EP_200 OK

Parameter
Object
(0XOF) AP
Instance Id/Instance Parameter Startup Value
1 12000:0 DHCP enable (]
L
2 12001:0 IP address 192.168.1.8
3 12002:0 Subnet mask

255.255.255.0

4 12003:0 Gateway 192.168.1.1

5 12004:0 Active IP address 192.168.1.9

6 12005:0 Active subnet mask 255.255.255.0

7 12006:0 Active gateway address 192.168.1.1

8 12007:0 MAC address 00:0e:10:36:a1:c8

g 200220 Ssilpimonitoringlloadtsuppiyl(EURZVDE [ pves Load supply monitoring active, diagnosis suppressed in case of switch-off ~

Slot 2 example. The CPX-AP-1-4D14D0O-M12-5P has configuration parameters for debounce time, and fail safe
state for outputs (default off or hold last state).
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Terminal View for AP Modules

2 CPX-AP-I-4D14D0-M12-5P 8197 1.41.1 0x00000024 DIDOM12_036
Parameter
Object
(0xO0F) AP
Instance  ld/instance Parameter Startup Value
10 20014:0 Input Debounce Time yes Ims Y
1 200220 Setup monitoring load supply (PL) 24 VDC  yes Load supply monitoring active, diagnosis suppressed in case of switch-off v

Load supply monitoring inactive

12 20052:0 Behaviour in fail state yes Load supply monitoring active, diagnosis suppressed in case of switch-off
Load supply monitoring active L3

Some modules, such as the 4 channel analog input may have an extensive list of parameters. The 4Al module
has 52 parameters for configuring the 4 analog channels.

5 CPX-AP-I-4Al-U-I-RTD-M12 8202 059 0x00000046 API4AI00070

Parameter

Object

(0x0F) AP

Instance Id/instance Parameter Startup Value

16 20013:0 Behaviour after short circuit yes Switch on again v

17 20030:0 Enable monitoring of parameter errors yes

18 20031:0 Enable global diagnesis yes e

19 20038:0 Start calibration

20 20012:0 Enable diagnosis of sensor supply short circuit (Input 0)  yes e

21 20012:1 Enable diagnosis of sensor supply short circuit (Input 1) yes v

22 20012:2 Enable diagnosis of sensor supply short circuit (Input 2)  yes v

23 20012:3 Enable diagnosis of sensor supply short circuit (Input 3)  yes 4

24 20032:0 Temperature unit (Input 0) yes | Fahrenheit v
Celsius

25 20032:1 Temperature unit (Input 1) yes
Kelvin

26 20032:2 Temperature unit (Input 2) yes Celsius v

27 200323 Temperature unit (Input 3) yes Celsius v

28 20034:0 Enable diagnosis for sensor out of range (Input 0) yes e

3.1.3 AP - Terminal View CPX-AP-A

The CPX-AP...EP webserver shows a similar view if the system is a CPX-AP-A, with either AP-A modules or hybrid,
including AP-A and AP-I modules together. The connected configuration of the modules, slots 1 to 16 in this ex-
ample, are shown with the AP-A / MPA modules first, then the AP-I modules following, since they are connected
to the AP-I port of the AP-A master. The EP product key (p/k) is found on the top side of the CPX-AP-A-EP
adapter.
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CPX-AP-A Hybrid System with AP-A and AP-I modules

Terminal View for AP Modules

AP-A-EP AP~  EtherNetIP-  Modbus TCP -  Configuration - System ~ FESTO
Terminal

o .

"o
e 00 00 00

Modules #
Slot  Module Code FWversion Serial Productkey Identify Diagnosis
1 CPX-AP-A-EP-M12 12421 156 0x00058B843 oK

2 GPX-AP-A-16DI-D-M12-5P 12289 1.100.10 0%000623DA DXSQFVBGG34 oK

3 CPX-AP-A-12D4DO-M12-5P 12290 1.100.13 0x00063819 L3VISSWR1GM oK

4 CPX-AP-A-4IOL-M12 12300 1512 0x0006B08D BPVETWMJETC oK

5 VMPA-AP-EPL-E 12371 115 OxFFFFFFFF A_MPA_S_128 oK

6 VMPA-FB-EMG-P5 8298 115 0xDD7528AA SN_DD7528AA oK

7 VMPA1-FB-EMG-D2-8-5 8300 115 OxDD732497 SN_DD732497 oK

8 VMPA1-FB-EMG-D2-8 8290 115 OxDDTASBTE SN_DDTASBTE oK

9 VMPA1-FB-EMG-D2-8-S 8300 115 0xDD7324B3 SN_DD732483 oK

10 VMPAZ-FB-EMG-D2-4 8288 115 0xDDBO1767 SN_DDE01767 oK

1 VPPM-BTA-L-1-F-0L2H__C1 8309 115 OxDDTDF5B7 SN_DD7DF5B7 oK

12 VAEM-L1-S-12-AP 8203 1.100.13 0x00003D15 357PNBQ1MB5 oK

13 CPX-AP-1-4DI4DO-M12-5P 8197 1.100.10 0x0000046F 3S7PMSMDPWP oK

14 GPX-AP-1-8DI-M-3P 8199 1.100.10 0x00000593 3STPMT2CY4P oK

15 CPX-AP-1-4DI4DO-M8-3P 8196 1.100.10 0x00001517 3STPNOTBHWY oK

1 =) PLdln L1 Nkl 161 W‘Vﬂ: Q*DP’HRW al'd

3.1.4

AP Terminal - Tool View

As of FW version 1.2.7, the AP Terminal page has a Tool View which allows the user to change the page with a
different focus. The options are as follows:

Show

=

Information «

Process Data

Supply Voltages

Cable Information

Select the “wrench” icon to change the focus to display process data, supply voltage, or cable info.

The Information page is the default page. In addition to the module name, code, FW version, serial number,
product key, and diagnostic status, the is an identify slide. Select “Identify” to flash the MD led of the module to
locate it in a system.

Modules

Slot

1

2

3

Module

CPX-AP-I-EP-M12

CPX-AP--4DI4DO-M12-5P

VAEM-L1-5-24-AP

CPX-AP-|-8DI-M8-3P

CPX-AP-|-4Al-U-I-RTD-M12

CPX-AP-I-410L-M12

Code

8323

8197

8204

8199

8202

8201

FWVersion

1227

14312

14312

1.43.12

059

149

Serial

0x000000C8

0x00000024

OxFFFFFFFF

0x0001E240

0x00000046

0x00001800

Productkey

DIDOM12_036

IVTUG24_049

JISTPMMC3CRG

API4AI00070

3ISTPNOZXSQD

=
Identify | S"O%
Information +
Process Data
Supply Voltages
Cable Information
OK

OK
OK

OK

The Process Data focus shows the actual I/0 status, dynamically, with an update rate of about 1 second.
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Terminal View for AP Modules

Modules

Slot

1

2

3

Module

CPX-AP-I-EP-M12

CPX-AP-1-4DI4D0O-M12-5P

VAEM-L1-8-24-AP

CPX-AP--8DI-Mg-3P

CPX-AP-I-4Al-U-I-RTD-M12

CPX-AP-I-410L-M12

Code

8323

8197

8204

8199

8202

8201

FWVersion

1227

14312

14312

14312

059

149

Process Data In (hex)

0o

00

c5 1b ¢5 1b bd 1b bf 1b

0000 00 00 00 00 00 00
0400 00 00 00 00 00 00
005000 0000000000
0000 00 00 00 00 00 00
00 a0 a0 00

Process Data Out (hex) Identify

03

ff ff 00 00 40 00

0000 00 00 00 00 00 00
0624 01 04 00 00 03 00
0000 00 0000000000
0003 00 00 00 00 00 00

Ve
Diagnosis
OK
oK
OK
oK
OK

OK

The Supply Voltage focus shows the dynamic value of the various voltage supplies of each module.

Mod

Slot

1
2

3

ules
Module
CPX-AP-I-EP-M12
CPX-AP-1-4DI4DO-M12-5P
VAEM-L1-S-24-AP
CPX-AP-1-8DI-M8-3P
CPX-AP-I-4Al-U-I-RTD-M12

CPX-AP-1-410L-M12

Code

8323

8197

8204

8199

8202

8201

FWVersion

1227

14312

14312

14312

059

149

The Cable Information focus shows the cable lengths detected by the system.

Modules

Slot

1

2

3

Module

CPX-AP-I-EP-M12

CPX-AP-1-4D14DO-M12-5P

VAEM-L1-5-24-AP

CPX-AP-1-8DI-M8-3P

CPX-AP-I-4Al-U-I-RTD-M12

CPX-AP-I-410L-M12

Code

8323

8197

8204

8199

8202

8201

FWVersion

1227

14312

1.43.12

14312

059

149

U Sen/El. U Load Identify
24222V 24166 V
24288V 24V
24222V 23833V
2409V ov
24288V ov
23958V 24072V
Cable Length Identify
2m
2m
06m
1m
2m
19m

Ve
Diagnosis
oK
oK
oK
oK
oK

OK

Diagnosis
oK
OK
OK
OK
OK

OK

The information in the various focus views provide useful troubleshooting information during commissioning

and routine maintenance.

3.1.5

AP Configuration — Stored Parameters

The CPX-AP system for EtherNet/IP and Modbus can store parameters internally in FW 1.2.7 or later. This is es-
pecially useful for the following users:

Modbus TCP users where no standard parameter setting process from a controller exists.
EtherNet/IP users where there is no ability to store parameters in the controller and push into the CPX-
AP system via the Forward Open message. This may include some robot controllers, PC control, or

other controllers.

Go to section 8.1.3 for more information on Stored Parameters.

3.1.6

AP Configuration - Firmware
The CPX-AP EtherNet/IP module can load new FW simply by browsing a FFWU file on a PC.

Page 12 of 79
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Terminal View for AP Modules

192.168.1.5/cgi-bin/auth/ap-firmware

AP-I-EP AP EtherNet/IP Configuration - System « FESTU
. Usemname/Password
Firmware snwp
Firmware

3.1.7 AP Configuration — Username/Password
The username / password can be changed. Follow user manual to reset to default values if forgotten.

AP-I-EP AP EtherNetIP ~  Configuration ~  System FESTO
Username/Password
Username | admin|

Username to login in webserver

Password

Password

Password (Verify)

Verify Password

Application Note — CPX-AP-I/A with EtherNet/IP; Rockwell Systems and Others — 1.40 Page 13 of 79



EtherNet/IP View for Commissioning

4 EtherNet/IP View for Commissioning

4.1.1 EtherNet/IP - Assembly Instances view for Exact and Fixed Size Instances

The CPX-AP-I/A-EP has numerous Assembly Instances for configuration. The reason is to get the best commis-
sioning experience based on the controller type of the user, and the types of modules connected to the Ether-
Net/IP adapter.

Instance Description Format Instance Description Format
100 Exact Input data size SINT 131 Global Status & Diag + Exact Input data size SINT
101 Exact Output data size SINT 132 Global Status & Diag + Exact Input data size INT
102 Exact Input data size INT 133 Global Status & Diag + Exact Input data size DINT
103 Exact Output data size INT 134 Global Status & Diag + Fixed Input data size (16 bytes) SINT
104 Exact Input data size DINT 135 Global Status & Diag + Fixed Input data size (32 bytes) SINT
105 Exact Qutput data size DINT 136 Global Status & Diag + Fixed Input data size (64 bytes) SINT
110 Fixed Input data size (16 bytes) SINT 137 Global Status & Diag + Fixed Input data size (64 bytes) DINT
111 Fixed Output data size (16 bytes) SINT 138 Global Status & Diag + Fixed Input data size (128 bytes) DINT
112 Fixed Input data size (32 bytes) SINT 139 Global Status & Diag + Fixed Input data size (512 bytes) DINT
113 Fixed Output data size (32 bytes) SINT 140 Configuration assembly STRUCT
114 Fixed Input data size (64 bytes) SINT 254 Heartbeat
115 Fixed Output data size (64 bytes) SINT 255 Listen-Only
120 Fixed Input data size (64 bytes) DINT Variable Assembly Lengths:

121 Fixed Output data size (64 bytes) DINT « Take up only the I/O necessary fora specific configuration
122 Fixed Input data size (128 bytes) DINT « With or without diagnostics in the input table (Instance » 130 inc diag)
123 Fixed Oufput data size (128 bytes) DINT + Use Format most suited for majority of module types
124 Fixed Input data size (512 bytes) DINT Fixed Assembly Lengths:
125 Fixed Output data size (512 bytes) DINT « Allocate size, add devices without reconfig PLC
) « With or without diagnostics in the input table (Instance > 130 inc diag)
129 Status & Diag - Global +Module STRUCT « Use Format most suited for majority of module types
130 Status & Diag - Global Only STRUCT

« Easierto use thanif included ininput table. Separate “S” tag structure

Exact size instances (100-105/ 131 -133):

e Use this to optimize the memory consumption of your controller. The Assembly view page shows the
I/0 size of the different datatypes of the I/0 Produce and Consume values. These values can be placed
directly in your commissioning software.

e Select the datatype that best matches the modules in your AP-I/A system. For example, mostly digital
modules may best fit the SINT datatype. Mostly analog modules will fit the INT datatype. More data
intensive modules like 10-Link may be best supported by the DINT datatype. DINT may also have other
benefits when manipulating data within a Rockwell controller.

o Data will always be padded in a datatype so a new module will start at the beginning of the
next datatype in an array.

Fixed Size instances (110-125/ 134 -139):

e Use this to pre-allocate memory space in your controller so additional modules can be added at any
time. Select the appropriate fixed size for your application. You must at least exceed the I/0 size being
produced or consumed. The physical configuration cannot exceed the instance chosen.

e Theinput and output sizes do not have to be equal.

Instances exist to include diagnostics too. See description above for diagnostics
Choose the appropriate datatype instance to match the modules chosen. In this case SINT and DINT are
available.

Configuration Instance (140):
e Always use 140. This will be populated if L5X export is used and the configuration assembly is enabled.

Status and Diagnostic Instances (129 — 130):

e Usethese to include status and diagnostic information from the AP-I/A system.
o Instances 129 and 130 are separate instances that can be used specifically for Status Input of a
generic ethernet set-up
= Instance 129 includes both global and module status and diagnostics
= Instance 130 includes global status and diagnostics only
o Exact and Fixed instances with Status and Diagnostics place the Global only information at the
top of the input table.
o Use 254 for Status Output
e The Status and Diagnostic instances for both global and module data is structured as follows:
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Byte offset

o o &~ O

o

Len

4
2
2
4

The diagnostic field will be structured as follows

Description

Global diagnosis state
Count of currently active diagnosis
Module which has latest diagnosis

Latest diagnosis code

Array of Module Diagnosis with module number (=n) as index

12+n*12
13+n*12
14+n*12
15+n*12
16 +n*12

20+n*12

1

1

Module no

Submodule

Channel

Module present state
Module diagnosis state

Diagnosis Code

EtherNet/IP View for Commissioning

: Size is 12 bytes + mod count * 12 bytes

e The Status and Diagnostic information for Global only are 12 bytes, offset 0-8 in the above table.

The Assembly View page shows useful information for commissioning the AP-| system. This includes:

AP-LEP AP

The I/0 size of the system

The bit padding of the individual modules
Bit length and datatype of the channels
Module / channel description

EtherNet/IP ~ Configuration ~ System ~

Assembly View

FESTO

104 - Input Exact DINT (4 DINT/16 Bytes) v
Search:

Offset (bit) Bit length Module Channel Datatype Name
0 1 2 1] BOOL Module 2 - CPX-AP-1-4D14DO-M12-5P - Input 0
1 1 2 1 BOOL Module 2 - CEX-AP-1-4D14DO-MM12-5F - Input 1
2 1 2 2 BOOL IModule 2 - CPX-AP-1-4D14DO-M12-5P - Input 2
3 L\\’ 1 2 3 BOOL Module 2 - CPX-AP-1-4D14DO-M12-5P - Input 3
32 1 4 0 BOOL Module 4 - CPX-AP-1-6D1-M8-3P - Input 0
33 1 4 1 BOOL Module 4 - CPX-AP-1-8D1-M8-3P - Input 1
34 1 4 2 BOOL Module 4 - CPX-AP-1-8DI-M8-3P - Input 2
35 1 4 3 BOOL IModule 4 - CPX-AP-1-6D1-MB8-3P - Input 3
36 1 4 4 BOOL Module 4 - CEX-AP-1-8DI1-M8-3P - Input 4
a7 1 4 ] BOOL IModule 4 - CPX-AP-1-6D1-M8-3P - Input &
38 1 4 6 BOOL Module 4 - CPX-AP-1-8D1-M8-3P - Input 6
39 1 4 7 BOOL Module 4 - CPX-AP-I-8D1-M8-3P - Input 7
64 16 & 1] INT IModule 5 - CPX-AP--4Al-U-I-RTD-M12 - Input 0
80 16 5 1 INT IModule 5 - CEX-AP-I-4AI-U-I-RTD-MA2 - Input 1
96 16 ) 2 INT IModule 5 - CPX-AP--4Al-U-I-RTD-M12 - Input 2
112 16 5 3 INT Module 5 - CPX-AP--4Al-U-I-RTD-M12 - Input 3

Application Note — CPX-AP-1/A with EtherNet/IP; Rockwell Systems and Others — 1.40
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EtherNet/IP View for Commissioning

4.1.2 EtherNet/IP - EDS File

Select EDS file to download the EDS file to your PC. Install this in your communication commissioning software,
ie: EDS Hardware Installation Tool, so the device identity is recognized. This device provides a static EDS file.

4.1.3 EtherNet/IP - Rockwell L5X Project Export, Configuration, Status Assembly

The CPX-AP-I/A has a Web Server export function to create an L5X project based on the current configuration
and parameter settings. This function has multiple benefits for the user with Rockwell Automation Studio 5000:
e A Generic Ethernet Module template can be generated with the exact /0 size, configuration size, con-
figuration values, and assembly instances for the AP system. No user mistakes.
e Optional Status and Diagnostic instance and size is generated automatically.

e Configuration data gets stored in the user project, and is downloaded upon connection with EIP. This
facilitates disaster recovery situations.

e User Defined Datatypes (UDTs) are generated with meaningful Tag Names, data types, and descrip-
tions. Clear and simple programming, no need for datatype conversions.

e Programming instructions to transfer data from UDT to generic module tag name, and support Large
Forward Open if needed. No need for extra programming.

Simply enter a name for the project to be created, and select the desired check boxes:

AP-I-EP AP EtherNet/IP - Modbus TCP ~ Configuration ~ System =

Rockwell L5X Project

Name @ ap_|_App_Note

IO Assembly @ Using Exact I/0 length and Nested DINT datatype  ~ . . .
Hint: Use the info button for detailed

information and examples when ex-

{0 Assembly mode

Configuration Assembly @ Complete system - pOTtII’lg to L5X.
Status Assembly @ Global Diagnosis & Module Diagnosis v
Webserver enable

write access

SNMP [ enable

Name:

e Enter name. Only approved characters and length will be allowed
[/O Assembly:

e Defaultis “Exact /0 Length and Nested DINT Datatype”. This is typical for users who want the control-
ler to expect an exact I/0 size of the device, and create a fault if the size changes. Thisis also very use-
ful for inserting a device into the AP-I chain between other devices. See section 4.3.

e Using “Exact I/0 Length and best fitting datatype (memory optimized)” is for the user who wants the
controller to expect an exact size, fault if size differs, and maintain memory optimization.

e “Fixed Assembly Length” is for users who want to allocate a fixed size, and thus can add modules with-
out reconfiguration of the controller.

Configuration Assembly:

e Default Complete System Enable. This will generate an Assembly Instance size (number of array bytes)
and populate the array with data matching the parameters set in the web browser. If the size exceeds
400 bytes, then code will be generated for the LFO mechanism. This can handle up to 3994 bytes.
Festo Automation Suite will be updated to do the same.

e The user can configure only specific modules. Ladder code will be generated to only write to those
modules configured. This may be useful to reduce the amount of parameter bytes being sent. This is
useful in Fixed I/0 assemblies since targeted modules are configured. Additional modules do not influ-
ence the configuration assembly.

e The user can choose to disable this function.
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EtherNet/IP View for Commissioning

Status Assembly:

e Default is Global and Module Status. A Generic Ethernet Module with Status Inputs will be generated.
There will be 12 bytes global plus 12 bytes per module allocated for Status and Diagnostics. This in-
cludes the EtherNet/IP adapter as a module.

e User selects Global Only status. A Generic Ethernet module with Status Inputs will be generated. There
will be 12 bytes of data allocated for Status and Diagnostic.

e Userselects no Status. A Generic Ethernet Module will be generated without Status inputs.

e Referto section 4.1.1 under Status and Diagnostic Instances for the structure of the information.

Webserver:

e Default enable. The user can change this parameter so the webserver is disabled, if they wish to have
no webserver access.
e  Write Access, default enabled. The user can disable write access. This is useful if the user wishes to
prevent someone from changing the parameters of the system, but still wants viewing access.
o Ifthese are disabled when using the exported L5X project, each time the controller connects to
the system, the webserver will not be enabled or have no write access while the machine is
running. All of the exported parameter settings will be used.

SNMP (simple network management protocol):
e Defaultis disabled. SNMP is useful for troubleshooting purposes of ethernet networks. MIB (manage-
ment information base) browsers use SNMP for providing access to diagnostic network info.

e SNMP can also be an avenue for security risk. Ethernet parameters can be changed with this protocol.
Therefore the user can disable this via the web browser.

MName -z | Value € | Force Mask € | Style Data Type Description
—|-ap_i_ep_paramtest.C [[Rp— [ AB.ETHERNE...
—|-ap_i_ep_paramtest:C.Data [anal {ueea]|Hex SINT[400]
+-ap_i_ep_paramtest:C.Data[l] lag0l Hex SINT Configuration Assembly Version
+-ap_i_ep_paramtest:C Data[1] 164804 Hex SINT Module Count
+-ap_i_ep_paramtest.C.Data[Z] lag02 Hex SINT System Parameter Length HB
+-ap_i_ep_paramtest:C Data[3] 16#00 Hex SINT System Parameter Length LB
+-ap_i_ep_paramtest:C.Data[4] lag0l Hex SINT System Parameter Version
—-ap i ep paramtest:C Data[5] 16#05 Hex SINT
ap_i_ep_paramtest:C.Data[5].0 1 Decimal BOOL Webserver enable
ap_i_ep_paramtest:C Data[5].1 0 Decimal BOOL Webserver wiite access allowed
ap_i_ep_paramtest:C.Data[5].2 1 Decimal BOOL SNMP enable
piep—p et Breeirere B
ap_i_ep_paramtest:C.Data[5].4 1] Decimal BOOL
ap_i_ep_paramtest:C Data[5].5 0 Decimal BOOL
ap_i_ep_paramtest:C.Data[5].6 1] Decimal BOOL
ap_i_ep_paramtest:C Data[5].7 0 Decimal BOOL

To reverse these, the user can edit the project Config tag name in Studio 5000 Logix specific to the web server
access, webserver enable, or SNMP enable. One, 1, is enable; 0 is disable.

4.1.4 EtherNet/IP - Large Forward Open Message (LFO)

The CPX-AP system can have a parameter size in excess of 400 bytes, which is the limit for the standard Forward
Open message of EtherNet/IP. The Forward Open message (LFO) is the mechanism where parameter values are
pushed to the controller from the device upon start-up.

If the configuration size is larger than 400 bytes, the CPX-AP system uses a programmed method supporting the
LFO mechanism. The ladder code for this is automatically generated when doing the L5X export. The LFO max
size is 3994 bytes.

More information can be found in section 4.2.3.
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EtherNet/IP View for Commissioning

4.2 EtherNet/IP - Rockwell L5X Project Export Procedure

The procedure to export the L5X file for a CPX-AP-I/A-EP system has several simple steps. There are several
steps required from the webserver, and within Studio 5000.

4.2.1 Webserver Procedure

e Enter a suitable name for Studio Logix. No spaces, dashes, etc. to be used. Characters and under-
scores are acceptable

e Enable / Disable / Choose the selections as desired

e Submit. If the name is acceptable, Download will appear.

e Download. The file will be in the download folder of your PC.

[ Rockwell LSX Project - Al X
< C 1} | ® Notsecure | 192.168.1.1/cgi-bin/ap-eip-I5x-export?exportname=ap_i_ep&use_config=ondiuse_status=2&webserver_active=on8webserver_write_access=on&snmp_enable=on
AP-EP AP - EfhemetlP - System - FESTO
Rockwell L5X Project
Name ap_i_App_Note

Name for the module in the project
Configuration Assembly @ enable
Status Assembly Global Diagnosis & Module Diagnosis

Webserver ¥ enable

¥ write access

SNMP ¥ enable

L] cpxapapiepmmisx  ~

4.2.2 Studio 5000 Procedure

1. Open acomponent of Logix Designer.
2. Goto File ->» Open. Save Imported Project As...

The name will be “cpx_ap_(user name entered)”

3. Select the revision you are working in, and press Import.
4. You have now created a project with the Generic Ethernet Module configuration, UDT, and Logic. Refer
to image Step 2.2.4 below. You now need to transfer this content to a working project to complete the

import.
Step 4.2.2.2
& Open Project
« « 4 & > ThisPC > Downloads vie
Organize »  Newfolder
# Quick access - e
] Documents S4KB
& Downloads KB
&= Pictures ke
Step 4.2.2.3
This PC
‘ < 3
- Fie name: o op_AF1_iop Notc ACO) v [Cmpet ]
MNetwork
Files of type: Logix Designer Project Files {*.ACD) ~ Cancel
Help
Revision
From: 30.1

To 30 w1
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Step 4.2.2.4

@ Logix Designer - b in cpx_ap_APLApp_Note ACD [1769

File Edit View Search Logic Communications Teols Window Help

EtherNet/IP View for Commissioning

aEE S ¥ 2 = oo | FBvalvelCin X bySetappoptior | JB 8B Gy =, MR @ Q H Path: | <none>

v‘ = H |5.-.=:.-.=::;anpuage..

v|9|

Offline fl. 7 RUN

No Forces ». ’Cgr"‘ <
No Edits ar, /OE'% L

Lq}ﬂ

4

H ol sl Ak {r 0 4 »
T\ Favorites £ Ada-on

T BT A TmenCounter

Centroller Organizer

- B X

=65 Controller b
| Controller Tags
[ Controller Fault Handler
{31 Power-Up Handler
5 Tasks
-8 MainTask
=28 MainProgram

abeg peag

E MainRoutine
[ Unscheduled

&3 Motion Groups

[ Ungrouped Axes
- Add-On Instructions

Parameters and Local Tags

B MainProgram - MainRoutine

===

b
abed b v

APLApp_tiote Inputs

Synchronous Copy File
Source  API_App_MNote:l
Dest APLApp_Note_inputs
Length 1

Synchronous Copy File
Source APLApp_Note_outputs
Dest APLAppP_Note:0
Length 7

=€ Data Types
-4 User-Defined
dt_API_App_Note_inputs
dt_API_App_Note_outputs (End)
-3 strings
L Add-On-Defined
- Predefined
L% Module-Defined
-3 Trends
Tk, Logical Model
-3 1/0 Configuration
-6 1769 Bus
----- {f1011769-L30ER b
[-@x Ethernet
..... {0 1769-L30ER b
f] ETHERNET-MODULE API_App_Note

| €

4.2.3 Transfer to the User Project

1. Rightclick on the Generic Ethernet Module in the created project and copy. Paste this into the user
project by Right Click on Ethernet and select paste. Be sure the IP address does not conflict with an ex-
isting IP address.

Step 4.2.3.1

Copy from Generated project:

| E B & & M 00 0| FEVENeIL KoySeARRURIOr v | N gy [T

Paste to User Project:

Offline 0. T RUN [ ]
No Forces » | E ok 4} |
No Ects | g o Samae CH
i) T\ Favorites £ Ad
> Controller Organizer L | T
& || =& Controller b e |
T Controller Tags [
& [ Controller Fault Handler
[ Power-Up Handler
5 Tasks o
58 MainTask
£1-£8 MainProgram
Parameters and Local Tags
B MainRoutine
-1 Unscheduled —
] Motion Groups 1
-1 Ungrouped Axes
(1 Add-On Instructions
5] Data Types
L, User-Defined
L3 Strings
L Add-On-Defined (End)
Ly Predefined
L8 Module-Defined
(3 Trends
¥, Logical Model
£-£3 /0 Configuration
-8 1769 Bus
.. [ [0] 1769-L30ER b ;
(2% Ethernet [ER=11{] Configuration
i [[11769-L30ER b Bm 1769 Bus
B New Module.. [ [0] 1769-L30ER b
Discover Modules... :
Main &ds 8l MNew Module...
& Cut Ctrl+X — @ 176)
Copy N e ﬂ ETH Import Module...
B Paste bs CtrlsV Discover Modules...
Delete Del
[ Paste Ctrl+V N
Cross Reference Ctrl+E
Export Module... Properties Alt+Enter
Include in Tracking Group .
§ Print 3
Properties Alt+Enter
Print >
|
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2. Select all rungs of the created project, right click, and select “Export Rungs”.
Step 4.2.3.2

Example a. Simple Exact Config with memory optimization, without Status. 2 rungs

& Logix Designer - b in cpx_ap_AP|_App_Note. ACD [1769-L30ER 30.11]
File Edit View Search Logic Communications Tools Window Help

TYLEX ERG B VB Q& [ 8 e 1@
i —
Offline 0. FRUN "
o Forces D=l
No Edis Do OH I 1 O 0 B »
i] < >\ Favorites { AddOn { Alrms & Bt £ TmerCounter A |
Controller Organizer ~ X

B MainProgram - MainRoutine

==

-3 Controller b

oot B v s

[ Controller Fauft Handler

|3 Power-Up Handler APLApp_tole Inputs 2
-5 Tasks 0 Synchronous Copy File -
=458 MainTask Source  APL_App_Note:l
| 568 MainProgram Dest APLApp_Note_inputs
Parameters and Local Tags Length !
: [ MainRoutine
| [ Unscheduled
5] Motion Groups Copy File 1
©..£23 Ungrouped Axes ;nu:ce APLAE:)FTINEEJ':J(?M;
-1 esl _App_Note:
& ';dtd $” Instructions & CutRung Ctrl+X Length 7
ata Types
g User Defined Lepy Rung Cerl-C
Cﬂ Strings Paste Ctrl+V
-On-Defi -
%’:d‘lg" 2“'”5‘1 e Delete Rung Del
redefine
(5, Module-Defined Add Rung iR
23 Trends Edjt Rung Enter
M, Logical Model Edit Rung Comment Ctrl+D
&-£31/0 Configuration Import Rungs..
£ 1769 Bus ey
{0[0] 1769-L30ER b
£ & Ethemet Start Pending Rung Edits  Ctrl+Shift=5
{f01769-L30ER b Accept Pending Rung Edits
] ETHERNET-MODULE API_App_Note Cancel Pending Rung Edits
d ssemble Rung Edit b4
I} concelRung kit < >
Errors Yerify Rung
GoTo.. Ctrl+G
Add Ladder Element... Alt+lns

Example b. Exact Configuration with LFO due to excess of 400 bytes config size. 6 rungs

sfs FLL FLL FLL:
0 —F Fill File — FillFile ——— Fill File —
Source 0 Source 65535 Source 0
Dest ap_i_ep_LFO_current_fault_code Dest ap_i_ep_LFO_last_fault_code Dest ap_i_ep_LFO:0
Length 4 Length 4 Length 44
NE M EQU ap_i_ep_LFO_reconfigure
1 — Get System Value — NotEqual — Move — Equal L
Class Name Module Source A ap_i_ep_LFO_current_fault_code Source ap_i_ep_LFO_current fault_code Source A ap_i_ep_LFO_current_fault_code
Instance Name ap_i_ep_LFO 0 0 0
Attrioute Name FaultCode Source B ap_i_ep_LFO_last_fault_code Dest ap_i_ep_LFO_last_fault_code Source B 0
Dest ap_i_ep_LFO_current_fault_code 1000 € 1000 ¢
0¢
ap_i_ep_LFO_reconfigure 1 ap_i_ep_LFO_reconfigure
2 1 E Message HEN
S Message Control ap_i_ep_LFO_conf_msg [.] -{DNI—
HER—
ap_i_ep_LFO Inputs
3 Capy File —
Source ap_i_ep_LFO1
Dest ap_i_ep_LFO_inpuls
Length 1
———CPs——————
4 Copy File —
Source  ap_i_ep_LFO'S
Dest ap_i_ep LFO_status
Length 1
Configuration
Assembly Data Write
In Progress
ap_i_ep_LFO_con_msg.DN  ap_i_ep_LFO_status.global_status.0 P
5 TE 37k CopyFile |
Source ap_i_ep_LFO_outpuls
Dest ap_i_ep_LFO:0
Length 44
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Example c. Fixed Configuration with LFO due to individual module selection. 3 rungs

The set-up includes selecting a datatype, 1/0 size, and then selecting specific modules to configure. In this case
SINT, 64 bytes per, and module 2 + 5 are selected.

AP-I-ER AP EtherNetIP -~  Modbus TCP ~

Rockwell L5X Project

Name ©

/0 Assembly @

Configuration Assembly @

Status Assembly @

Webserver

SNMP

Configuration ~

System ~

ap_i_App_Note

Fixed assembly length
1/0 Assembly mode
SINT
Datatype for fixed assembly
64 Bytes
Input Assembly Size
64 Bytes

Output Assembly Size

Module specific

Module 1 - CPX-AP-I-EP-M12

Module 2 - CPX-AP-1-4DI4DO-M12-5P
Module 3 - VAEM-L1-S-24-AP

Module 4 - CPX-AP-I-8DI-M8-3P

Global Diagnosis

enable

write access

[] enable

Note missing CPS instructions since it is not used for Fixed I/0 size. The data can be mapped to any module, no
UDT’s. An SINT array exists for 1/0. There is a separate message instruction for each module config.

sfs FLL FLL FLL ~
Source Source 65535 Source 0
Dest Test_9_current_fault_code Dest Test_9_last_fault_code Dest Test_9:0
Length 4 Length 4 Length 64
Gsv NEQ MOV EQU Test_9_reconfigure
Class Name Module Source A Test_9_current_fault_code Source Test_9_current_fault_code Source A Test_9_current_fault_code L
Instance Name Test 9 L Oe 0e
Attribute Name FaultCode Source B Test_9_last_fault_code Dest Test_9_last_fault_code Source B 0
Dest Test_9_current_fault_code 1000+ 1000«
0w %
Test_9_reconfigure MSG MSG
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Message Control Test 9_conf_ msg_module 2

Message Control Test 9 conf_msg_module 5 |...

MSG Test_9_reconfigure
Message Control Test_9_system_parameter_msg |- u
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3. This will create a file name “RungsOto/N_from_MainRoutine_(user name entered).L5X”. Select Export.

Step 4.2.3.3

@ Export Rungs *
Savein: | Projects - | (€] 5 Al i
% MName Date modified T
) || Rungsltol1_from_MainRoutine.L5X 4/11/2019 251 PM L
Quickaccess Py oy § ep paramtest.L5X 3/29/20196:26 AM L
- Rungl_from_MainRoutine,L3X 3/29/2019 &:24 AM L
[ ap_i_ep_paramtest.L5X 3/22/2019 %50 AM L
Desktop Rungl_from_MainRoutine.L5X 3/22/2019 48 AM L
. VTEM_AOIs_Example.L5X 6/7/2018 11: 41 AM L
m CPX_FB36_Quickconnect.L5X 5/21/2014 422PM L
Libraries Master_MNetwork. L3 10/4/2011 8:18 PM L
[a Samples /82019 10:42 AM F
This PC
‘ £ >
L! File name: e | | Export |
MNetwork
Save as type: Logix Designer XML File (*.L5X) Cancel
File: description: Help

Encode Protected Content

4. Import the file from the previous step into the user project. Right click on any rung, preferably in the
Main Routine, and select Import Rungs. A pop-up will confirm the import of the rungs, plus datatypes
and other components. Select OK.

Step 4.2.3.4

& Logix Designer - b in cpx_ap_ap._i_ep_paramtest. ACD [1769-L30ER 30,111

File Edit View Search Logic Cemmunications Teols Window Help

peE 8 o Ana Bk BB QR e [we e 18
Offline 3. FRUN [ ]
No Forces v, ; o™ 4}
ergy Storage « H »
Mo Edts 2 mo F
i < >\ Favorites { Add-0n £ Alrms £ BF A TmerCountsr £ 1
Controller Organizer - 1 % e P
MsinProgram - MainRoutine® = e =
£ |[= & Controllerb
h] i..[B) Controller Tags shed B v b
= L[ Controller Fault Handler
{71 Power-Up Handler ~
&l Tasks Cut Rung CirleX
=48 MainTask
| 558 MainProgram Copy Rung SHe
! Parameters and Local Tags Paste Ctrl+V
En MainRoutine
: Delete Ry Del
.3 Unscheduled seEERng ©
£ Motion Groups Add Rung Ctri-R
i Ungrouped Axes Edjt Rung Enter
(3 Add-On Instructions Edit Rung Comment Ctrl+D
51 Data Types Import Rungs... !
%Sﬁ,if‘m e
. Gy Add-On-Defined Start Pending Rung Edits ~ Ctrl+Shift+S
L Predefined Accept Pending Rung Edits
Tq“;'m”a'w‘”ad Cancel Pending Rung Edits
-2 Trends
-, Logical Model Assemble Rung Edit
B 55 Canfiguration Cancel Rung Edit
&8 1769 Bus
. @00 1763-L30ER b Verify Rung
=35 Ethernet
[ 1769-L30ER b Sl FH=E
# ETHERNET-MODULE ap_i_ep_paramtest T —— e
§ ETHERNET-MODULE APLApp_Note
v

et

Errors

NOTE: DO NOT COPY AND PASTE UDTs. IT MAY APPEAR TO WORK, BUT HIDDEN MEMBERS OF THE DATA-
STRUCTURE WILL NOT TRANSFER OVER, AND THE WRONG SIZE UDT WILL BE INSTALLED.

Page 22 of 79

Application Note — CPX-AP-1/A with EtherNet/IP; Rockwell Systems and Others — 1.40




EtherNet/IP View for Commissioning

# " Import Configuration - Rungslto1_from_MainReutine_AppMNote.L5X *
£ 5 Fnd | v| B8 [Fnirepace...
Find Within: Final Mame
Import Content:
B Programs Configure Rung Properties
.42 MainProgram
I ted R = 2
s MainRoutine (Rungs) L HIEE
: a References Operation: Create ~ | after last Rung
v
"{—_' Tags i) References will be imported as
or] Data Types configured in the References folders
+| Other Components
@ Errors/Warnings Routine Properties
Name: MainRouting
Description:
Type: Ladder Diagram
I Program: C& MainProgram
Preserve existing tag values in offline project L\\, Cancel Help
Ready

5. The L5X imported into the user project provides Tag names with custom datatypes (UDTs), and the logic
to copy this data to the raw 1/0 instances of the Generic Ethernet Module set-up. Move the logic as nec-
essary to suit your needs.

Step 4.2.3.5

@ Logie Desgner - b incp.sp.sp_iep_poramtest ACD [1765-L30ER I0.11T
Fie it View Seach Logic Communcations Tooks Window Help

BEEH & § BB 0 o [ oSesertoer | S8 G B FE S R Q| pan [ ] | [ 5ot imnnsnce - @
—

a';f';w%w i« H AF 4 Or A A 1y
a < > |\ Favornes TR F e T A T

Controller Drganizer * # X |I'R MainProgrom - MainRoutine ==

=- 1 Controller b —
GO | v

[ Controller Tags %
3 Controller Fault Handler NN
L0 pan 3
L33 Power-Up Handler e
5B Tasks
8 MainTask [ Synchroneus Copy Fike
528 MainProgram Scurce  ap_L_ep_peramiest]
) Parameters and Local Tags e
EnhMamBeutine
13 Unscheduled
55 Mation Groups
1 Ungrouped Axes 1 St T
& A uurce ap_I_ep_paramtesl_ouipots
1 Add-On Instructions fo Yy
Lengtn 7

& 5 User-Defined
Q dUAPLApp_Note_inputs
) ot API_&pp_Note_sutputs

APL_Ape_Nols puts

TR T
Pt Fe gt

i Add-On-Defined
& Cif Predefined
- C Module-Defined
51 Trends
T, Logieal Model
E51/0 Configuration
S 81768 Bus
(0] 1763-L306R b
s Ethernet
B 1765-L306R b r

1§ ETHERNET-MODULE 4P|_app_Note

1_ep_paramcest!

+RET_Bpp_Hote!

"MalnRoltine' of program 'MalnProgram'
nections

(2), 0 warning(s)

Humber of fungs |4
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4.2.4

Transferred Elements Description

The elements generated and transferred by the L5X includes:
1. Asetofl/0 tag names of the following:

“User name entered”_Inputs
“User name entered”_Outputs

. “User name entered”_Status (if selected)

The datatypes of these names are a user defined datatype (UDT) which has a custom

structure suited for the module types installed on the AP-I system.

iv.
1.
2.
3.
V.

Solenoids and digital I/O will be Boolean
Analog will be Integer

Specialty I/0 can be SINT, DINT or other based on necessity

The elements will automatically be annotated in the Description Field to facilitate eas-
ier programming by the user.

Image 4.2.4.1, example of input and output tags with optimized, exact, custom UDT descriptions

Name =5| & | Value € | Force Mask € | Style Data Type Description

+-AP|_App_Note C foood {.nn1 AB:ETHERNE...

+-AP|_App_Note:| focal [ AB:ETHERNE...

+-AP|_App_Note:O foood {.nn1 AB:ETHERNE...

—-AP|_App_Note_inputs Fooal [ dt_API_App_N... |API_App_Note Inputs
AP|_App_Mote_inputs mod2_ch0 1] Decimal BOOL _App_Note Inputs CPX-AP--4D14D0-M12-5P - Channel 0
API_App_Note_inputs mod2_ch1 a Decimal BOOL App_Note Inputs CPX-AP-1-4DI4D0-M12-5P - Channel 1
API_Mp_I‘fQ{e_\npmsmodZ_mZ 1] Decimal BOOL p_Note Inputs CP DI4D0-M12-5P - Channel 2
API_.%p_N‘&)e_\npmsmod?_w3 a Decimal BOOL p_Note Inputs CP: DI4D0O-M12-5P - Channel 3
API_App_Mote_inputs mod4_ch0 1] Decimal BOOL App_Note Inputs CPX-AP-1-8DI-M8-3F - Channel 0
API_App_Note_inputs mod4_ch1 a Decimal BOOL p_Note Inputs CP: |-8D1-M8-3P - Channel 1
API_App_Note_inputs mod4_ch? 1] Decimal BOOL p_Note Inputs CP. |-8D1-M8-3P - Channel 2
API_App_Note_inputs mod4_ch3 a Decimal BOOL p_Note Inputs CP: |-8D1-M8-3P - Channel 3
API_App_Mote_inputs mod4_ch4 1] Decimal BOOL p_Note Inputs CP. |-8D1-M8-3P - Channel 4
API_App_Nate_inputs mod4_ch5 a Decimal BOOL p_Note Inputs CP: |-8D01-M8-3P - Channel 5
API_App_Note_inputs mod4_ch6 a Decimal BOOL API_App_Note Inputs CPX-AP-1-8DI1-M8-3P - Channel 6
API_App_Nate_inputs mod4_ch?7 a Decimal BOOL API_App_Note Inputs CPX-AP-1-801-M8-3P - Channel 7

Image 4.2.4.2; Shows benefit of UDT. Transition from digital to analog device shows the appropriate datatype.

No conversions necessary when programming to UDT.

Name =g|a Value + Force M& Style Data Type Class Description
4 ap_i_ep_inputs {..} {..} dt_ap_i_ep_inputs Standard ap_i_ep Inputs
%ap_i_ep_inputs‘modz_cho 0 Decimal BOOL Standard ap_i_ep Inputs CPX-A 2-5P - Channel 0
ap_i_ep_inputs.mod2_ch1 0 Decimal BOOL Standard ap_i_ep Inputs C P - Channel 1
ap_i_ep_inputs.mod2_ch2 0 Decimal BOOL Standard ap_i_ep Inputs CPX 5P - Channel 2
ap_i_ep_inputs.mod2_ch3 0 Decimal BOOL Standard ap_i_ep Inp 2 Channel 3
ap_i_ep_inputs.mod4_ch0 0 Decimal BOOL Standard ap_i_ep Inputs P - Channel 0
ap_i_ep_inputs.mod4_ch1 0 Decimal BOOL Standard ap_i_ep Inputs CPX 8-3P - Channel 1
ap_i_ep_inputs.mod4_ch2 0 Decimal BOOL Standard ap_i_ep Inputs CPX-AP-|-8 P - Channel 2
ap_i_ep_inputs.mod4_ch3 0 Decimal BOOL Standard ap_i_epIn 8-3P - Channel 3
ap_i_ep_inputs.mod4_ch4 0 Decimal BOOL Standard ap_i_epIn ( P - Channel 4
ap_i_ep_inputs.mod4_ch5 0 Decimal BOOL Standard ap_i_ep Inputs CPX- P - Channel 5
ap_i_ep_inputs.mod4_ch6 0 Decimal BOOL Standard ap_i_ep Inputs C 8 Channel 6
ap_i_ep_inputs.mod4_ch7 0 Decimal BOOL Standard ap_i_ep Inputs CPX-AP-|-8DI-M8-3P - Channel 7
b ap_i_ep_inputs.mod5_ch0 7102 Decimal INT Standard ap_i_eg -I-4Al-U-I-RTD-M12 - Channel 0
P ap_i_ep_inputs.mod5_ch1 7101 Decimal INT Standard ap_i_ef AP-|-4Al-U-1-RTD-M
P ap_i_ep_inputs.mod5_ch2 7090 Decimal INT Standard ap_iepl 4Al-U-1-RTD-M12 - Channel 2
b ap_i_ep_inputs.mod5_ch3 7094 Decimal INT Standard ap_i_ep Inputs CPX-AP-|-4Al-U-I-RTD-M12 - Channel 3
P ap_i_ep_outputs {..} {..} dt_ap_i_ep_outputs Standard ap_i_ep Outputs
b ap_i_ep_status {..} {..} dt_ap_i_ep_status Standard

2. Asetofrungsinladder logic to do a Synchronous Copy of data from the custom tag names to the raw
I/0 Assembly Instances of the Generic Ethernet Module. It is good practice to keep the CPS instruction
for the inputs or status near the top of the user logic, and the CPS instruction for the Outputs should be
near the bottom of the logic where setting outputs occurs.

Image 4.2.4.3

API_App_Note Inputs.

Synchronous Copy File
Source  AP_App_Note:l
Dest AP|_App_Note_inputs
Length 1
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Copy File
Source API_ApR_Note_outputs
Dest APLApp_Note:0
Length 7
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EtherNet/IP - Insert Module using Nested Datatypes

The procedure to insert a module into the CPX-AP line topology can be easily done if a project was created with
Exact Size plus Nested Datatypes. This would be with FW ver 1.3.1 or higher of the CPX-AP-x-EP module. The
physical assignment of module numbers are not changed, but a simple modification of the UDT’s generated by
the L5X export will allow the user to insert a module, and not change the Tag Names of the modules already

used.

PROs:

CONs:

43.1

4.3.2

e Insert a module anywhere in the system.
e This does not disrupt the tag names already existing. No need to edit tags or rungs of code.

Webserver Slot number does not align with programmed module numbers
Descriptions changed in the original project will be overwritten

Export a new L5X Configuration

You must keep the name exactly the same as in the original project
Use the default I/0 Assembly “Exact I/O Length and Nested datatype”.
Configuration and Status Assembly should be the same as in the original project.

Edit User Defined Data Types (UDTs)

Follow the same procedure as in section 4.2 to export an L5X file, but make the following changes to the
UDTs generated in the exported file:

Controller Organizer

Edit the data types by double clicking on the following data types under Data Types -> User-Defined
(This is under Assets -> Data Types -» User Defined in versions of Logix above V30).

o dt_name_inputs

o dt_name_outputs

o dt_name_status

v & X

5 Controller b
Controller
(3 Controlle

ETasks
-8 MainTask

3 Power-Up Handler B =@ =]

L3 MainProgram

Description: E General
3 Unscheduled i

~
r Tags
 Fault Handler

Properties -2

Name: dt_Insert Test_1_status Data Type Size: 84 bytes [
Extended Properties, -

£ Mation Groups ==
o |[@ =
5 Ungrouped Aves Members: & ===
£ Add-On Instructions Name Name: At Insert_Test_1_inputs D:ﬁﬂypem P ooperics ~ 1
£ Data Types global_status Extended Properties. -
3] User-Defined ount active Description: Insert_Test_1Inputs = General
dt.Insert_Test_1_inputs —— DstaType  dt-module 820 ..|
rt Test_1_outputs module_ with
tInsert_Test_1_status Members: Data Type: dt_Insert_Test_1_outputs
latest_diagno
t_module 8197 inputs Name Data Tj
_module_8197_outputs » module_1 ) dtmol f| Neme dt_Insert Test 1_outputs Data Type Size: 24 bytes (828
¢ module 8199 inputs » module 2 b module4 demol | o et Test 1
dule_8201_inputs escription nsert Test El
module 8201 outputs » module 3 b module. dt_mo Outputs
t_module_8202_inputs > module 4 b module 6 dt.mol i Members:
module_8204_outputs - -
L -804 » module 5 Add Member. n Data Ty Descripti
t_module status ame — SE—
G Stings ) module 5 » module 2 dt_ module 197 outputs Module 2 - CPX-AP-1-4DIDO-M12-5P
3 Add-On-Defined » module 3 dt_module 8204 _outputs Module 3 - VAEM-L1-5-22-AP
L Predefined » module 6 dt_module_8201_outputs Module 6 - CPX-AP-I-4I0L-M12
L Module-Defined
(3 Trends Add Member
Hi, Logical Model
£31/0 Configuration ©

e Inthis example, module_2 is a 4DI4DO module that was inserted into a CPX-AP-| system that was previ-
ously running in a project.
[ | |~ 1 | =~ 1
o D [— = Iz o =y
[ L] Dats Type: dt_Insert_Test_1_inputs [E=5E=N ==t
Name: dt Insert_Test_1_inputs Data Type Size: 48 bytes [l Name: dt_Insert_Test_1_inputs Data Type Size: 52 bytes [l -
Extended Properties... Extended Properties...
Description: Insert_Test_1 Inputs = General Description: Insert_Test_{ Inputs E General
Data Type Size 48 Data Type Size 52 byl
Members: Description  Insert_Test 1| § Members: Description  Insert_Test_1 In
Name Data Type Description Name dit_Insert_Tes| Name Data Type Description Mame dt_Insert_Test_1
» module 2 dt_meodule 8138 _inputs Module 3 - CPX-AP-1-8D|-M8-2p » module_2 dt_module_8197_inputs Module 2 - CPX-AP-|-4DI4DO-M12-5P
» module_ 4 dt_module_8202_inputs Module 4 - CPX-AP-I-4AI-U-I-RTD-M12 b module 4 dt_module_8199_inputs Module 4 - CPX-AP-I-8DI-M8-3P
» module 5 dt_module_8201_inputs Module 5 - CPX-AP-1-410L-M12 » module_5 dt_module_8202_inputs Module 5 - CPX-AP-|-4Al-U-|-RTD-M12
A o » module 6 dt_module_8201_inputs Module 6 - CPX-AP-I-4I0L-M12
Errors - X - 3 X
e This example is a comparison of the original input UDT vs. the new one. Module_2 is a 4DI14DO.
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e Open each of the UDTs and edit the name and description, so the previous modules match their original
module number.

e Assign a new module number to the module which was inserted into the system

New Export / Before Edits New Export / After Edits
[ [
o o
= N
1 Data Type: dt_Insert_Test_1_inputs [ Data Type: dt_Insert Test_1_inputs
Name: di_Insert_Test_1_inputs Data Type Size: 52 bytes Name: dt_Insert_Test_1_inputs Dats Type Size: 52 bytes
Description: Insert_Test_1 Inputs Description: Insert_Test_1 Inputs
Members: Members:
Name Data Type Description Name Data Type Description
b module 2 dt_module_8197_inputs Module 2 - CPX-AP-1-4DIDO-M12-5P * » module§ dt_module_8197_inputs Module - CPX-AP-1-4DI4DO-M12-5P
b+ module 4 dt_module 2199 inputs Module 4 - CPX-AP-I-2DI-M2-3P * » module 3 dt_module_8199_inputs Module 3 - CPX-AP-1-8DI-M2-3P
» module 5 ¢ module_8202_inputs Module 5 - CPX-AP-I-4AI-U-I-RTD-M12 * b module 4 dt_module_8202_inputs Module 4 - CPX-AP-|-4AI-U-I-RTD-M12
b module 6 dt_module_8201_inputs Module 6 - CPX-AP-I-410L-M12 * v module dt_module 8201_inputs Module 5- CPX-AP-I-4I0L-M12

e Example of edits to the UDTs. Do this to inputs / outputs / status to complete.

e Continue the procedure in section 4.2

o Delete the Ethernet module from the working project. Copy the Ethernet Module from the gen-
erated project to the working project. This brings the new /0 sizes and Configuration Assem-
bly.

o Select the rungs in the generated project to export to a file, to be ready to import into the run-
ning project.

4.3.3 Overwrite Tags and UDTs before Importing into Working Project

Since we are importing into an existing project that has this Ethernet Module name already running, we
have to take care that the original Tags and UDTs are overwritten. Before completing the import, do the fol-
lowing:

e Goto Tags on the Import Configuration Screen. Find Tag Discrepancies and select Overwrite. Do this
for inputs, outputs, and status.

EE R B4 e

| Find Within: Final Name

Import Content:
| Configure Tag References
| Import Mame Operation jJ Final Name [ j“‘ Usage Alias For Data Type Description
E Insert_Test_1:| Use Existing | | fInsert_Test_1:1 o||Local AB:ETHERMET_MODULE_DINT_...

Ingert_Test_1.0 Use Existing | | fInsent_Test_1:0 |Local AB:ETHERMET_MODULE_DIMNT_...

| iy Data Types — lncent Toet 1 Lo Eeizti Yoot Toet 10 ezl AB:ETHERNET_MODULE_DINT_.

Other Components | §y, Insert_Test_1_inputs Overwrite _#y|Insert_Test_1_inp .| --1|Local dt_lnsert_Test_1_inputs
8 Erors/Warmings i E Insert_Test_1_outputs Overwrite _#5|Insert_Test_1_out... | ---|Local dt_lnsert_Test_1_outputs
i E Insert_Test_1_status Overwrite ﬂ\lnserLTesLlea =||Local dt_Insert_Test_1_status Insert_Test_1- Status

= T~ i : : | |AB:Embedded_Discretel0:C:0

: Local 11 Use Besting ‘ITag already exists :n p‘rcject and ha? differences. |} AB-Embedded Discret=I0 10
Local:1.0 Use Existing | | Local:1:0 [ -+ Local AB:Embedded_Discretel0:0:0

e (o to Data Types on the Import Configuration Screen. Find the UDT discrepancies for the 3 primary data
types (Input / Output / Status), and select Overwrite. There may be other discrepancies, but these are
module UDTs which don’t change. It is not necessary to overwrite these UDTs.
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B Import Configuration - RungsCto_from_MainRoutine L3

P Find:| v| ﬁﬁ‘ 5& Find/Replace...

Find Within: Final Name

Import Content:

me Configure Data Type References

AP

Eﬁg 2‘:“:?;“‘""95) ¥y |dt_Insert_Test_1_inputs Overwite [ _#|dt_Insert_Test_1_i..| =+d| Insert_Test_1 Inpuits
i Tags ¥y, |dt_Insert_Test_1_outputs Overwrite # Insert Test 1 : Inlsert_TestJ Outputs :

i Data Types ¥y; |dt_Insert_Test_1_status Overwrte « | % Data Type already exists in project and has differences,
E COther Components
8 Errorsjwarnings dt_module_8197_outputs Create 1 |dt_module_8137 [ -
dt_module_8199_inputs Use Existing | #;|dt_module_8199_i...| ==
dt_medule_8201_inputs Use Existing dt_module_8201_...| -
dt_module_8201_outputs Usze Existing dt_module_8201_...| -
dt_module_8202_inputs Lise Existing dt_module_8202_i...| -
dt_module_8204_outputs Use Existing |_#;|dt_module_8204 | -
dt_module_status Llse Existing dt_module_status | ==

e After assuring these are done, select OK to import into project. Enter Yes, and the new rungs and data
types will be imported.

4.3.4 Complete Procedure — Check Program Rungs

The import function will bring in the latest UDTs, and also the rungs associated with them. These rungs are
duplicate in the project, and need to be addressed.

o Delete the duplicate input and status rungs

e Be sure to use the new output rung, since this instruction has the proper size for the new UDT. Delete
the old rung. At least be sure to use the new CPS instruction.

e The original programming logic should show no errors since the tag names should not be different than
in the original project.

Insert_Test_1 nputs

0 CopyFle  —
Source Insert Test_1:/
[N Dest Insert_Test_1_inputs

Length 1

Insert_Test_1-
Status.

1 CopyFle  —
Source  Insert Test 15
Dest hsert_Test_1_status
Length 1

Insert Test 1
Outputs
VAEN-L1-5-24-AP-

Goil2
Insert_Test_1_outputs module_2 Coil 2

3 2 5 Bit Field Districute |— Bt Field Distribute —
Source Insert_Test_1_inputs module_S Port_2[0] Source nsert_Test_1_inputs.module_S Port_2[1]
0+ 0q
Source Bit ] Souree Bit 0
Dest SDAT Dest SDAT
0+ 0q
Dest Bit 3 Dest Bit 0
Length 8 Length 8

Configuration
Assembly Data Write
In Progress.
Insert_Test_1_status giobal_status.0

3 Copy Fie

. Saurce Insert Test 1_outputs
Dest Insert_Test_1:0
Length 4

1. CPS instructions for Inputs and Status are duplicated. Remove extra rungs for these instructions.

The original project logic Tag Names are not in error, since the new UDTs have the same names.

3. The CPS instruction for the outputs have a new size. This must be used. Remove original CPS for out-
puts.

N

4.3.5 Edit, Save, and Download New Project

The new module can now be programmed to via its new Tag Name. Enter programming for the inserted 1/0
module. Complete, save, and download the project. Inserting the module is now completed.
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5 Festo Automation Suite (FAS) for Pre-Commissioning

5.1 Festo Automation Suite CPX-AP-1/A Plug-In ver. 1.0.0.333 or greater

Festo Automation Suite and its associated plug-ins are available for download from the Festo website. As of
March 2021, Festo has released a plug-in for the CPX-AP-I/A system that also includes an export function to an

L5X file for Rockwell users. This will

enable users to pre-commission a CPX-AP-1/A system before acquiring HW.

Please follow all help screens and other information available on the website for further information.

5.2 FAS sample page with CPX-AP-I Configuration

—  AUTOMATION SUITE 3 e

= e # Q @ CPY_AP_IOL ® FESTOD
Project

Navigator < | Topology Editor — 100% o] > Q [

4 di 4do for DSBC

CPX-AP-1-4A1-U-I-RTD-M12

CPX-AP-1-8DI-MB-3P

VAEM-L1-5-12-AF

CPX-AP-L..

Device details

CPX_AP_FAStest

Overview

Support

CPX-AP-1-4A

CPX_AP_|

Note: Modules can be custom named by the user and the name will become part of the description field in Logix.
Name =2/« Value * Force* Style Data Type Description

4 CPX_test_inputs
CPX_test_inputs.mod2_ch0
CPX_test_inputs.mod2_ch1

fud fd dt_CPX_test_inputs CPX_test Inputs
0 Decimal BOOL CPX_test Inputs 4 di 4do for DSBC - Input 0
0 Decimal BOOL CPX_test Inputs 4 di 4do for DSBC - Input 1

5.3 FAS sample page with CPX-AP-1 Module Parameter Set-up

AUTOMATION SUITE 4 - o x
= e # Q 0 CPX_AP_IOL X | CPX-API4ALU-RTD X FESTO
METERISATION
CPX-AP-1-4Al-U-I-RTD-M12
CPX-AP-1-4Al-U-1-RTD-M12
Path:
CPX-AP-1-4AI-U-1-RTD-M12 =]

CPX-AP-1-4A1-U-1-RTD-M12
Analog module with 4 input channels,
M12,0/4.20mA, 010V, 1.5V, +/-5V,
+/- 10V, PT100, Ni100, 500 chm
Module Code 8202
Order Code CPX-AP-1-4A1-U-I-
Part Number 8086606
Serial Number 0

Hardware

0
Version

AP Asic
Hardware 0

Version

Product Family CPX-AP-
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4A1

~ Channel 0

‘4

Input Parameters

Temperature unit Fahrenheit -
Signalrange Channel disabled B
Upper threshold value 32767
Lower threshold value 32768
Hysteresis for measured 0
value monitoring
Smoathing 5
Enable linear scaling

~ Channel 1

* Input Parameters
Temperature unit Celsius -
Signalrange Channel disabled -
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5.4 FAS sample page with CPX-AP-I Export to L5X

1. After the configuration of modules and parameters, use the burger menu to get to the function page.

UTOMATION SUITE
PX-AP-| test ‘ Q 0

Project

Navigator < Topology Editor

» CPX_AP_FAStest

From the Function Page:

A - o x
< FESTO
Export
B New I Rockwell L5X I Rockwell L5X
= DPE!’\ Festo PCK Festo d to Ro ell architecture via EtherNet/IP. The Rockwell L5X export

) P g iated with each
@ Information Siemens DB (S7-1500) and channel.

B Save Supported devices 1 device selected

CPX_AP_FAStest
By Save As I - I

Close Project

& Import

B Repositories
& Options
O bt
it Export
2. Select Export
3. Select Rockwell L5X
4. Select the name of the project
5. Select Export download. The same options that are described in chapter 4 will apply to the Festo Auto-

mation Suite.

5.5 Using FAS to force

Festo Automation Suite can be used to Force I/0. This is useful for Acceptance Tests, troubleshooting, etc.,
when a controller is not available. You must have at least the following versions:

FAS: 2.6.0.481
CPX-AP plug-in: 1.5.0.215

Once connected to a CPX-AP system, dbl-click on a module. Go to Process Data. There you can enter the desired
state of the channel, and select “Force All”. Use “Unforce All” to remove force.
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AUTOMATION SUITE

et o A Q @ VAEM-L1-S-12-AP X
PARAMETERIZATION DIAGNOSIS
VAEM-L1-5-12-AP
9 VAEM._E11_.S_.1%_AE1 Disconnect \
Path: 192.168.1.8/2 R
Connected Identification Force All Unforce All
Mavigation < Process Data
Parameters Channel | Type | CurrentValue | Prepared Value
Process Data Coil0  BOOL False
Coil 1 BOOL False
Coil2  BOOL False
Coil 3 BOOL False
Coil 4 BOOL False
Turn ON coils 0 and 2.
AUTOMATION SUITE
New Project” A Q O VAEM-L1-5-12-AP X
PARAMETERIZATION DIAGMNOSIS
VAEM-L1-5-12-AP
A VAEM.-EI.,__S:-I?T-Aﬂ Disconnect \
Path: 192.168.1.8/2 A
Warning Identification Force All Unforce All
Mavigation < Process Data
Pararneters Channel | Type | CurrentValue | Prepared Value
‘ Process Data Coil 0 BOOL
Coil 1 BOOL False
Coil2  BOOL
Coil 3 BOOL False
Coil 4 BOOL False
Coil 5 BOOL False

While ON, a warning appears to show that Forces are enabled.
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6 System View for Diagnostics and Information

6.1.1 Diagnosis for Network and Communication

The diagnosis page provides network information and diagnostics. This can be used in addition to the user
manual description of network LEDs to solve communication and network problems.

Information useful for R&D can be found on the Diagnosis page:

AP-l-EP AP EtherNevlP~  Configuration - System ~ FESTO
. .
Diagnosis inormation
Aout Search: ,—
Type Uptime Application Error Message
AP-I-EP AP  EtherNetP ~  Configuration ~  System ~ FESTO
0 4.770501 netconfigd [} ACD: No conflict detected, finish IP setup
0 4771115 netconfigd 0 Current IP has changed
[i] 4771159 netconfigd 0 Current gateway has changed
6 4771660 netconfigd o ACD: Set last message inactive
o 4771693 netconfigd 0 ACD: No conflict detected.
o 4775111 EtherNet/IP daemon [} NS Led flashing green
6 4775636 EtherNet/IP daemon ] MS Led steady green
(i) 9.745979 EtherNet/IP daemon 0 New connection established.
o 9746014 EtherNet/IP daemon o NS Led steady green
[i ] 9.785157 EtherNet/IP daemon o New connection established.
6 9807159 EtherNet/IP daemon o Idie mode: reset outputs
6 5586.480270 EtherNet/IP daemon o Idle mede: reset outputs
o 5589.779316 EtherNet/IP daemon (1] Connection closed: reset outputs.
o 5589.818358 EtherNet/IP daemon [} NS Led flashing green
[i ] 5637.834766 EtherNet/IP daemon o New connection established.
6 5637.834803 EtherNet/IP daemon 0 NS Led steady green
o 5642.840417 EtherNet/IP daemon o New connection established.
0 5642.858116 EtherNet/IP daemon 0 Idle mede: reset outputs
6 5648545254 EtherNet/IP daemon [} Idie mode: reset outputs
Q 25117.999335 EtherNet/IP daemon 261 Module: 2 Diagld=0x02010105 (Undervoltage in load supply (PL) 24 V DC)
Q 25118.0683720 EtherNet/IP daemon 261 Module: 1 Diagld=0x02010105 (Undervoltage in load supply (PL) 24 V DC)
e 25118.102166 EtherNet/IP daemon 261 Module: 3 Diagld=0x02010105 (Undervoltage in load supply (PL) 24 V DC)
The Outputs lost power
o 5569.818258 EtherNet/IP daemon ] NS Led flashing green
[i ] 5637.834766 EtherNet/IP daemon o New connection established
0 5637.834803 EtherNet/IP daemon ] NS Led steady green
[i ] % 5642.840417 EtherNet/IP daemon 4] New connection established
6 5642.858116 EtherNet/IP daemon [ Idle mode: reset outputs.
6 5648 545254 EtherNet/IP daesmon [ Idie mode: reset outputs.
Q 25117 999335 EtherNet/IP daesmon 261 Module: 2 Diagld=0x02010105 (Undervoltage in load supply (PL) 24 V DC)
Q 25118.063720 EtherNet/IP daesmon 261 Module: 1 Diagld=0x02010105 (Undervoltage in load supply (PL) 24 V DC)
Q 25118.102166 EtherNet/IP daesmon 261 Module: 3 Diagld=0x02010105 (Undervoltage in load supply (PL) 24 V DC)
Q 25175.214283 EtherNet/IP daemon 261 Module: 3 Diagld=0x02010105 (Undervoltage in load supply (PL) 24 V DC)
Q 25175.230600 EtherNet/IP daemon 261 Module: 1 Diagld=0x02010105 (Undervoltage in load supply (PL) 24 V DC)
Q 25175.316026 EtherNet/IP daemon 261 Module: 2 Diagld=0x02010105 (Undervoltage in load supply (PL) 24 V DC)

The Outputs regained power about 57 seconds later. Grey “X” means the problem was resolved.
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The user can copy this data and paste into Notepad to be used with Festo technical support:

ﬂ Untitled - Motepad

File Edit Fermat View Help
.2254741
.238936
.232327
.348424
. 747983
748784
.755153
. 757875
. 768719
.770832
. 774938
.811460
.816859
.8236878
.293379
.321885
.321467
.322138
.322783
.322741
.331374
.331732
72.521068
72.521681
72.521635

[ R R T T R T

6.1.2 Information

kernel @ Kernel diagnosis daemon started

netconfigd 5} lNetconfig daemon started

netconfigd [} DIL switches: B:on 1:off 2:o0ff 3:0ff 4:0ff 5:0ff b:off 7:off
mcd 8 multicast daemon started

EtherlNet/IP daemon B EtherNet/IP STARTED

Etherlet/IP daemon 4] M5 Led flashing green

Etherlet/IP daemon 128 Bus state changed to ©@x3@

EtherNet/IP daemon %] Modbus/TCP started

EtherlNet/IP daemon 129 Bus state changed to @x81

EtherlNet/IP daemon 138 Bus state changed to @x82

EtherlNet/IP daemon 132 Bus state changed to @x84

Etherlet/IP daemon 133 Bus state changed to ©@x85

Etherlet/IP daemon 134 Bus state changed to O@x86

EtherNet/IP daemon 135 AP state change to cyclic (8x87) with 4 modules (total size in=2 out=7)
netconfigd 4} Linkstate has changed.

netconfigd [} Current IP has changed.

netconfigd [} ACD: No conflict detected, finish IP setup

netconfigd 5} Current gateway has changed.

netconfigd [ ACD: Set last message inactive

netconfigd [} ACD: No conflict detected.

Etherlet/IP daemon
EtherlNet/IP daemon
EtherNet/IP daemon
EtherNet/IP daemon
EtherNet/IP daemon

NS Led flashing green

M5 Led steady green

New connection established.
NS Led steady green

Idle mode: reset outputs.

OO

The information page provides basic information such as firmware version, product name, and network configu-
ration information such as IP address, netmask, gateway, etc.

@ Information - AP-1-ER x -+

< C Y @ Notsecure | 192.168.1.5,

6.1.3 About

gi-bin/system-information

AP-I-EP AP EtherNetIP ~  Configuration ~  System = FESTO
. Diagnosis
Information
About
Device
Product Name AP-I-EP

D

Primary MAC-Address
Firmware

Bootloader

Environment

Time
Network
DHCP
IP Address
Netmask
Gateway
DNS server
Host Name

Domain

DA49910018FBFF2A0083ECTFF7DD

00:0e:f0:36:a1:2b

0.54 3-ef8637879.20190821

0.46 4-dcf10e08b479M 2019051317056

1970-01-01T05:00°:06+0000

Disabled

192.168.1.5

255255.255.0

192.168.1.30

0.0.0.0

ap_i_ep

festo.com

This has license information of components used in the AP-| adapter.
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6.1.4 Debug

There is additional debug information available from the AP system. In the URL of the webserver, the user can
enter the following:

http://(IP address)/cgi-bin/ap-debug
This will produce an output of information including:

e Versions e Initialization Log

e AP firmware e Socket information
e AP basics e Timing information
e AP modules o Traffic statistics

e Diagnostic trace e CRCvalues

e System Log e Etc

This information may be required by Festo Technical Support if troubleshooting any difficult issue. A user may
be asked to run this debug URL and to copy the output, save as a text file, and send it to Festo Tech Support.
The data output is not intended for customer use. There are no explanations provided for this output.

6.1.5 Cable Diagnostics

There is additional cable diagnostic information available from the AP system. In the URL of the webserver, the
user can enter the following:

http://(IP address)/cgi-bin/ap-cable-diag
This will produce an output of information including:

e CRCvalues e Error Vector Measurements
e Counters (difference at a given time between the ideal
reference signal and the measured signal)

FESTD

EVM measurement - Module 1

OiN-Port OUT-Port: O7-Por
EVM measurement - Module 2

O iN-Port Or-port
EVM measurement - Module 3

An image of an EVM measurement per module per In and Out port.

This information may be required by Festo Technical Support if troubleshooting any difficult issue. A user may
be asked to run this cable-diag URL and to copy the output, export the data, and send it to Festo Tech Support.
The data output is not intended for customer use. There are no further explanations provided for this output.
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7 Handling Diagnostic Events

7.1.1 Use Case - Reading Diagnostics via process data

The easiest and most comprehensive method for reading diagnostics is to use Assembly Instance 129 which in-
cludes Global and Module Diagnostics. By selecting this in the L5X export, the system will generate a UDT for
status of the CPX-AP system.

General Connection  Module Info

Type: ETHERNET-MODULE Generic Ethemet Module
Vendor: Rockwell Automation/Allen-Bradley
Parent: Local
T EPX_AP_EP Connection Parameters
- - - Assembly )
Description: Instance: Size:
Input: 100 2 = | (3+it)
Qutput: 101 7 = | (Bit)
G Format: | Data - SINT - With Stat T : =
omm Fom E b = Configuration: 140 34 = | (3bit)
Address / Host Name
IP Address: | 192 . 168 . 1 . 5 | Status Input: 129 60 7| Bom)
Host Name: Status Output: | 254

Status: Running Cancel Apply Help

The configuration will include a status connection, and an array of bytes suitable for the amount of diagnostic
data. A UDT and logic is also generated for a proper data-structure and logic to pass the data to the structure.
This enables intuitive mapping of the diagnostic data to Logix.

The data-structure below contains an example of a diagnostic event, lost output power.

Name =3|a Value + Force Me Style Data Type Class Description

4 2p status 1.} [} pLap status Stand_ard CPX-AP status
b ap_status.global_diag_state 1620000_0004 Hex DINT Standard CPX-AP status global diagnostic state
b ap_status.count_active_diag 1620002 Hex INT Standard CPX-AP status count of active diagnostic
b ap_status.module_latest_diag 16#0003 Hex INT Standard CPX-AP status module which has the latest diagnostic
b ap_status.diag_code_latest 1620201_0106 Hex DINT Standard CPX-AP status latest diagnostic code global
b ap_status.module_no_0 16201 Hex SINT Standard CPX-AP status
b ap_status.submodule 0 16200 Hex SINT Standard CPX-AP status
b ap_status.channel 0 16200 Hex SINT Standard CPX-AP status
b ap_status.module_0_present_state 16201 Hex SINT Standard CPX-AP status
b ap_status.module_0_diag_state 1620000 0001 Hex DINT Standard CPX-AP status
b aE_status.d\aa_code_module_o 1620000_0000 Hex DINT StLdard CPX-AP status
b ap_status.module_no_1 16502 Hex SINT Standard CPX-AP status
b ap_status.submodule_1 16200 Hex SINT Standard CPX-AP status
b ap_status.channel_1 16200 Hex SINT Standard CPX-AP status
b ap_status.module_1_present_state 16201 Hex SINT Standard CPX-AP status
b ap_status.module_1_diag_state 1620000_0005 Hex DINT Standard CPX-AP status
P ap status.d\as code module 1 1620201 0106 Hs( DINT Stand_ard CPX-AP status
b ap_status.module_no_2 16203 Hex SINT Standard CPX-AP status
b ap_status.submodule 2 16200 Hex SINT Standard CPX-AP status
b ap_status.channel_2 16200 Hex SINT Standard CPX-AP status
b ap_status.module_2_present_state 16201 Hex SINT Standard CPX-AP status
b ap_status.module_2_diag_state 1620000_0005 Hex DINT Standard CPX-AP status
13 2L ;tatu;.d\aﬁ code module 2 1620201 0106 Ha( DINT Stand_ard CPX-AP status
b ap_status.module_no_3 16204 Hex SINT Standard CPX-AP status
b ap_status.submodule_3 16200 Hex SINT Standard CPX-AP status
b ap_status.channel_3 16200 Hex SINT Standard CPX-AP status
b ap_status.module_3_present_state 16201 Hex SINT Standard CPX-AP status
b ap_status.module_3_diag_state 1620000_0001 Hex DINT Standard CPX-AP status
3 L :tatus.d\aﬁ code maodule 3 TB“iDDDD D000 Hg( DINT Stand_ard CPX—éF' status

In this example:

e Thetop group is the Global data. The latest code reported is 0x0201_0106. In the manual, this
is an error with PL24vdc.

e Each other group is specific for a module, with the lowest module number on top. Only mod-
ules with an output report an error, others are error free. Note state=5 means voltage prob-
lem, but also communicating OK. See diagnostic bit table below.

NOTE: With Assembly Instance 130, and Fixed Assembly Instances with Global status, only the top group is avail-
able. This is to limit the amount of PLC data.
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If bit is set at least one diagnosis of this category is available.

Bit Description Bit Description
0 (DCe(;/rlr?;S ¥.aéﬁfé'ﬁ ok |1 Software
1 Current 12 Maintenance
2 Voltage 13 Misc
3 Temperature 14 reserved
4 reserved 15 reserved
5 Movement 16 External Device
6 Configuration / 17 Security
Parameter
7 Monitoring 18 Encoder
8 Communication 19-31 reserved
9 Safety
10 Internal Hardware
7.1.2 Use Case — Use Status and Diagnostic Objects to access diagnostics with Service Data

Diagnostics are always available, even without access from process data. The Status and Diagnostic Object can
access diagnostic information with a n explicit message. This is optimally used in combination with Global diag-
nostics only. Therefore, the process data for diagnostics are fixed at 12 bytes, and further detailed data can be

read via explicit message.

Status and Diagnostic Object Class = 0x65. Get the last active diagnosis per module.

Attribute

Ac-
cess

Class Attributes

Instances

Get

Get

Get

Get

Get

Get

Get

Name

Revision

Max instances

Num instances

Max Class At-
tribute

Max Instance
Attribute

Global Diagno-
sis state

Bus status

Type

UINT

UINT

UINT

UINT

UINT

UDINT

USINT

Description

Revision of the object

Max instances of the CIP ob-
ject

Num instances of the CIP ob-
ject currently created

see Global Diagnosis State
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Module count of
AP-System

Modulecount of
AP-System

4 (Diagnostic
code)
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1..Number of Instance 1..Number of Mod-
Modules ules

Instance Attributes

Module diagno-

1 Get sis state UDINT see Module Diagnosis State
2 Get Submodule USINT
3 Get Channel USINT
4 Get Diagnostic code UDINT

In addition, another valuable object is the Trace data object. The system will log up to 512 events which can be
retrieved by an explicit message. Instance 1 will retrieve the latest event. The events are not retained after
power cycle.

Trace Object Class = 0x66.

Attribute Access Name Type Description Value

Class Attributes, Instance = 0

1 Get Revision UINT Revision of the
object

Max instances of Max number of trace en-

2 Get Max instances UINT the CIP object tries

Num instances of

3 Get Num instances UINT the CIP object Current number of trace

currently created entries
6 Get Max Class Attribute UINT 9
7 Get mzx Instance Attrib- g 4 (Diagnostic code)
8 Get/Set  Trace mode USINT 2 i gglfrr\\:)v\:\i/idge
Instances
1..Number of trace entries Instance 1..Number of trace entries
Instance Attributes
1 Get Timestamp ULINT inns AP System Time (internal)
2 Get Module UINT
3 Get Submodule UINT
4 Get Channel UINT
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5 Get Diagnostic code UDINT
6 Get Severity USINT
7 Get Type USINT
8 Get Acked USINT

Handling Diagnostic Events

1 = information
2 = maintenance required

4 = warning
8 = error

0 = inform
1 =raise

2 = resolve

3 = wait for acknowledge

true / false

By using other CIP services, all attributes of one diagnostic trace can be accessed at once by the Get Member

service 0x18.

Service Name Description Service Class Instance

Get Attribute Sin- 0x18

Ox0e
gle

0x66 1..Number of trace entries

Get all attributes of 1 instance

Get all attributes of

0x18 Get Member .
one diag trace entry

Acknowledge

0x32
trace entry

The Data-structure for the response is as follows:

Item Datatype

Timestamp ULINT

Module UINT

Submodule UINT

Channel UINT

Diagnostic code UDINT <\
Severity USINT

Type USINT
Acked USINT

7.1.3 Use Case — Get Latest Trace Data Entry example

Note: Split UDINT into 2x INT in Logix
due to padding

The following ladder code example shows how to set-up the MSG instruction and array for the Trace data Get

Member service. Instance 1 is the latest trace entry.
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4 CPX_AP_|_IP5_Tracearray I} I} CPX_AP_Trace_Data_Array
CPX_AP_|_IP5 Tracearray. Timestarnp 3644973523525 Decimal LINT
b CPX_AP_|_IP5_Tracearray.Module 5 Decimal INT
b CPX_AP_|I_IP5_Tracearray.Submodule 1] Decimal INT
b CPX_AP_|_IP5_Tracearray.Channel 0 Decimal INT
b CPX_AP_|_IP5_Tracearray.Diad_Code_LSE 1620127 Hex INT
b CPX_AP_I_IP5_Tracearray.Diag_Code_MSB 1620801 Hex T \ N
b CPX_AP_I IP5_Tracearray Severity 2 Decimal SINT Pl Bttt
b CPX_AP_|_IP5_Tracearray. Type 1 Decimal SINT
b CPX_AP_|_IP5_Tracearray.Acked 0 Decimal SINT
Bits_to_test 8 Control MSG_CPX_AP_TraceArray EN)—
i

Message Configuration - MSG_CPX_AP_TraceArray x

\ SR Tag |

‘ Message Type: CIP Generic v |

Service | custom ~| SourceElement: [P_1_IPS Tracearray
Type:
Sowcelength: 21 3] G@ytes) Iy

Service: .
s (18 |t class: 0 pestnation P_I_IP5 Traceamray
mstance:[1 | awibute: [0 (Hex) Bement: ——

O Ensble O FnableWating O Stat  ®Done  Done Lengih 21
O Eror Code Brtended Eror Code: [JTimed Ot +
ErorPath: CPX_AP_|_EP
Eror Text
Cancel Aoply Help

7.1.4 Use Case — Recover from Comm Errors

Some errors do not recover automatically. This is true for a link error in the AP-I bus. This is typically indicated
by an error code 0x0801_0127. Also, global status bit 8 will be on indicating communication error. To recover
from this error, recycle power will work. It is also possible to recycle the connection from the PLC.

4 CPX_AP_|_EP_status o} o} dt_CPX_AP_|_EP_status
b CPX_AP_|_EP_status.global_status 2#0000_0000_0000_0000_0000_0001_0000_0000 Binary DINT
b CPX_AP_|_EP_status.count_active_diagnosis 2 Decimal INT
b CP¥_AP_|_EP_status.module_with_latest_diagnaosis 4 Decimal INT
b CPX_AP_|_EP_status.latest_diagnosis_code 1620801_0127 Hex DINT

This shows the global diagnostic field where bit 8 is on for the status, and the lost link diag code is present.

Bis_{o_test27

Class Name Wodule
ame CPX_AP_|EP
e Name Wode
CPX_AP_| EP_mode:

0

CPX_AP_| EP_mode.2

Module

Mode

me
Source  CPX_AP_| EP_mode

o«

Bis_fo_test.27 WOV
Source 0 Module
ame CPX_AP_LER
Mode
_AP_|_EP_mode
L]

Dest CPX_AP_|ER_mode
0+

The following 2 rungs can recover from this via the PLC logic. Triggering the open contact will inhibit the PLC
ethernet connection to the CPX-AP ethernet adapter. Once the physical connection is restored, removing the
trigger will allow the connection to restore. NOTE: inhibiting the connection will turn off all I/0.
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8 Handling Parameters with the CPX-AP System via the Parameter Object

8.1.1 CPX-AP Parameter IDs and Instances; Use Case — Write to specific ID

Parameter IDs are common IDs among the system modules. They can be read or written to via EtherNet/IP. A
partial list of parameters can be found in the user manual. The webserver lists the ID in parameter order num-
ber, from the first parameter of the first module (the EtherNet/IP adapter) to the last parameter of the last mod-

ule.

AP-I-EP AP  EtherNetIP ~

Terminal

Modules
Slot  Module

1 CPX-AP--EP-M12

Parameter

Object

(OX0F) AP
Instance ld/Instance
1 12000:0
2 120010
3 12002:0
4 12003:0
5 120040
3 120050
7 12006:0
E 120070
9 20022°0

Configuration = System =
Code
8323
Parameter
DHCP enable
IP address

Subnet mask

Gateway

Active IP address
Active subnet mask
Active gateway address

MAC address

2 CPX-AP-1-4DI4DO-M12-5P

Parameter

Object

(0x0F) AP
Instance Id/Instance

10 20014:0
1 20022:0
12 20052:0

3 VAEM-L1-3-24-AP

Parameter

Object

(0x0F) AP
Instance Id/Instance

13 20022:0

14 20052:0

4 CPX-AP-1-8DI-M8-3P

Parameter

Object

(0x0F) AP
Instance ld/Instance.

15 20014:0

8197

Parameter

Input Debounce Time

Behaviour in fail state

{304

Parameter

Behaviour in fail state

8199

Input Debounce Time ~ yes

Parameter Startup  Value

3ms

FWVersion Serial
0543 0x0000002B
Startup  Value
192.168.1.5
255.255.255.0
192.168.1.30
192.168.1.5

Setup monitoring load supply (PL) 24 VDC  yes

1.43.12

Startup

yes

Setup monitoring load supply (PL) 24 VDC  yes

yes

1.43.12

Startup

Setup monitoring load supply (PL) 24 VDC  yes

yes

1.43.12

In the above example, we can see the following:

255.255.255.0
192.168.1.30
00-0e:f0-36:a1:2b

Load supply menitoring active

0x00000024

Value

3ms

Load supply menitoring active, diagnosis suppressed in case of switch-off

Reset Outputs

OXFFFFFFFF

Value

Load supply menitoring active, diagnosis suppressed in case of switch-off

Reset Outputs

0x0001E240

Productkey

DIDOM12_036

IVTUG24_049

3STPMMCICRE

There are 15 parameters based on the last parameter of the last module

A common parameter ID is 20022. This is universal among modules for monitoring load supply
Another common parameter ID is 20014 for Input Debounce Time.
Each module has 1 instance of every parameter, instance 0.
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These parameters can be modified by the user program a variety of ways. One method is by the:

Parameter Object Service:
Object Class = 0xOF

Service Code Instance Attribute  Data[0..1] Data[2..3] Data[4..7] Data[8..n]
Request

Read 50/ 0x32 -
Module Num- AP Parameter In- AP Parameter
ber stance ID Data to

Write 51 /0x33 .
write

With these services the user can easily read or write to a parameter of the AP system.

Iessage Control MSG_Write_AP_ParamiD || < EN—

DN —
ER—
Message Configuration - MSG_Write_AP_ParamlD x
Configuration ~ Communication Tag
Message Type: CIP Generic ~
Service | custom ~ Source Element: | T. w | Show:
Type:
Source Length: IZ z (Bytes) | =
) = Name ==l | Data Type
Service .
Code: (Hex)  Class: Hex)  pestination | <] B 4 AP_ParamObjService_Write SINT[12]
Element: - - -
Instance: EI Attribute: EI (Hex) New Tag... ﬁ AP _ParamObjService_Write[0] J SINT
ﬁ AP_ParamObjService_Write[1] SINT
ﬁ AP_ParamObjService_Write[2] SINT
E AP_ParamObjService_Write[3] SINT
E AP_ParamObjService_Write[4] SINT
E AP_ParamObjService_Write[S] SINT
) o i
3 Enable ) Enable Watting ) Start > Done Done Length: 0 i AP_ParamObjService_WritelE] SINT
S, ﬁ AP_ParamOEbjService_Write[7] SINT
ngr"j"r?g:: St Bt [ madit i AP_ParamObjService_Write[] SINT
ath: CPX, i
Em’[ Fan _ap_i_ep i AP_ParamObjService_Write[3] SINT
ﬁ AP_ParamObjService_Write[10] SINT
Cancel Apply Help f AP_ParamObjService_Write[11] SINT

The message instruction should have a source element large enough for the data

4 AP_ParamObjSe]r\ﬁce_Write 1.} {..} Decimal SINT[12]
b AP_ParamOhbjService_Write[0] 1 Decimal SINT
B AP_ParamObjService_Write[1] 0 Decimal SINT
B AP_ParamObjService_Write[2] 0 Decimal SINT
b AP_ParamObjService_Write[3] 0 Decimal SINT
b AP_ParamObjService_Write[4] 16236 Hex SINT
b AP_ParamObjService_Write[3] 1684de Hex SINT
b AP_ParamObjService_Write[6] 0 Decimal SINT
B AP_ParamOhjService_Write[7] 0 Decimal SINT
B AP_ParamObjService_Write[8] 2 Decimal SINT
b AP_ParamObjService_Write[9] 0 Decimal SINT
B AP_ParamObjService_Write[10] 0 Decimal SINT
b AP_ParamObjService_Write[11] 0 Decimal SINT

The element is populated according to the Parameter Object service. In this case, Ox4e36 is 20022dec, which is
the monitoring load supply parameter, of module 1. The data sent is 2, which is Load Supply monitoring active:

9 20022:0 Se[%up monitoring load supply (PL) 24 VDC  yes Load supply monitoring active
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8.1.2

CPX-AP System Reading Parameter Object; Use Case — Read Parameters for use in HMI

The Parameter set of the CPX-AP-1/A system also follows the Parameter Object of the CIP Common spec. The
user can get any pertinent information about the parameter set by querying the parameter object.

The Parameter Object Class is OxOF. The table below has the various attributes per the specification, not all are
supported by the CPX-AP at initial release. Any parameter attribute 100 or more is vendor specific.

Object Class = 0xOF

Ac-
cess

Attrib-
ute

Name

Class Attributes, Instance = 0

1 Get Revision

2 Get Max instances

3 Get Num instances

6 Get Max Class Attribute

7 Get Max Instance Attribute

8 Get Descriptor

9 Get Configuration Assembly

10 Get/Set Nauve Language Selec-
tion

Instances

1..x

Instance Attributes

1 Get/Set Parameter Value

Application Note — CPX-AP-1/A with EtherNet/IP; Rockwell Systems and Others — 1.40

Type

UINT

UINT

UINT

UINT

UINT

WORD

UINT

USINT

Specified
by
Datatype
Attribute 5

Description Value

Revision of the object 1

Max instances of the CIP ob- depgnd on
configuration

Ject of AP system

depend on
configuration
of AP system

Num instances of the CIP ob-
ject currently created

10
24

Descriptor for Parameter Ob-
ject

Bit coded

0 - Support Parameter In-
stances

1 - Support Full Attributes

0x3

0 - English

1=French
2=Spanish

3=ltalian

4=German
5=Japanese
6=Portuguese
7=Mandarin Chinese

Instance 1..x
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2

10

11

12

13

14

15

16

17

18

19

20

21

Get/Set Link Path Size

Get/Set Link Path

Get

Get

Get

Get

Get

Get

Get

Get

Get

Get

Get

Get

Get

Get

Get

Get

Get

Get
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Descriptor

Datatype

Datasize

Parameter Name String

Units string

Help string

Minimum Value

Maximum Value

Default Value

Scaling Multiplier
Scaling Divisor
Scaling Base
Scaling Offset
Multiplier Link
Divisor Link
Base Link

Offset Link

Decimal Precision
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USINT

EPATH

WORD

USINT or
ARRAY of
USINT

USINT

SHORT_S
TRING

SHORT_S
TRING

SHORT_S
TRING

Specified
by

Datatype
Attribute 5

Specified
by

Datatype
Attribute 5

Specified
by

Datatype
Attribute 5

UINT
UINT
UINT
INT

UINT
UINT
UINT
UINT

USINT

Always zero (no link path
available)

Currently no link path support
available

Descriptor of Parameter In-
stance

Datatype definition of this in-

stance

Max 16 chars

Max 4 chars

Max 64 chars

Minimum value of parameter
instance. For string types this
represents minimal length.

Maximum value of parameter
instance. For string types this
represents maximal length.
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International Parameter STRINGI

22 Get Name

Intgrnatlonal Engineering STRINGI
Units

23 Get
24 Get International Help String  STRINGI
100 Get Module Number UINT
101 Get AP Parameter ID UDINT

102 Get AP Parameter Instance UINT

With the Parameter Object it is possible to read all parameters of the CPX-AP system in logic and place the data
in a data-structure, which can be used to display on an HMI, or other visualization. Festo can provide source

code with an AOI to help support this function:

CPX_AP_Read_Param_Objeci_instan
CPX_AP_Read_Param_Ob.. PARAM_AOI| TESTG
d_Param Bits_to_test 22

3 15

Paramatt_1 WSG_Paramatt_IP5_1
Paramti 2 WSG_ParamAtl P52
Paramatt_3 WSG_Paramatt_i
Paramti_4 WSG_ParamAtt_I
Paramatt_5 WSG_Paramatt_i
Paramstt_6 WSG_ParamAtt_I
Paramatt_7 WSG_ParamAtt_IPS_;
Paramtt WSG_ParamAt_PS_8&
Paramat_9 WSG_Paramatt_i
Paramt_10 HSG_ParamAtt

WSG_Paramat

WSG_ParamAtt_IPS
1SG_ParamAtt_IP5_1
MSG_ParamAtt IPS_101 [...
Paramat_102 WSG_Paramatt_IPS_102

WSG_Paramatt IPS_1.DN  MSG_Paramatt IPS_2DN  MSG_Paramatt_PS_3DN  WSG_ParamAtt PS_4DN  MSG_Paramatt IPS_SDN  MSG_Paramatt IPS 6 DN MSG_Paramatt PS_7DN  WSG_Paramatt IPS 8DN  MSG_ParamAtt IPS_9DN  MSG_Paramatt IPS_10.DN

0sR

NSG_ParamAtt IPS_11.0N  WSG_ParamAtt IPS_12DN  MSG_ParamAlt_IPS_100.0N  MSG_ParamAti_IPS_101.DN  MSG_ParamAti_PS_102.DN
Storage Bit ONS_01
Output Bt ONS_02 | (S8
0B
E a
OoNg_02 U8 [ cop cop

Source A PARAM_AO| TESTE.i Source DEST_PARAM_IPS Param_Value[0] Source DEST_PARAM_PS. Link_Path_Size[0] Source DEST_PARAM_IPS Link_Path(0]
-« Dest DEST_PARAN_IPS Param_ValuePARAN_index] Dest DEST_PARAM_IPS Link_Path_Size[PARAN _Index] Dest DEST_PARAM_IPS Link_Path[PARAM_Index]
Source B 1 Length 1 Length 1 Length 1

Dest PARAM_Index

0

Example of source code and AOI. When executed, the data-structure can be populated as follows. The AOI
simply needs the number of parameters in the system, found from the web server - last module.

Message Configuration - MSG_Paramétt_IP5_1 X
Configuration  Communication Tag

Message Type: CIP Generic v

Service | gat Attribute Single i
Type:

= Class: El H&9 pestination IPS.Param_value[d]
vetcei[3 | Atbute: [0 ] (reg PR =—

> Enable 3 Enable Waiting O Start 3 Done Done Length: D
(3 Ermor Code Extended Emor Code: [ Timed Qut 4
Emor Path: CPX_AP_I_EP

Emor Text

Cancel Apply Help

Each MSG instruction needs to point to byte [0] of the data-structure, parameter name. Class, Instance, Attrib-
ute can be left 0, the AOI will populate these as required.
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The data-structure can be copied from a template provided with the AOI. Simply create an array size for the QTY
of parameters + 1. In this case, there were 15 parameters. Do not expand the variables called “buffer”.

Name: UDT_CPX_AP_ParamObjectinstanData MName: UDT_CPX_AP_ParamObjectinstanData_IP3

Description: Description:

Members: Membgs I/\\,
Name Data Type Description MName Data Type Description
Param_Value DINT payload of.. Param_Value DINT[16] payload of param value
Link_Path_Size SINT Link Path_Size SINTL18]

Link_Path SINT Link_Path SINTL16]
Descriptor INT descriptor... Descriptor INT[18] descriptor of param instance
P Dat: SINT[16!
Param_Datatype SINT eram Datatype I
. Param_Datasize SINT[16]
Param_Datasize SINT
b Param_Name STRIMG_16[16]
» Param_Mame STRIMNG_16
P Eng_Units STRING_8[18]
¥ Eng_Units STRING_8
b Help STRING[16]
» Help STRING
Min_Value_Param_Instan DIMT[18]
Min_Value_Param_|nstan DINT
Max_Value_Param_|nstan DINT[16]
Max_Value_Param_|nst DINT
Sl DR ED Default_Value_Param_Instan DINT[16]
Default_Value_Param_lnstan DINT Module Number INT[16]
Module_Number INT AP_Param_ID DINT[16]
AP_Param _ID DINT AP_Param_Instan INT[16]
AP_Param_|nstan INT Param_Name_Buffer SINT[17]
Param_Mame_Buffer SINT[17] Param_Units_Buffer SINT[5]
Param_Units_Buffer SINT[5] Param_Help_Buffer SINT[65]
Param_Help_Buffer SINT[65 Add Member.

The results are shown below for interesting parameters of the CPX-AP system. Array[1] through[15] are the data
of the parameters in order 1 — 15. Array[0] is a temporary storage, and not to be used by the user.

Name =g|« Value + Force M* Style Data Type
4 DEST_PARAM_IP5 {..} fud UDT_CPX_AP_ParamObjectinstanData_IP3
4 DEST_PARAM_IP5.Param_Value i} {..} Decimal DINT[16]
P DEST_PARAM_IP5.Param_Value[0] 0 Decimal DINT
b DEST_PARAM_IP5.Param_Value[1] 16#0000_0000 Hex DINT
b DEST_PARAM IP5.Param_Value[2] 1620201_aBc0 Hex DINT
b DEST_PARAM_IP5.Param_Value[3] 16=00fF_ffff Hex DINT
b DEST_PARAM_IP5.Param_Value[4] 16#1e01_a8c0 Hex DINT
b DEST_PARAM_IP5.Param_Value[5] 16#0501_aBc0 Hex DINT
b DEST_PARAM_IP5.Param_Value[6] 16=D0fF_ffff Hex DINT
b DEST_PARAM _IP5.Param_Value[7] 16#1e01_aBc0 Hex DINT
b DEST_PARAM IP5.Param_Value[8] 16#36f0_0e00 Hex DINT
b DEST_PARAM_IP5.Param_Value[3] 0 Decimal DINT
P DEST_PARAM_IP5.Param_Value[10] 1 Decimal DINT
b DEST_PARAM_IP5.Param_Value[11] 1 Decimal DINT
b DEST_PARAM_IP5.Param_Value[12] 0 Decimal DIMNT
B DEST_PARAM_IP5.Param_Value[13] 1 Decimal DINT
P DEST_PARAM_IP3.Param_Value[14] 0 Decimal DINT
b DEST_PARAM_IP5.Param_Value[15] 1 Decimal DINT
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Name =5|~ Value + Force Me Style Data Type
4 DEST_PARAM_IP5.Param_Mame {-} {..} STRING_16[16]
b DEST_PARAM_IP5.Param_Name[0] ‘ut Debounce TS00500500" .} STRING_16
b DEST_PARAM_IPS5.Param_Name[1] 'DHCP enableS00S00500500500" .} STRING_16
b DEST_PARAM_IP5.Param_Mame[2] 'IP addresseS00800300500500" {..} STRING_16
b DEST_PARAM_IP5.Param_Mame[3] 'Subnet maskS00500S00500500" {..k STRING_16
b DEST_PARAM_IPS.Param_Mame[4] 'GatewaymaskS00S00500500500' ..} STRING_16
b DEST_PARAM_IP5.Param_Mame[5] 'Active IP addres' {} STRING_16
b DEST_PARAM_IP3.Param_Mame[B] ‘Active subnet ma' {..} STRING_18
B DEST_PARAM_IP5.Param_Mame[7] ‘Active gateway a' {..} STRING_18
b DEST_PARAM_IP5.Param_MName[8] 'MAC addressway a' {.} STRING_16
P DEST_PARAM_IP5.Param_Name[9] 'Setup menitoring’ {.} STRING_16
b DEST_PARAM_IP5.Param_MName[10] 'Input Debounce T' {.} STRING_16
b DEST_PARAM_IP5.Param_Mame[11] ‘Setup monitoring’ {w} STRING_16
B DEST_PARAM_IP5.Param_Mame[12] ‘Behaviour in fai' {} STRING_16
b DEST_PARAM_IP5.Param_Mame[13] 'Setup menitoring!' {w} STRING_16
b DEST_PARAM_IP3.Param_Mame[14] ‘Behaviour in fai' {..} STRING_18
B DEST_PARAM_IP5.Param_Mame[15] 'Input Debounce T' {..} STRING_18
Name =5|~ Value # Force M® Style Data Type
4 DEST_PARAM_IP5.Help {-} -} STRING[16]
b DEST_PARAM_IP5.Help[0] ‘ut debounce time of correspending input.y (PL) 24 V DC, This S0050050.., fona STRING
b DEST_PARAM_IP5.Help[1] "Activate DHCPS00S00500500800500500800800500500800500S005008005... -} STRING
b DEST_PARAM_IP5.Help[2] 'IP addressHCPS00$005005005005005005005005005005005005005005005... -} STRING
b DEST_PARAM_IP3.Help[3] *Subnet maskCP300S00S00800$00$00S00S00500500500800500500500500. . {-} STRING
b DEST_PARAM_IP5.Help[4] 'Gateway address500500500500500500500800500500500500500500500500... 1=} STRING
b DEST_PARAM_IP5.Help[5] *Active [P addressS00S005005005005005$0050050050050050050050050050... -} STRING
b DEST_PARAM_IP5.Help[6] ‘Active subnet mask$00S00S00S00S00S00800500500500800500500500500. . {-} STRING
b DEST_PARAM_IP5.Help[7] "Active gateway addressS00300800500500500500500300800500500800500... 1=} STRING
b DEST_PARAM_IP5.Help[8] "MAC addressway address$00800$00$005005005005008008008005005005... -} STRING
b DEST_PARAM_IP5.Help([8] 'Setup behaviour of menitoring of load supply (PL) 24 V DC. This S00500... {..] STRING
b DEST_PARAM_IPS.Help[10] 'Input debounce time of corresponding input.y (PL) 24 V DC, This S0080.., {ud STRING
b DEST_PARAM_IP5.Help[11] 'Setup behaviour of monitoring of load supply (PL) 24 V DC. This S00500... {..} STRING
b DEST_PARAM_IP5.Help[12] 'Qutput behaviour in case of failuread supply (PL) 24 V DC. This S005005... {..] STRING
b DEST_PARAM_IPS.Help[13] 'Setup behaviour of menitoring of load supply (PL) 24 V DC, This $00500... {ud STRING
b DEST_PARAM_IP5.Help[14] 'Qutput behaviour in case of failuread supply (PL) 24 V DC. This S00800... {.} STRING
b DEST_PARAM_IP5.Help[15] ‘Input debounce time of corresponding input.y (PL) 24 V DC. This 50050... {1 STRING
Name =8|« Value # Force M Style Data Type
4 DEST_PARAM_IP5.Module_Number {-} {..} Decimal INT[16]
b DEST_PARAM_IP3.Module_Number[0] 4 Decimal INT
DEST_PARAM_IP5.Module Number[1] 1 Decimal INT
DEST_PARAM_IP5.Module_Number[2] 1 Decimal INT

4

-3

b DEST_PARAM_IP5.Module_Number[3]

b DEST_PARAM_IP5.Module_MNumber[4]

b DEST_PARAM_IP5.Module Number[5]

b DEST_PARAM_IP3.Module_ Mumber[6] Decimal INT
b DEST_PARAM_IP3.Module_ Mumber[T] Decimal INT
b DEST_PARAM_IP5.Module_Number[8] 1 Decimal INT
4
4
-3
b
4
4
-3

Decimal INT
Decimal INT
Decimal INT

DEST_PARAM_IP5.Module_Number[9] Decimal INT
DEST_PARAM_IP5.Module Number[10] Decimal INT
DEST_PARAM_IP5.Module_Number[11] Decimal INT
DEST_PARAM_IP5.Module_Number[12] Decimal INT
DEST_PARAM_IP5.Module_Mumber[13]
DEST_PARAM_IP5.Module Number[14]
DEST_PARAM_IP5.Module_Mumber[13]

Decimal INT
Decimal INT
Decimal INT

Bowowoo R o o

Name =g|~ Value + Force M Style Data Type
4 DEST_PARAM_IP5.AP_Param_ID | .1 {..} Decimal DINT[16]
b DEST_PARAM_IP3.AP_Param_ID[0] 20014 Decimal DINT
b DEST_PARAM_IP3.AP_Param_ID[1] 12000 Decimal DINT
b DEST_PARAM_IP3.AP_Param_ID[2] 12001 Decimal DINT
b DEST_PARAM_IP5.AP_Param_ID[3] 12002 Decimal DINT
b DEST_PARAM_IPS.AP_Param_|D[4] 12003 Decimal DINT
b DEST_PARAM_IP3.AP_Param_ID[3] 12004 Decimal DINT
b DEST_PARAM_IP3.AP_Param_|D[] 12003 Decimal DINT
b DEST_PARAM_IP3.AP_Param_ID[T7] 12006 Decimal DINT
b DEST_PARAM_IP5.AP_Param_|D[8] 12007 Decimal DINT
b DEST_PARAM_IPS.AP_Param_|D[8] 20022 Decimal DINT
b DEST_PARAM_IPS.AP_Param_ID[10] 20014 Decimal DINT
b DEST_PARAM_IP3.AP_Param_ID[11] 20022 Decimal DINT
b DEST_PARAM_IP3.AP_Param_ID[12] 20052 Decimal DINT
b DEST_PARAM_IP5.AP_Param_|D[13] 20022 Decimal DINT
b DEST_PARAM_IPS.AP_Param_ID[14] 20052 Decimal DINT
b DEST_PARAM_IPS.AP_Param_ID[15] 20014 Decimal DINT

Application Note — CPX-AP-1/A with EtherNet/IP; Rockwell Systems and Others — 1.40 Page 45 of 79



Handling Parameters with the CPX-AP System via the Parameter Object

8.1.3 CPX-AP System Stored Parameters

The Parameter set of the CPX-AP system can also store its parameters. First set all desired parameters. You can
then store them by going to the Configuration->Stored Parameter option.

Your first time before storing, your options will be as follows.
e Default is to store current values.

e You can use this page to restore all values to their default.
e Ifyou have a file from the same or a previous system with an EXACT configuration, you can also upload

the values from that file.

AP-I-EP AP EtherNet/IP « Modbus TCP ~ Configuration ~ System ~

Stored Parameter

Action @ O Restore default parameter values
® Siore current parameler values

O Upload stored values from file

Stored parameter values file |

After submitting the values, they are stored in the CPX-AP
EtherNet adapter. There are now additional options.

e Delete stored values

Hint: The Info Button has detailed information on
the actions within Stored Parameters

e Download Stored Values

AP-I-EP AP EtherNetIP ~  Modbus TCP v  Configuration v System +

Stored Parameter

Used Memory
Action © O Restore default parameter values (delete stored
values, too)

® Store/Update current parameter values
O Delete stored values
© Download stored values

O Upload stored values from file

Stored parameter values file

Stored Parameter Actions oP -
Store/Update current parameter values

- This will store the latest parameter

set to the EtherNetIP module NV

memory. These parameters will be

persistent in the module, unless it is
overwritten by the PLC. This action

must be done each time parameters

are changed and need to be stored.

Restore default parameters values

(delete stored values too) will reset the
parameters in the EtherNet/IP module

to default, out-of-box condition. B ]

Delete stored values will delete stored
parameters from NV memaory in the
EtherNet/IF node, but retain the
settings in the web server and
EtherNet/IP adapter. They will not
recover on next power cycle.

Download stored values will save the e
parameter file to a 000NV file in the

PC Downloads folder. This file name

can be changed, and, reused for a

backup or another identical system

Upload stored valve from file will
restore parameters from a previously
generated file
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9 10-Link and ISDUs with the CPX-AP System via the 10-Link Object

[0-Link is a point to point protocol commonly used for industrial devices that require bi-direction data exchange
with up to 32 bytes of process data, also referred to as I/0 data or Implicit data in EtherNet/IP . 10-Link also al-
lows for exchange of configuration data via indexes and sub-indexes. This is referred to as service data, and can
be accessed programmatically via an explicit message in EtherNet/IP. ISDU (Index service data unit) information
can be found in the user manual of any 10-Link device.

- Information

I “ISDU-Access” (Index Service Data Unit Access) is the mechanism used for accessing data objects in
all 10-Link devices. Each parameter has an index. Some may have sub-indexes in addition.

Information

Festo provides (May 2021) a convenient, easy to use software tool to configure the 10-Link master
called, “Festo 10-Link Tool”. This uses the I0ODD file of any device to be parameterized on a PC, and
for storage of the data on the master. It is not a necessity to programmatically access an ISDU, but it
is possible via the user program. This chapter describes how to do this within Logix.

The 10-Link Service parameter Object - 10B hex , is an ODVA object for integrating 10-Link into the Common
Industrial Protocol (CIP), which is the basis for EtherNet/IP. CIP mechanisms are used as much as possible to
exchange data with an 10-Link device. So for example, if the identity of a device is desired, the CIP identity ob-
jectis used to access it from an 10-Link device. To access an ISDU, the |0-Link object was created, and released
in November 2019. This is EtherNet/IP CIP IO-Link, Volume 7C.

The parameters are device specific, and may be defined as both read / write. The user shall use a MSG instruc-
tion to access these parameters in the Rockwell Logix environment. It is recommended to only access one index
at a time.

9.1.1 CPX-AP 10-Link Module Basic Set-Up
There is a basic set-up required for the CPX-AP EtherNet/IP system required for 10-Link.

5 CPX-AP-1-410L-M12 8201 0.26.5 0x00001800 3STPNOZXSQD
Parameter
Object
(OXOF) AP
Instance Id/instance Parameter Startup Value
68 20022:0 Setup maonitoring load supply (PL) 24 v DC yes

Load supply monitoring active, diagnosis suppressed in case of switch-off v

69 20049:0 Nominal Cycle Time (Port 0) yes

as fast as possible v
70 20049:1 Nominal Cycle Time (Port 1) yes as fast as possible v
7 20049:2 Nominal Cycle Time (Port 2) yes as fast as possible v
72 20049:3 Nominal Cycle Time (Port 3) yes as fast as possible v
73 20050:0 Enable diagnosis of |0-Link device lost (Port 0)  yes v
74 200501 Enable diagnosis of |O-Link device lost (Port 1)  yes v
75 20050:2 Enable diagnosis of |0-Link device lost (Port 2)  yes r
76 200503 Enable diagnosis of |O-Link device lost (Port 3) yes rd
77 20071:0 Port Mode (Port 0) yes DEACTIVATED l
78 20071:1 Port Mode (Port 1) yes I0L_AUTOSTART v
79 20071:2 Fort IMode (Port 2) yes DEACTIVATED v
80 20071:3 Port Mode (Port 3) yes DEACTIVATED v
81 200720 validation & Backup (Port 0) yes No Device chack v
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82
83
84
85
86
a7
86
89
90
91
92

93
54
95
96
97
98
99
100
1M
102
103
104
109
106
107
108
109

110

112
13
114
115
16
17
118
119
120
121
122
123

124

Page 48 of 79

200721

200722

200723

200730

200731

200732

200733

20080:0

200801

20080:2

20080:3

200740

200741

20074:2

20074:3

20075:0

200751

20075:2

200753

200760

20076:1

20076:2

20076:3

200770

200771

20077:2

200773

200780

200781

20078:2

20078:3

20079:0

20079:1

20079:2

20079:3

20108:0

201081

20108:2

20108:3

20109:0

201091

20109:2

20109:3

20090:0

Validation & Backup (Port 1)

Validation & Backup (Port 2)

Validation & Backup (Port 3)

Nominal Vendor ID (Port 0)

Nominal Vendor ID (Port 1)

Nominal Vendor ID (Port 2)

Nominal Vendor ID (Port 3)

DevicelD (Port 0)

DevicelD (Port 1)

DevicelD (Port 2)

DevicelD (Port 3)

Port status information (Port 0)
Port status information (Port 1)
Port status information (Port 2)
Port status information (Port 3)
Revision ID (Port 0)

Revision ID (Port 1)

Revision ID (Port 2)

Revision ID (Port 3)

Port transmission rate (Port 0)
Port transmission rate (Port 1)
Port transmission rate (Port 2)

Port transmission rate (Port 3)
Actual cycle time in 100 us (Port 0)
Actual cycle time in 100 us (Port 1)
Actual cycle time in 100 us (Port 2)
Actual cycle time in 100 us (Port 3)
Actual VendorlD (Port 0)

Actual VendorlD (Port 1)

Actual VendorlD (Port 2)

Actual VendorlD (Port 3)

Actual DevicelD (Port 0)

Actual DevicelD (Port 1)

Actual DevicelD (Port 2)

Actual DevicelD (Port 3)
InputDatalLength (Port 0)
InputDatalength (Port 1)
InputDataLength (Port 2)
InputDatalength (Port 3)
OQutputDataLength (Port 0)
OutputDatal ength (Port 1)
QuiputDataLength (Port 2)
OutputDatalength (Port 3)

Variant selection
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yes

yes

yes

Type compatible Device V1.1, Backup + Restore

No Device check

No Device check

DEACTIVATED
OPERATE
DEACTIVATED
DEACTIVATED

o]

17

0

0
NOT_DETECTED
com2
NOT_DETECTED
NOT_DETECTED
0

72

330248

CPX-AP-1-410L-M12 Variant 8
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9.1.2 CPX-AP 10-Link Module Process Data

The Process Data will automatically be mapped to the device. Data will not be converted or parsed, which might
be necessary depending on the 10-Link device. Integers will likely need to be byte-swapped.

MName =g| = Value + Force Mask + Style Data Type Class Description

ap_i_ep_outputs.med3_ch4g 0 Decimal BOOL Standard ap_i_ep Outputs VAEM-L1-5-24-AP - Channel 46
ap_i_ep_outputs.mod3_chd? 0 Decimal BOOL Standard ap_i_ep Outputs VAEM-L1-5-24-AP - Channel 47
b ap_i_ep_outputs.modf_ch0 {1 {...} Decimal SINT[8] Standard ap_i_ep Outputs CPX-AP-1-410L-M12 - Channel O
4 ap_i_ep_outputs.mod6_chil {1 {...} Decimal SINT[8] Standard ap_i_ep Outputs CPX-AP-I-4I0L-M12 - Channel 1
4 ap_i_ep_outputs.modB_ch1[0] 33 Drecimal SINT Standard ap_i_ep Outputs CPX-AP-I-4I0L-M12 - Channel 1
ap_i_ep_outputs.modf_ch1[0]1.0 1 Decimal BOOL Standard ap_i_ep Outputs CPX-AP-I-4I0L-M12 - Channel 1
ap_i_ep_outputs.modf_ch1[0].1 0 Decimal BOOL Standard ap_i_ep Outputs CPX-AP-1-4I0L-M12 - Channel 1
ap_i_ep_cutputs.modb_ch1[0].2 0 Decimal BOOL Standard ap_i_ep Outputs CPX-APR-I-4I0L-M12 - Channel 1
ap_i_ep_cutputs.mod6é_ch1[0].2 0 Decimal BOOL Standard ap_i_ep Outputs CPX-APR-I-4I0L-M12 - Channel 1
ap_i_ep_outputs.modé_ch1[0].4 0 Decimal BOOL Standard ap_i_ep Outputs CPX-APR-I-4I0L-M12 - Channel 1
ap_i_ep_outputs.modf_ch1[0].5 1 Decimal BOOL Standard ap_i_ep Outputs CPX-AP-I-4I0L-M12 - Channel 1
ap_i_ep_cutputs.modf_ch1[0].6 0 Decimal BOOL Standard ap_i_ep Outputs CPX-AP-I-4I0L-M12 - Channel 1
ap_i_ep_outputs.modf_ch1[0].7 0 Decimal BOOL Standard ap_i_ep Outputs CPX-AP-I-4I0L-M12 - Channel 1

b ap_i_ep_outputs.modf_ch1[1] 36 Decimal SINT Standard ap_i_ep Outputs CPX-AP-I-4I0L-M12 - Channel 1

9.1.3 CPX-AP ISDU Access with Explicit Message for Parameterizing

The following sections will describe how to read / write to 10-Link parameters using several CIP objects. Retriev-
ing identity is done by routing messages to the device using the Identity Object Class code: 0x01. To exchange
parameter data, we will use the new 10-Link Device Service Parameter Object Class Code: 0x10B. The basis of
this messaging is the new definition of the CIP to 10-Link Translation Routing for Explicit messaging.

The follow image shows an example:

CIP to IO-Link Translation Routing

When communicating with an IO-Link device through a translator, an additional network hop
shall be present in the connection path (EPATH) which shall be supported by the translation
function. This additional hop is specified using a Port Segment that contains the translation
device’s IO-Link Port number and a one byte link address specifying the channel associated
with the IO-Link device connected to the IO-Link translator device. Note that IO-Link channel
numbers may start with 0 or 1.

The following diagram shows a network with an IO-Link device connected to a I0-Link
gateway.

Figure 10-4.1 CIP to IO-Link Translation Routing Examples

CIP Originator

Port #2 (Etl:aemet)

d CIP
E messages
CIP
messages IO-Link Translator %, [
(IP Address=10.10.10.12) [ 10-Link
Port #3 (I0-Link) —  messages IO-Link

Device
(Channel =0)

The connection path for a message destined to the IO-Link device is (blue dotted line): [2.
“10.10.10.127, 3, 0]: where “2” is the port number for the EtherNet/IP port on the originator.,
“10.10.10.12” is the IP address of the IO-Link translator device, “3” is a IO-Link port for the
gateway, and “0” is the channel number of the IO-Link device that is the target of the message.
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In this example, the 3 is required behind the IP address since 3 has been assigned as the 10-Link port in the
ODVA spec. For the CPX-AP system, the 10-Link channels start counting with 1. Therefore, the first channel of
the lowest 10-Link master is 1. If there are 2 |0-Link masters in a CPX-AP system, the lowest slot numbered I0L

master has channels 1 to 4, the next has channels 5 to 8.

Message Configuration - M5G_Read_|OL_ISDU_CONY

Configuration Communication  Tag

*

Communication Method

Cancel Apply

In this Logix example to the left:

@ Fath: m Browse.. - The “,3” after the device name
. CPX_ap_iep.3.2 (or IP address) is for routing the
roadcast:

message to [0-Link.

Help

CIP DH+ A E .
e - The *,2” is for the 2™ channel of
CIP With - = S
Source 1D - = = the I0L master.
[Jconnected Cache Connections Large Connection
) Enable 2 Enable Watting 3 Start ® Done Done Length: 4
2 Emor Code: Extended Emor Code: [ Timed Out 4=
Emor Path: CPX_ap_i_ep, 3, 2
Ermor Text:

In addition to a new Object Class for 10-Link, this class comes with specific services to be used:

Object-specific Services

The TIO-Link Service Parameter Object provides the following Object-specific Services.

Table 5-3.2 I0-Link Service Parameter Object Instance Object-specific Services

Service Need in Service Name Description of Service
Code Implementation
Class Instance

0x4B N/A Required | Raw_Get_Single Get the attribute in the IO-Link Device
using I0O-Link types.

0x4C N/A Required | Raw_Set Simgle Set the attribute in the IO-Link Device
using IO-Link types.

0x4D N/A Required | Raw_Get_All Get all attributes at a given Index in the
IO-Link Device using I0-Link types.

0x4E N/A Required | Raw_Set All Set all attributes at a given Index in I0-
Link Device using 10-Link types.

0x4F N/A Required | Get_Attribute_Single Conversion | Get an Attribute (Index / Subindex) of
IO-Link Device with parameters to
convert IO-Link Data types to CIP Data
Types.

0x50 N/A Required | Set_Attribute_Single Conversion | Set an Attribute (Index / Subindex) of
IO-Link Device with parameters to
convert CIP Data Types to I0-Link
Data types.

0x51 N/A Required | Get Attributes All Conversions | Get all Attributes (Index) of IO-Link
Device with parameters to convert 10-
Link Data types to CIP Data Types.

0x52 N/A Required | Set_Attributes_All Conversions Set all Attributes (Index) of TO-Link
Device with parameters to convert CIP
Data Types to IO-Link Data types
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It is recommended to use the services with conversions, so the data from the device does not require further ma-
nipulation. All examples will use conversion. See tables for accessing ISDU parameters.

Parameter Value Description

Message Type | CIP Generic CIP-specific message

Service Type OXLF Get_Attribute_Single_Conversion (0x4F)

Custom 0x51 Get_Attribute_All_Conversions (0x51)

Class 0x10B |0-Link Device Service Parameter Object Class Code: 0x10B
Instance XXX The device ISDU Index of parameter to be read

Attribute yyy The device ISDU sub-index of parameter to be read

Source Length |1 byte Match source element Tag Name datatype

Source Element

Conversion type
value from table

The value depends on the data being read. Example:

ment

Icc;?LilnifsogllA Ifit is a 16 bit value, then the source element data is 15 decimal as per
P the table C-3.1. The Destination Element should be large enough for a
UINT
Destination Ele- |Tag Large enough for the value being read

e Table: Service codes to Read ISDU from |0-Link Device

Parameter Value Description

Message Type | CIP Generic CIP-specific message

Service Type 0X50 Set_Attribute_Single_Conversion (0x50)

Custom 0x52 Set_Attribute_All_Conversions (0x52)

Class 0x10B |0-Link Device Service Parameter Object Class Code: 0x10B
Instance XXX The device ISDU Index of parameter to write to

Attribute yyy The device ISDU sub-index of parameter to write to

Source Length |n n = 2 bytes (fixed at UINT) for Length of Conversion Type +

array of USINT (almost always 1 byte) for Conversion Type +
Data (depends on parameter, must match CIP Type of conversion)

Source Element

Tag of SINT[n]
User defined, +

Conversion type
value from table

Data - Order of user defined data-type:

Byte 0, LSB of UINT for length Must be 1 or greater, typ =1

Byte 1, MSB of UINT for length Usually 0

ment

C-3.10f ODVA Byte 2 (+if nec.), Conversion type See table C-3.1 below
10-Link spec
Byte 3 + Data for device parameter
Destination Ele- | Tag of SINT Satisfy Destination Element

e Table: Service codes to Write ISDU to I0-Link Device
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The following table includes the conversion codes for the 10-Link Object.

Table C-3.1 IO-Link/CTP Tvpe Mapping

IO-Link Tvpe Conversion Type value (hex)— USINT(s) CIP Tvpe
BooleanT 0 (00) BOOL
UlntegerT (2 bits) 1(01) USINT
UlntegerT (8 bits) 7(07) USINT
UlntegerT (9 bits) 8 (08) UINT
UlntegerT (10 bits) 0 (09 UINT
UlntegerT (16 bits) 15 (0F) UINT
UlntegerT (17 bits) 16 (10) UDINT
UlntegerT (18 bits) 17 (11) UDINT
UlntegerT (32 bits) 31(1F) UDINT
UlntegerT (33 bits) 32200 ULINT
UlntegerT (34 bits) 3321 ULINT
UlntegerT (64 bits) 63 (3F) ULINT
IntegerT (2 bits) 64 (40) SINT
IntegerT (8 bits) 70 (46) SINT
IntegerT (9 bits) 71(47) INT
IntegerT (10 bits) 72 (48) INT
IntegerT (16 bifs) 78 (4E) INT
IntegerT (17 bits) 79 (4F) DINT
IntegerT (18 bits) 80 (500 DINT
IntegerT (32 bits) 04 (5E) DINT
IntegerT (33 bits) 95 (5F) LINT
IntegerT (34 bits) 06 (60 LINT
IntegerT (64 bits) 126 (7E) LINT
Float32T 127 (TF) REAL
TimeT 128 (80) STIME

See C-2.1

TimeSpanT 129 (81) ULINT
StringT (UUS-ASCTI) 130 (82) followed by the length (1 byte) SHORT STRING (length as specified)
OctetStringT (US-ASCIT) | 131 (383) SHORT_STRING (232 bytes long)

Cont...
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I0-Link Type Conversion Type value (hex)- USINT(s) CIP Type

StringT (UTF-8) 132 (84) followed by the length (1 byte) Array of USINT

ArrayT 133 (85) followed by an IO-Link Type (1 Array of CIP Type associated with IO-
byte). followed by the number of elements (2 | Link Type
bytes)

Pad - 1 bit 134 (86) none

Pad - 2 bits 135 (87) none

Pad — 8 bits 141 (8D) none

Any other type 142 (8E) followed by the number of bytes in | Array of USINT
the type (1 byte)

none 143 (8F) Pad — 8 bits

none 144 (90) Pad — 16 bits

none 145 (91) Pad — 32 bits

none 146-255 (92 — FF) — Reserved for future use | none

9.1.3.1

CPX-AP ISDU Access — MSG Instruction Read Data Example with Explicit Message

The following example uses a Balluff Smart Light BNI IOL-802-102-2037. In this example, we will read the
Brightness settings of the Smart Light, ISDU 0x51, found in their user manual.

ISDU Object name Length Range Default Value
Index | Sub-
index
43hex 0 Resolution 1 Byte 0...4 4
49hex 0 "e”‘;fi't";‘_‘:’zde 2 Byte Onex...FFFFhex 80
Level mode
4 Ahex 0 limit 2-3 2 Byte Ohex. .- FFFFhex 60
Level mode
4Bhex 0 limit 3-4 2 Byte Ohex...FFFFhex 40
Level mode
4Chex 0 limit 4-5 2 Byte Ohex...FFFFhex 20
50hex 1?2 Supply monitoring™ 1 Byte - -
51hex 1?3 Brightness 3 Byte Ohex... 7TF7TF7Fhex TF7F7Fhex
8| S4hex 0 Serial Number Set™*** 16 Byte - 16X00nhex
©
(=] 0 Operating Hours
= 57hex 1-3 Counter™** 12 Byte - -
)
O Boot Cycle _ }
g 58hex 0 Counter*** 4 Byte
= 0 Device
© - -
o S9hex 1-5 Temperature*™ 5 Byte
Alhex 1?5 LEDO1 settings*** 5 Byte Ohex...FFFFFFFFFFhex | FFOOOOFFO1hex

The device is plugged into the 2" channel of the CPX-AP-I-410L-M12. The settings are as above in section 8.1.1
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The MSG instruction is set as follows:

Ermror Text:

Message Configuration - MSG_Read_IOL_ISDU_CONY X
Corfiguration  Communication Tag
Message Type: CIP Generic ~
SEMVICE | mgtnm w Source Element: IOL_COMNV_TYPE e
Type:
Source Length: 1 2 (Bytes)
Service .
Code: (Hex) Class: (Hex)  pestination 10L_ISDU_Value_DIN ..

Instance: Attribute: EI (Hex) Element: e

2 Enable Enable Waiting 3 Start % Done Done Length: 4
3 Emor Code: Extended Emor Code: [] Timed Out
Emor Path: CPX_ap_i_ep. 3, 2

Corcat | [RGB [

e Message Type : CIP Generic
e Service code : Ox4F from 10-Link Service Parameter table for Get Attribute Single with Conversion
e C(lass : 0x10B for 10-Link CIP Object
e Instance : 81 dec (0x51) from the Balluff manual for Brightness setting ISDU index
e Attribute : 0x00 for no ISDU sub-index
e Source Length : 1 byte
e Source Element is Tag Name created : IOL_CONV_TYPE as SINT
> 10L_conv_TvPE | 23 Decimal SINT
o The datais 23 (dec), which is from the 10-Link / CIP Type Mapping table, and used if you have
24 bits to convert. This converts the 10-Link datatype UlntegerT to UDINT in CIP.
e Destination Element is Tag Name created : IOL_ISDU_Value_DINT as DINT
b 10L_ISDU_Value_DINT |:| 15#00?f_.?ﬁf| Hex DINT
o The destination size datatype DINT is large enough for the result
Message Configuration - M53G_Read_|OL_ISDU_COMNY *
Configuration Communication  Tag
@ Path: piep 3.2 Browse...
CP¥_ap_i_ep. 3.2
Broadcast:

Communication Method

CIP DH+ A -

CIP With n - =

Source |D - =

[]Connected Cache Connections 4= Large Connection

i) Enable ) Enable Waiting ) Start ® Done Done Length: 4
2 Emor Code: Extended Emor Code: [ Timed Out 4=
Emor Path: CPX_ap_i_ep, 3. 2
Ermor Text:

Cancel Apply Help

The path is the Ethernet module, 3 (for 10-Link Port), 2 (for 2" channel of the IOL module)
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9.1.3.2 CPX-AP ISDU Access — MSG Instruction Write Data Example with Explicit Message

The following example uses a Balluff Smart Light BNI I0L-802-102-Z037. In this example, we will write a new
value of the Brightness setting of the Smart Light, ISDU 0x51, found in their user manual.

The device is plugged into the 2" channel of the CPX-AP-1-410L-M12. The settings are as above in section 8.1.1

The MSG instruction is set as follows:
Message Configuration - MSG_Write_|OL_ISDU_CONV =

Corfiguration = Communication Tag
Message Type: CIP Generic w
Service | custom - Source Element: I0L_ISDU_SourceDa -
Type:
Source Length: 7 2| (Bytes)

Service .
Code: (50 ](ex) Class: HeX)  pestination IOL_CONV_TYPE
Instance: Attribute: EI (Hex) Blement: New Tag

) Enable  (» Enable Waiting ~ ( Start #® Done Done Length: 0
) Emor Code: Extended Emor Code: [ Timed Out
Eror Path: CPX_ap_i_ep. 3,2
Eror Text:
Cancel Aoply Help
e Message Type : CIP Generic
e Service code : 0x50 from 10-Link Service Parameter table for Set Attribute Single with Conversion
e C(Class: 0x10B for 10-Link CIP Object
e Instance : 81 dec (0x51) from the Balluff manual for Brightness setting ISDU index
e Attribute : 0x00 for no ISDU sub-index
e Source Length : 7 bytes
e Source Element is Tag Name created : IOL_ISDU_SourceData as SINT[7]
4 |OL_15DU_SourceData 1.h {..} Decimal SINT[7]
P 10L_15DU_SourceDatal0] 1 Decimal SIMNT
B 1OL_1SDU_SourceData[1] I} Decimal SINT
P 10L_15DU_SourceDatal2] 23 Decimal SIMNT
P 1OL_1SDU_SourceDatal3] 32 Decirmal SINT
B 1OL_1SDU_SourceDatal4] 32 Decimal SINT
P 10L_15DU_SourceDatal3] 32 Decimal SIMNT
P 1OL_1SDU_SourceDatal6] 0 Decirmal SINT

o The data byte[0] is 1, which is 1 value for conversion type

o The data byte[1]is 0, not needed, no additional values

o The data byte [2]is 23 dec, which is from the 10-Link / CIP Type Mapping table, and used if you
have 24 bits to convert. This converts CIP DINT to 10-Link datatype UlntegerT.

o The data bytes[3]to[5] are the 3 new bytes of data (32 dec or 0x20) to replace 7F7F7F in the
device. This will reduce the brightness of the Smart Light.

o The data byte[6]is not used from the DINT

e Destination Element is Tag Name reused : IOL_CONV_TYPE
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Message Configuration - M5G_Write_|OL_ISDU_COMNY >

Corfiguration Communication  Tag

@ Path: |m Browse...
CP¥_ap_iep 3 2
Broadcast:

e The path is the Ethernet module, 3 (for 10-Link Port), 2 (for 2" channel of the IOL module)

9.1.3.3 CPX-AP ISDU Access — MSG Instruction Read Vendor ID Example with Explicit Message

The following example uses a Balluff Smart Light BNI I0L-802-102-2037. In this example, we will read the ven-
dor ID of the device.

There is a virtual Identity Object connected to the virtual network. Therefore the same CIP Identity Object is
used (Object Class Code: 0x01). The values returned are reorganized due to conflict with the 10-Link specifica-
tion. For example, the Vendor ID is different for |0-Link vs. CIP, so a translation function is returned. The seman-
tics are defined in the 10-Link specification for CIP. We will use the example for the I0-Link Vendor ID, which is
attribute 2 (device type defined in CIP common). See chapter 5-2.1.2 in the 10-Link spec of ODVA, Volume 7C.

The device is plugged into the 2" channel of the CPX-AP-1-410L-M12. The settings are as above in section 8.1.1

The MSG instruction is set as follows:

age Control MSG_Read AP_IOL_D ||| -CENI—

DN—
ER—
Message Configuration - MSG_Read_AP_IOL_ID X Message Gonfiguration - MSG_Read AP_IOLID X
i Communication
Corfiguration ' Communication Tag Configuration Tag
MessogeTpe: [P Gerer 5 @ Pah Bowse.
CPX_ap_i_ep.3.2
Service | et Attribute Single ~ Broadcast:
Type:
; T Communication Method
. . Element: -
Instance: Attribute: (Hex) e CIP With
Source ID
[]Connected Cache Connections 4= Large Connection
) Enable 2 Enable Waiting O Start 2 Done Done Length: 0 3 Enable 3 Enable Waiting O Start 3 Done Done Length: 0
O Enor Code Exended Eror Code: [ Timed Out + 3 Eror Code: Extended Error Code [ Timed Out
Error Path: CPX_ap_i_ep, 3.2 Evror Path: CPX_ap_i_ep. 3.2
Eror Text Error Text
Cancel Apply Help Cancel Apply Help

Message Type : Get Attribute Single

Service code : Oxe

Class : 0x1 for CIP Identity Object

Instance : 1 (only 1 instance of the Identity Object)

Attribute : 2 (Device Type shall be the 10-Link Vendor ID according to Vol 7C of the CIP spec)
Source Length / Element: N/A

Destination Element is Tag Name created : IOL_Vendor_ID as DINT

Path is the same as the others. 3=10-Link; 2=the channel

The return from the Balluff device is their Vendor ID for [0-link:

[p 10L_vendorID | 838 Decimal DINT Standard
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9.2 CPX-AP 10-Link Service Parameter Object 0x68 — Replaces 0x10b when Necessary

In some cases, the controller cannot support Translation Routing. For example, IP address, 3, 0, where 3 =10-
Link port, and 1 = channel number. If this routing cannot be supported by the controller, or it is not desirable to
use, then class 0x10b can be replaced with 0x68. When using this class, the Slot/Channel Position must be in
front of the data in the request.

The Slot / Channel number is a decimal value, starting at 1, that represents the 10-Link master in its slot posi-
tion, and the channel of the master. For example, the first channel of the lowest numbered 10-Link master will
be 1. This module will consume channels 1 — 4. The next master will start at 5. Etc.

All examples will use conversion. The same applies to none-conversion Service Types. See tables for accessing
ISDU parameters.

Parameter Value Description

Message Type | CIP Generic CIP-specific message

Service Type OXLF Get_Attribute_Single_Conversion (0x4F)

Custom 0x51 Get_Attribute_All_Conversions (0x51)

Class 0x68 CPX-AP |O-Link Service Parameter Object Class Code: 0x68

Instance XXX The device ISDU Index of parameter to be read

Attribute yyy The device ISDU sub-index of parameter to be read

Source Length |3 byte Data[0...1] Slot/Channel Number 1 - 4 for lowest numbered 10-Link

Master. 5 - 8 for next [0-Link Master. Etc.

Data[2] Match source element Tag Name datatype

Source Element |Conversion type |The value depends on the data being read. Example:
value from table

Ic(fllilnifsoglm Ifitis a 16 bit value, then the source element data is 15 decimal as per
P the table C-3.1. The Destination Element should be large enough for a
UINT
Destination Ele- |Tag Large enough for the value being read

ment

e Table: Service codes to Read ISDU from 10-Link Device with Object Class 0x68
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Parameter Value Description

Message Type | CIP Generic CIP-specific message

Service Type 0X50 Set_Attribute_Single_Conversion (0x50)

Custom 0x52 Set_Attribute_All_Conversions (0x52)

Class 0x68 CPX-AP 10-Link Service Parameter Object Class Code: 0x68

Instance XXX The device ISDU Index of parameter to write to

Attribute yyy The device ISDU sub-index of parameter to write to

Source Length  |n Data[0...1] Slot/Channel Number 1 - 4 for lowest numbered I0-Link

Master. 5 - 8 for next 10-Link Master. Etc.

Data[2...n] = 2 bytes (fixed at UINT) for Length of Conversion Type +
array of USINT (almost always 1 byte) for Conversion Type +
Data (depends on parameter, must match CIP Type of conversion)

Source Element

Tag of SINT[n]
User defined, +

Conversion type
value from table

Data - Order of user defined data-type:

Byte 0...1 for Slot / Channel #

Byte 2, LSB of UINT for length Must be 1 or greater, typ =1

ment

C-3.10f ODVA | Byte 3, MSB of UINT for length Usually 0
10-Link spec
Byte 4 (+if nec.), Conversion type See table C-3.1 below
Byte 5 + Data for device parameter
Destination Ele- | Tag of SINT Satisfy Destination Element

e Table: Service codes to Write ISDU to 10-Link Device with Object Class 0x68

Use the examples in sections 9.1.x for additional guidance.
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10 Festo 10-Link Tool

The Festo I0-Link Tool is a software tool to configure a CPX-AP 10-Link master. It uses the I0DD file of any 10-
Link device to allow it to be parameterized from a PC, and for storage of the settings to be placed in the master.
This tool is available from the Festo website. Be sure to review the user manual that comes with the tool.

10.1.1  Getting Started

e Follow the installation instructions that comes with the 10-Link Tool software.

e Be sure the appropriate CPX-AP IOLM master description file for EtherNet/IP is installed.

e Be sure the IODD files necessary are imported or are already present in the IOL Tool, shown in the cata-
log window.

10.1.2  Sequence of Commissioning

o We will follow a Use Case of when devices are connected to the |0-Link master, the CPX-AP system is
commissioned, and ready to go on-line. There is no PLC on-line, or the PLC does not yet have configura-
tion parameters for the CPX-AP system. There are no stored parameters in the CPX-AP system.

1. Goon-line. Ina new project, select “Search Master”. The module discovery window will appear. A
green bar will show progress identifying all masters.

@ Festo 10-Link Tool - [m] x

File Options View Help Loggedinas Specialist

Catalog Fiter

2. When complete, double click on EtherNet/IP master. The master page will appear. The master will be
shown in the Topoloogy Window.

@ Festo 10-Link Tool - O X
File Options View Help Legged inas Specialist -
(192.168.1.7) CPX-AP-1-EP | Topology Search Master
. 2.16 A | [ = ahemizr
e — - e (192.168.1.7) CPX-AP--EP
oLk L] Settings ok |
Common  Port Config ~ Settings
Wendor
Wendor |Feﬁc
ESTD 10-Link Vendor ID 014D
cas
Product 5
(-7 Master
Product name CPX-AP--EP f‘] 10-Link
Description Festo CPX-AP-| decentralised remate /0 system P
PRI
e 1113 JolEEE,
HIR v
. P 10LM [FestoCPX-AP--EP-202101270LM1.5.ml |
IOLM Revision
FW Revision ] IOLM Device ID
Main Communication Interface
Fieldbus Vendor ID 014D Fieldbus Device 1D
. addtional ID ]
Etheri'et/IP
Fieldbus DD [ |
IP Address 19216817 E MAC Address DO-0E-FD:36:A1 28 |
Tool Communication Interface
Tool Commurication Type [TMG_smiTce |
Connection Reference |152 168.1.7 Unique |dentifier 00:0E:F0:36:A1:2B

Application Note — CPX-AP-I/A with EtherNet/IP; Rockwell Systems and Others — 1.40 Page 59 of 79



Festo 10-Link Tool

3. Go to the Port Config tab. The Port addresses of the IOL master will be represented by the module num-
ber, and port number of the module. Press the Green Arrow to go on-line.

@ Festo 10-Link Tool

File Options  View
(192.168.17) CPXAPIEF |

Common  Port Config ings

Help

Logged in as Specialist -

M Settings ok
Ports
Port Mode Vendor Device o |
oo, 1.4 | 10-Link
G000 2.4 |@ 10-Link
500034 |@ 10-Link
s000.4.4  |@ 10-Link

- O x

T

== EtherNetIP
foenre (192.168.1.7) CPX-AP--EP

cows

7] Master

-0 10-Link

4. Once on-line, a Green Bar will indicate on-line is active. Click on “Check Devices”, and a window will
appear showing the connected devices at each port. Select “Takeover devices into engineering”.

@ Festo 10-Link Tool

- [m] x

File Options  View Help Loggedinas Specialist -

TR E | P
£ (15216317 cpx-AP-LEP [e=]f=]f| = “:__Efje(;';z’_'rem -
d_NcE LS L @} Settings ok
Common  Port Config  Settings

Ports
Port Mode Vendor Device o 1
so00. 1.4 P 10-Link
S000.2.4 | @ 10-Link
BO00.3.4 @ 10-Lirk
6I0I00. 4, 4 %] 10-Link Catalog
-7 Master
-0 10-Link
Check Devices
Part IL Engineering Rev  10-Link Master Rev
n SDAT-MHS-MBD 11
EI0I00, 2, 4 n
GI0I00. 3.4 n VPPM-BL-L-1-G14-0L6H-LK-51 11
6I0I00. 4, 4 n OVEM-HCE 11
Takeover devices into engineering I Bt

Port Corfig Details

Vendor ID l:l Device ID

100D [

Device PD Length

Inputs l:l

Outputs ]

10-Link Mode

Once taken-over, the Port Config page will contain the devices connected.

@ Festo 10-Link Tool

-

- 0 X
File Options View Help Logged in as Specialist -
(152.168.17) CPXAF 1 EF | Topology Search Master
= EtherNetlP
_@ i e (=rErrE=] (wen (192.168.1.7) CPX-AP--EP
I GRe %" Settings ok @ (5000, 1, 4] SDAT-MHS-M30
[ @ 6000, 3, 4] VPPM-BL-L1-G14L
Common  FPort Config  Settings @ (5000, 2, 4| OVEM-HCE
Ports
Port Mode Vendor Device o 1
a0, 1.4 | 10-Link
600024 | @ 10-Link a 5
600034 |@ 10-Link Festo AG & Co. KG VPPM-BLL-1-G14-0L6H-LK-S1
B0, 4,4 |@ 10-Link Festo AG & Co. KG OVEMHCE EEeg Filter
[#-L7] Master
-0 10-Link
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5. Double click on a device to open its IODD parameters and other information available from the |IODD
file. Follow the manufacturer’s instructions from each device on setting parameters or other actions. In
this example, the SDAT Position Transmitter is opened.

@ SDAT-MHS-M80 @ CPX-AP-I-EP (192.168.1.7)(6[0[0[0, 1, 4] [r= |- ]
== = 3 -
==+ 4+ fE block write mode
Common  Process Data  Idertffication  Observation Parameter Diagnosis Scope  Generic  10DD
Overview
. Vendor [Festo AG &Co. KG |
@ Io_ LI n k Wendor Text |Festo. At the forefront of industrial automation. | FESTD
Wendor ID 014D LIRL hittp://www festo.com |
Device SDAT-MHS-Ma0 |
Description Posttion transmitter with length 80 [mm]
Device ID 0x000002 10-Link Revision SI0 mode AE2
Birate com3 MinCycleTime
10 Device Description
100D | Festo-SDAT-MHS-M20-20140127-10DD1.1 2xml Revision V2.00 Date 2014-01-27
Connection
Description
nb name function color 2
Lplus BN
2 Cther WH
3 Lminus BU
4 ca BK &7

Go to the parameter TAB, and change the BDC1 Switchpoint mode from deactivated to Window comparator.
Note the yellow ¢ for “changed, edited” vs. “i” for initial.

@ SDAT-MHS-M30 @ CPX-AP-I-EP (192.168.1.7)[6[0[0|D, 1, 4] =N =R
= g_% + 4+ *; block write mode
Common  Process Data  Identffication Observation Paramerer Diagnosis  Scope  Generic  10DD
Name RAW  Value State  Unit 2
Device Access Locks. Parameter Write Access | Unlocked < i
Device Access Locks Data Storage v | Unlocked - i
Device Access Locks. Local User Interface mw | Unlocked A i
System Command wo Restore Factory Settings
POV inverting rw | PDV standard: Minimum value at cable side - i
[-1 Function menu h
[-1 Device analogue output menu
Analogue output scaling.Scalepoint start w1 i
Analogue output scaling.Scalepoint end w | 1678 i
System Command wo Teach scalepoint minimum
System Command wo Teach scalepoint maximum
[-1 Binary data channel BOC1 menu
Setpoints of BDC1.Setpoint 1 w 75 i
Setpoints of BDC1.Setpoint 2 w250 i
Switch parameters of BOC1 Switchpoint logic | NO, Normally open - i
Switch parameters of BDC1.Switchpoint mode o | e
Switch parameters of BOC1 Hysteresis m |5 - i
System Command wo Teach SP1 BOC1
Swstem Command wo Teach SP2 BDC1

Select the yellow down button for “write all changed values to device”. The yellow “c” changes to a green “d”
indicating the tool is synchronized with the device. Go off-line from the 10-Link Tool.
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6. Go to the webserver of the CPX-AP system. Click on the IOL master module. Set basic IOL module pa-
rameters for the master.

Many of the parameters are self-explanatory, but some require explanation:

Port Mode IOL_MANUAL The target device will operate via |10-Link based on the user defined
configuration including validation from the choices below. Use this
mode with Backup & Restore.

Port Mode IOL_AUTOSTART The target device will operate via 10-Link without the user defined
configuration and validation. This will not work with Backup, Re-

store, etc.
Port Mode DI_CQ The target device will operate as a digital input in SIO mode
Port Mode PREOPERATE The master can assign parameters to the target device via ISDUs, but

it must be operating to exchange process data.

Type Compatible Device V1.1 | The target device supports V1.1 and data storage is enabled for both
—Backup & Restore upload and download. When replacing a device, the device is auto-
matically parameterized with the parameters stored in the master.
But if the device was e.g. pre-parameterized with a USB 10-Link mas-
ter, then the data is loaded from the device into the master.

Type Compatible Device V1.1 | The target device supports V1.1 and data storage is enabled for
—Restore download. This is usually configured when an application has been
accepted and the settings should no longer be changed.

In this example, IOL_MANUAL, and Backup + Restore for compatible devices are selected for each port
with a device. There may be a discrepancy error at this time, ie, No Device Eventcode. Incompatible de-
vice type, etc.

6 CPX-AP-1-410L-M12 8201 149 0x00005F5E JSTPNFFIY3R 0K
Parameter
Object
(0x0F) AP
Instance Id/instance Parameter Startup  Value
© 2220 Seieliotitaring loadsupnvBEVZEMIS yes Load supply monitoring active, diagnosis suppressed in case of switch-off v
20 20045:0 Mominal Cycle Time (Port 0) yes .
! as fast as possible v

21 200451 Nominal Cycle Time (Port 1) yes .

as fast as possible v
22 200452 Mominal Cycle Time (Port 2) yes .

as fast as possible v
23 2004593 MNominal Cycle Time (Port 3) yes ’

as fast as possible v
24 20050:0 Enable diagnosis of I0-Link device lost (Fort 0)  yes
25 20050:1 Enable diagnosis of 10-Link device lost (Port 1) yes
26 20050:2 Enable diagnosis of IO-Link device lost (Port 2)  yes
27 200503 Enable diagnosis of I0-Link device lost (Port 3)  yes

- ' 0 o

28 20071:0 Port Mode (Port ) yes 10L_MANUAL "
29 200711 Port Mode (Port 1) yes DEACTIVATED "
30 20071:2 Port Mode (Port 2) yes 10L_MANUAL "
K] 20071:3 Port Mode (Port 3) yes 10L_MANUAL "
3 200720 Validation & Backup (Port 0) yes Type compatible Device V1.1, Backup + Restore v
33 20072:1 Validation & Backup (Port 1) yes No Davice chack o
34 20072:2 Validation & Backup (Port 2) yes Type compatible Devica V1.1 v
= 20U pelicatoniSBadapiibart) yes Type compatible Device V1.1, Backup + Restore v
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In addition, for best usability with the 10-Link Tool, also manually enter the actual vendor and device ID (AP ID
20078 and 20079 of the IOL module) to the Nominal vendor and device ID (AP ID 20073 and 20080).

60 20078:0
61 20078:1
62 20078:2
63 200783
64 20075:0
65 20079:1
66 20075:2
67 200793

From default:

3% 20073:0
37 20073:1
3 200732
39 200733
40 200800
41 20080:1
42 200802
43 200803

To actual:

36 20073:0
37 200731
38 20073:2
39 200733
40 20080:0
41 20080:1
42 20080:2
43 20080:3

Actual VendorlD (Port 0)
Actual VendorlD (Port 1)
Actual VendorlD (Port 2)
Actual VendorlD (Port 3)
Actual DevicelD (Port 0)
Actual DevicelD (Port 1)
Actual DevicelD (Port 2)

Actual DevicelD (Port 3)

Nominal Vendor ID (Port 0)

Nominal Vendor ID (Port 1)

Nominal Vendor ID (Port 2)

Nominal Vendor ID (Port 3)

DevicelD (Port 0)

DevicelD (Port 1)

DevicelD (Port 2)

DevicelD (Port 3)

Nominal Vendor ID (Port 0)

Nominal Vendor ID (Port 1)

Nominal Vendor ID (Port 2)

Nominal Vendor ID (Port 3)

DevicelD (Port 0)

DevicelD (Port 1)

DevicelD (Port 2)

DevicelD (Port 3)

yes

yes

yes

yes

yes

yes

yes

yes

yes

yes

yes

yes

yes

yes

yes

yes

333

0

333

333

1025

62

333

333

333

1025

52

7. Export this configuration to the PLC using the L5X function, or use Stored Parameters to save this con-

figuration in the CPX-AP Ethernet adapter. Connect the PLC and RUN.
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Any refresh of the webserver will not show any discrepancy errors, if the devices listed are connected, compati-
ble, and operating properly.

AP-I-EP AP  EtherNetlP ~  Modbus TCP =  Configuration ~  System = FESTO
6 CPX-AP-I-410L-M12 8201 149 0x00005F5E 3STPNFFIY3R 0K

Parameter
Object
(0x0F) AP
Instance Id/Instance Parameter Startup  Value
o 2002220 Setmlmonitoring loadsunnivi(ELh28VIIE yes Load supply monitoring active, diagnosis suppressed in case of switch-off  ~
20 20045:0 Mominal Cycle Time (Port 0) yes as fast as possible o
21 20049:1 Nominal Cycle Time (Port 1) yes as fast as possible o
22 200492 MNominal Cycle Time (Port 2) yes as fast as possible -
23 20049:3 Mominal Cycle Time (Port 3) yes as fast as possible o
24 20050:0 Enable diagnosis of |0-Link device lost (Port 0)  yes
25 20050:1 Enable diagnosis of |O-Link device lost (Port 1)  yes
26 20050:2 Enable diagnosis of |0-Link device lost (Port 2)  yes
27 20050:3 Enable diagnosis of |0-Link device lost (Port 3)  yes

28 20071:0 Port Mode (Port 0) yes 10L MANUAL -

29 20071:1 Port Mode (Port 1) yes DEACTIVATED o

30 20071:2 Port Mode (Port 2) yes 0L MANUAL -

3 200713 Port Mode (Port 3) yes 0L MANUAL -

3 200720 Validation & Backup (Port 0) yes Type compatible Device V1.1, Backup + Restore hd

33 20072:1 Validation & Backup (Port 1) yes No Davice chack -

34 20072:2 Validation & Backup (Port 2) yes Type compatible Device V1.1 -

85 200723 alidation&E ackupl(Boctss) ves Type compatible Device V1.1, Backup + Restore v
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8. Go back to the 10-Link SW Tool to check. Going back on-line will now show the port configuration from
the data stored in the CPX-AP from the PLC configuration or from Stored Parameters.

@ Festo 10-Link Tool - [(192,168.1.7) CPX-AP-I-EP]
File Options View Help Logged inas Specialist -
[(152.168.1.7) CPx-APEP |
\ ] L'l . -
! pl@H; @ ‘.‘. ¥+ = pD Settings ok
Common Port Config  Settings
Potts
Port Mode Vendor Device o |
B0, 1. 4 10-Lirk Festo AG & Co. KG SDAT-MHS-M30
GO0 2.4 |@|  deactivated
6000.3.4  |@ 10-Link Festo AG & Co. KG VPPM-BL-L-1-G14-OL6H-LK-5 1
G000.44 | 10-Lirnk Festo AG & Ca. KG OVEM-HCE
Port Corfig Details
VendorID [ 2«014D | Device ID Product ID 1531266 10-Link Mode
100D [Festo-SDAT-MHS-M80-20140127-0DD1.1xml |
Device PD Length Inputs Qutputs lIl

— O X
-8 X

Topology Search Master

= EtherNetlP
)~ (192.168.1.7) CPXAP-1EP
- @Y (G000, 1, 4] SDAT-MHS-M80
@ (6000, 3, 4] VPPM-BL-L-1-G 140
@ [50I0I0, 4, 4] OVEM-HCE

< >

Catalog Fitter

-7 Master
T 10-Link

-

9. Double click on the SDAT device in this example in port 1. Go to the parameter tab and then select the
up-arrow for “upload from device”. The state of each parameter is synchronized with the device and
the window comparator setting is still loaded in the device.

@ Festo 10-Link Tool - [SDAT-MHS-M80 @ CPX-AP-1-EP [192.168.1.7)[6/0J0[0, 1, 4]]

File Optiens View Help Logged in as Specialist

(192.168.1.7) CPX-AP+EP | [(192.168.1.7)/51000, 1, 4] SDAT MHS MB0

[ TET

- = fg block write mode <

Common Process Data Identfication Observation FParameter Diagnosis Scope Generic 100D

Name RMW  Value State  Unit i
Device Access Locks. Parameter Write Access mw | Unlocked d
Device Access Locks Data Storage ™ Unlocked d
Device Access Locks Local User Interface mw | Unlocked d
System Command WO Restore Factory Settings
PDV inverting mw | PDV standard: Minimum value at cable side d
[-1 Function menu

[-1 Device analogue output menu
Analogue output scaling. Scalepoint start w1678 d
Analogue output scaling Scalepoint end wo |1 d
System Command WO Teach scalepoint minimum
System Command WO Teach scalepoint maximum

[-1 Binary data channel BDC1 menu
Setpoirts of BDC1.5etpoint 1 w1504 d
Setpoirts of BDC1.Setpoint 2 w1429 d
Switch parameters of BDC1 . Switchpoint logic rw [ NO, Nomally open d
Switch parameters of BDC1.Switchpoint mode v | Window comparator d
Switch parameters of BDC1 Hysteresis m |5 d

Application Note — CPX-AP-1/A with EtherNet/IP; Rockwell Systems and Others - 1.40

- O x
-8 X

Topology Search Master

)= EtherNetIP
£ - (192.168.1.7) CPXAPLEP
@ (6000, 1, 4] SDAT-MHS-M80
@3 (GBI, 3, 4] VPPM-8L-L-1-G14-0
@ 5000, 4, 4] OVEM-HLCE

< >
Catalog Filter
] Master
] 10-Link
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10. Ifthe device is disconnected, the status of the |0-Link Tool should show the device lost.

@ Festo 10-Link Tool - [SDAT-MHS-MB0 @ CPX-AP-I-EP (192,168.1.7)(61010/0, 1, 41]

File Options View Help Logged in as Specialist

(192.168.1.7) CPX-AP-I-EP | I (192.168.1 7)[6I0I00. 1, 4] SDAT-MHS-M30

= + 1t ‘f; block write mode -

Common Proces Data Identification Observation Parameter Diagnosis Scope Generic 100D

Value State  Unit
Neviee Arreas | ks Parameter Wiite Access Unlocked d
Device Access Locks Data Storage mw | Unlocked d
Device Access Locks. Local User Inteface mw | Unlocked d
System Command WO Restore Factory Seftings
PDV inverting rw | PDV standard: Minimum value at cable side d
[-1 Function menu
[-1 Device analogue output menu
Analogue output scaling Scalepoint start w1678 d
Analogue output scaling.Scalepoint end w1 d
System Command WO Teach scalepoint minimum
System Command WO Teach scalepoint maximum
[-1 Binary data channel BDC1 menu
Setpoints of BDC1 Setpoint 1 w1504 d
Setpoints of BDC1 Setpoint 2 w1429 d
Switch parameters of BDC1.Switchpoirt logic e | NO, Normally open d
Switch parameters of BDC1.Switchpoint mode rw | Window comparator d

- [m] X
- 8 X

Topology Search Master

= EtherNetlP
[Eheee (192.168.1.7) CPX-AP--EP

L@ [BI00N0, 1, 4] SDAT-MHS-M80

- @ (G0N0, 3, 4] VPPM-BLL1G144]

L@ [BIOIOD, 4, 4] OVEM-HCE

< >

Catalog Fiter

-7 Master
- 10-Link

Reconnecting a new SDAT with the same part number will show the same values in step 9 if uploaded, since

Backup + Restore is active. These values will be loaded into the new device.
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11 Valve Terminal Features including VTUX with CPX-AP

The CPX-AP systems brings better features to integrated valve terminals on CPX-AP-I/A. This is due to the en-
hanced performance of the AP serial bus. One immediate benefit is that functions such as condition monitoring
are more easily used. The following shows an example with condition counters for valve terminals VTUG, MPA-S
(Note: The D2 option must be selected in the configuration), and VTUX. We will use the VTUX as an example
with Condition Counters. The same applies to all mentioned valve terminals.

11.1 The VTUX Valve Terminal

The VTUX is a new valve terminal that is setting standards in terms of materials, modularity, and communication.
The system is light weight, has many flow options due to multiple size sub-bases per 10mm valve, and connects
to both the AP-A and AP-I systems. This allows for very flexible system architectures with AP systems.

EtherNet/IP  #iModbus #0068 P SmarT

- e

il o

- u;'.ll

CPX-AP-|  [5F

.« 3 .

® :: o

* = e

8 = 8

- __,..i=.|—. . 0 018 810 ®

e |=w LA

) i) A
AP-| AP-l 1
- e

We will use an architecture similar to the left above, with CPX-AP-A and AP-| for the Condition Counter example.

11.2 Condition Counters

Condition counters allow the user to track the number of cycles a valve / actuator combination completes. A
signal back to the controller can trigger a preventive maintenance operation, such as greasing, cleaning, or re-
placing a component which is critical for optimum machine operation.

1. The AP system allows for a condition counter set-point to be entered in the web server or FAS for each
coil.
2. This can get stored in the configuration file and loaded to the device during the Forward Open message.
a. Thevalue can also get changed programmatically during run time by an explicit message sent
to the device or by overwriting the config bytes.
3. Each coil has a respective actual value too. This gets incremented on the rising edge of each actuation.
4. When the Actual value surpasses the Set-Point, a Condition Counter Flag (warning) is issued. The code
for this is (0x0c0101b5)
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a. This can be read in the webserver
b. Thisis also be viewed in the PLC as a status diagnostic. It appears in both the global and mod-
ule status.

5. The condition counter flag (warning) can be reset by several methods. They require a MSG instruction
to write to the parameter by an explicit message from the controller. They also can be written while
connected via the web server.

a. By writing a 0 to the actual value. Only O will reset the counter. Any other value will be ig-
nored.
b. By writing a larger value to the set-point.

11.3  Condition Counter Example

11.3.1  CPX-AP System

AP-A-EP AP~  EtherNetIP~  Modbus TCP ~  Configuration ~  System - FESTO
Terminal

Modules F
Slot Module Code FWVersion Serial F'roduclkey Idem\fy Diagnosis

1 CPX-AP-A-12DI4DO-M12-5P 12290 1.100.13 0x0006953F KPRAKTVBOCK OK

2 CPX-AP-A-EP-M12 12421 1541 0x00058B40 Ok

3 CPX-AP-A-410L-M12 12300 15.12 0x0006B08B NFJVYNR3CWFM oK

4 VABX-A-P-EL-E12-APA 8233 1.113.2 0x0000001D APA-P-A-029 OK

L CPX-AP-1-8DI-M8-3P 8199 110010 0x00000593 357PMT2CY4P OK

6 CPX-AP--4DI4DO-M&-3P 8196 1.100.10 0x00001517 3S7PNOTBHWWV oK

T CPX-AP-I-410L-M12 8201 15.12 0xQ000E13F 3STPP8J62ME oK

8 VABX-A-P-EL-E12-API 8232 11114 0x000790D02 M3BZM1DGWKD OK

The system consists of a CPX-AP-A/VTUX, with CPX-AP-1 10 modules and an AP-I VTUX.

The AP-I modules are connected to the AP-I interface on the EtherNet/IP adapter. Their slot numbers begin after
the last module on the main AP-A system, which is a VTUX valve terminal.
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11.3.2  Creating a Set-Point

AP-A-EP AP~  EthemNetlP ~  Modbus TCP »  Configuration ~  System ~ FESTO
Terminal
.

Modules y
Slot Module Code FWVersion Serial Productkey Identify Diagnosis
1 CPX-AP-A-12D14DO-M12-5P 12290 1.100.13 0x0006953F KPR4KTVBOCK OK
2 CPX-AP-A-EP-M12 12421 1.5.41 0x00058B40 OK
3 CPX-AP-A-41OL-M12 12300 1.5.12 0x0006B0858 NFJVNR3ICWFM OK
4 VABX-A-P-EL-E12-APA 8233 1.113.2 0x0000001D APA-P-A-029 OK
Parameter
Object
(0XOF) AP
Instance Id/instance Parameter Startup Value
76 20022:0 Setup monitoring load supply (FL) 24 VDC  yes Load supply monitoring active -
7 20052:0 Behaviour in fail state yes Reset Outputs -
78 20021:0 Enable diagnosis for defect valve yes
79 20094:0 Condition counter set peint (Coil 0) 10
80 20094:1 Condition counter set peint (Coil 1) 0

The set-point can be loaded from the webserver. In this case it is value 10. Notice this AP ID 20094, instance O
for coil 0, and module 4.

Alternatively from the PLC, you can write the value by following the Parameter Object described in section 8.

Configuration  Communication Tag

Message Type: CIP Generic ~

service [ Custo ~| SourceBement: [i_counter source[d] -

Type: LM 4 Condition_counter_source i
Source Length: 2 2 Gyes)

Service .

toder [B_ 00 cass L

{..} Decimal  SINT[12]
Decimal  SINT

-

Condition_counter_source[(]

=R =T =T -

mnstance:[o | Atrbute: [0 | (Hex) Blement Nesw Tag... b Condition_counter_source(1] Decimal  SINT

P Condition_counter_source[2] Decimal SINT

P Condition_counter_source[3] Decimal  SINT

P Condition_counter_source[4] 16%7e Hex SINT

P Condition_counter_source[3] 168de Hex SINT

P Condition_counter_source[6] 0 Decimal SINT

b Condition_counter_source[7] 0 Decimal  SINT

Enable 3 Enable Waiing 3 Start 3 Done Dene Length: D P Condition_counter_source[8] 16&8el Hex SINT

) Emor Code: Extended Eror Code [ Tmed Out « b Condition_counter_source[9] 16203 Hex SINT
Error Path: CPX_AP_A

Error Text P Condition_counter_source[10] 0 Decimal SINT

0K Cancsl Apply Help b Condition_counter_source[11] Decimal  SINT

The source tag writes (service code 33) to the Condition_Counter_Source tag.
Module 4, coil 0, ID 20094 (Ox4E7E) for the Set-Point, and value = 1000 (0x03ES8)

Note: The default for the set-point is 0. When 0, the flag is deactivated, and no status will be triggered.
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11.3.3  Getting a Status Flag that the Set-Point has been Exceeded
Typically the status diagnostic is the easiest way to learn a set-point has been achieved.

4 VTUX_APA_VTUX_API_status 1l o
B VTUX_APA_VTUX_AP|_status.count_active_diagnosis 2
b VTUX_APA_VTUX_AP|_status.global_status 16#0000_1000
B VTUX_APA_VTUX_AP|_status.latest_diagnosis_code 16#0c01_01b5
b VTUX_APA_VTUX_API|_status.module_1 Feenl
B VTUX_APA_VTUX_API_status.module_2 {..}
b VTUX_APA_VTUX_API|_status.module_3 1.}
4 VTUX_APA_VTUX_AP|_status.module_4 [

B VTUX_APA_VTUX_API_status.module_d.channel 0
b VTUX_APA_VTUX_AP|_status.module_d.diagnosis_code 1620c01_01b3
b VTUX_APA_VTUX_API_status.module_4.diagnosis_state 1620000_1001
b VTUX_APA_VTUX_API|_status.module_4.module_no 4
b VTUX_APA_VTUX_AP|_status.module_d.present_state 16201
b VTUX_APA_VTUX_API|_status.module_4.submodule_no 0
b VTUX_APA_VTUEX_API_status.module_5 1.}
b VTUX_APA_VTUX_API_status.module_b Feenl
B VTUX_APA_VTUX_API_status.module_7 {..}
b VTUX_APA_VTLEX_API_status.module_8 1.}
B VTUX_APA_VTUX_API|_status.module_with_latest_diagnosis 4

e em e

! dt VTUX_APA_.. VTUX_APA_VTUX_API - Status
el T
Hex DINT T RV TO R AP = STate
Hex DINT VTUX_APA_VTUX_API - Status

dt_module_st.., VTUX_APA_VTUX_API - Status
dt_module_st... VTUX_APA_VTUX_API - Status
dt_module_st.. VTUX_APA_VTUX_API - Status
dt_module_st... VTUX_APA_VTUX_API - Status
Decimal  SINT VTUX_APA_VTUX_API - Status
Hex DINT VTUX_APA_VTUX_API - Status
Hex DINT VTUX_APA_VTUX_API - Status
Decimal ~ SINT VTUX_APA_VTUX_API - Status
Hex SINT VTUX_APA_VTUX_API - Status
Decimal  SINT VTUX_APA_VTUX_API - Status
dt_module_st.. VTUX_APA_VTUX_API - Status
dt_module_st.., VTUX_APA_VTUX_API - Status
dt_module_st... VTUX_APA_VTUX_API - Status
dt_module_st.. VTUX_APA_VTUX_API - Status

Decimal  INT VTUX_APA_VTUX_API - Status

The Global Diagnostics clearly show that module 4 has the diagnostic event. And the global status diagnostic
code shows it is the condition counter is met. For the module diagnostics, the same is evident, but also channel

0 shows it is the first coil.

The webserver clearly shows the event:

AP-A-EP AP~  EtherNetIP ~  Modbus TCP ~  Configuration ~  System

Terminal

[ ]
.
o9 &9 o0
Modules
Slot Module Code FWVersion Serial Productkey Identify
1 CPX-AP-A-12DI4DO-M12-5P 12290 1.100.13 0x0006953F KPR4KT7WVBOCK
2 CPX-AP-A-EP-M12 12421 1.5.41 0x00056B40
3 CPX-AP-A-410L-M12 12300 1512 0x0006B08B NFJVNR3CWFM
4 VABX-A-P-EL-E12-APA 8233 1.113.2 0x0000001D  APA-P-A-029
L CPX-AP-1-8DI-M8-3P 8199 1.100.10 0x00000593 3STPMT2CY4P
6 CPX-AP-1-4DI4DO-MB-3P 8196 1.100.10 0x00001517 3STPNOTBHWY
7 CPX-AP-1-410L-M12 8201 1.512 0x0000E13F 3STPP8J62M6
8 VABX-A-P-EL-E12-API 8232 11114 0x00079D02 M3BZM1DGWKO

FESTO
F
Diagnosis
oK
OK
oK

{;é Condition counter value for valve coil reached (0x0c0101b5)
QK
OK
QK

33 Condition counter reached (0x0c0101b5)

In this case, both modules 4 and the AP-l module 8 have a condition counter flag active.
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You can always read the condition counter actual value:

Message Configuration - MSG_read_ConditionCounter_IP&
Corfiguration Communication Tag
Message Type: CIP Generic ~
service | custom ~|  Source Element:
ype:
Source Length: 8 =
Service 0
Cade (o) Ciass: L —
. . Element:

Instance.lzl Attribute; El (Hex) New Tag...
JEnable ) Enable Watting ) Start @ Done Dane Length: 4
) Eror Code: Extended Emor Code: [ Timed Out #
Emor Path: VTUX_APA_VTUX_AFI
Emor Text:

Cacs

Condition_counter_s «

(Bytes)

condition_counter_v:

Help

x

4 Condition_counter_source {..} {..} Decimal
P Condition_counter_source[0] 4 Decimal
P Condition_counter_source[1] 0 Decimal
P Condition_counter_source[2] 0 Decimal
P Condition_counter_source[3] 0 Decimal
P Condition_counter_source[4] 1627F Hex
P Condition_counter_source[3] 162de Hex
b Condition_counter_source[6] 0 Decimal
P Condition_counter_source[7] 0 Decimal
P Condition_counter_source[8] 162ed Hex
P Condition_counter_source[9] 16203 Hex
P Condition_counter_source[10] 0 Decimal
P Condition_counter_source[11] 0 Decimal

P condition_counter_value A07 Decimal

SINT[12]
SINT
SINT
SINT
SINT
SINT
SINT
SINT
SINT
SINT
SINT
SINT
SINT
DINT

The source tag reads (service code 32) from the Condition_Counter_Source tag and stores the data in the condi-

tion_counter_value destination.

Module 4, coil 0, ID 20095 (0x4E7F) for the Actual Value, and value = 407 counts.

11.3.4

Resetting the Condition Counter Flag

The flag can be reset by writing a larger value to the set-point as shown in step 11.3.2. It can also be reset by

writing a 0 to the actual value:

Configuration  Communication Tag

CIP Generic

Message Type:

Source Element:

sevice | custom =

\_counter_source[0]

Type:
Source Length: 2 2 (Eyes)
Service .
Coce; (rex) Class: B0 Dectination
. A Element:
Instance: El Attribute: D (Hex) F—
) Enable ) Enable Wating ) Start 2 Done Done Length: 0
3 Emor Code: Extended Emor Code: [] Timed Out *
Error Path: CPX_AP_A
Error Text
oK Cancel Help

4 Condition_counter_source 1o} {...} Decimal
b Condition_counter_source[0] 4 Decimal
b Condition_counter_source[1] 0 Decimal
P Condition_counter_source[2] ] Decimal
b Condition_counter_source[3] ] Decimal
b Condition_counter_source[4] 1687F Hex
b Condition_counter_source[3] 16#4e Hex
b Condition_counter_source[&] ] Decimal
b Condition_counter_source[7] ] Decimal
b Condition_counter_source[8] 16200 Hex
b Condition_counter_source[9] 16200 Hex
b Condition_counter_source[10] ] Decimal
b Condition_counter_source[11] ] Decimal

The source tag writes (service code 33) to the Condition_Counter_Source tag.
Module 4, coil 0, ID 20095 (0x4E7F) for the Actual Value, and value = 0. (Note: Only 0 will work, other values are

ignored).

Before writing 0.

AP-A-EP AP ~ EtherNet/IP ~ Modbus TCP ~ Configuration ~
"1 20095:0 Condition counter actual value (Coil 0)
12 200951 Condition counter actual value (Coil 1)
13 20095:2 Condition counter actual value (Coil 2)
14 20095:3 Condition counter actual value (Coil 3)

System ~

After writing 0.

AP-A-EP AP~  EtherNetlP ~  Modbus TCP ~  Configuration ~
395 11 20095:0 Condition counter actual value (Coil )
452 12 20095:1 Condition counter actual value (Coil 1)
452 113 200952 Condition counter actual value (Coil 2)
452 114 20095:3 Condition counter actual value (Coil 3)
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12 Modbus TCP View

As of FW version 1.2.7, a Modbus View has been added to facilitate the addressing of a CPX-AP system with a
Modbus controller.

BB Terminal - AP-1-£° x + - o x
€ C O A Notsecure | 19216818 sp-term * » O
A . R ’ FESTOD

@
[ ]
LA} LR J LN J o0 o0
N
Modules ;
Slot  Module Code FWVersion Serial Productkey Identify Diagnosis
1 CPX-AP-L.EP-M12 8323 1227 0x000000C8 oK
2 CPX-AP-1-4DI4DO-M12-5P 8197 143.12 0x00000024 DIDOM12_036 oK
3 VAEM-L1-5-24-AP 8204 143.12 OXFFFFFFFF IVTUG24_049 oK
CPX-AP-1-8DI-M8-3P 8199 143.12 0x0001E240 357PMMC3CR6 oK
5 CPX-AP-I4A1-U-I-RTD-M12 8202 05.9 0x00000046 API4AI00070 oK
CPX-AP-1-410L-M12 8201 149 0x00001800 3S7PNOZXSQD OK

12.1  Modbus TCP Overview for the CPX-AP System

The Views provide Modbus register addresses for 1/0, Diagnostics, Parameters, Module, and 10-Link data
points. In addition, other pertinent information is as follows:

a. LED Function

Green static: Device is online and has at least one connection.
NS Green blink: Device is online and got an IP address, but no active connection
Off: Device is offline

b. Holding Registers Overview

Description:

Register Length Access Name
0 4096 rw Outputs

5000 4096 r Inputs

10000 1000 r/w Parameter

11000 1000 r Diagnosis

12000 1 r Module Count

14000 2 r/w Timeout (default 100 ms)
14002 1 r/w Webserver Enable

14003 1 r/w Webserver Write Access Enable
14004 1 r/w SNMP Enable

15000 18500 r Module Information

34000 200 r/w [0-Link ISDU Mailbox
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c. Timeout
Address info:

14000 2Int r/w Timeout (default 100 ms)

Description:

Modbus connection timeout in ms (default=100 ms).
Value is stored in non-volatile memory
Value of 0 turns the timeout off.

d. Parameter Execution

Description:
1 Read
2 Write

3 Busy (read or write currently running)
4 Error (request failed - status code in the upper 8 bit)
16 Done (request successfully completed)

A parameter read or write is initiated by writing the Exec register as last register of the request.
Steps to execute a request:

Step Register Description

1 10000 write module number

2 10001 write parameter id

3 10002 write parameter instance

4 10004 and 10010..(10010 + datalen written in 10004) write datalen and data (only for write request)
5 10003 write 1 or 2 to exec register

6 10003 read back exec register until done or error

7 10004 and 10010... read datalen and data (only for read request)

e. 10-Link ISDU Access

Description:

Holding register Attribute Description
0=0K

34000 ISDU Status 254 = Error
255 = Busy
50 = Read (with byte swap)

34001 Read/Write Command ié(;:WI{L’[:d(with byte swap)
101 = Write

34002 Module Module number of an 10-Link Master

34003 Channel

34004 Index ISDU Index

34005 Subindex ISDU Subindex

34006 Length of data i(?o?ﬁ?d always zero)

34007..34126 Data (max 238 bytes)
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Transfer is initiated by writing command (read / write), all other values has to be correctly set up before. After
command is written check input register (ISDU Status). Module and channel number start at counting at 1.

12.2  Modbus TCP Holding Register View

Example Holding Register View
AP-I-EP AP EtherNetIP ~  Modbus TGP ~  Configuration ~  System ~ FESTO

Holding Register View

Search:
Register Offset (bit) Bit length Module Channel Datatype Name
Outputs

0 0 1 2 0 BOOL Module 2 - CPX-AP--4DI4DO-M12-5P - Output 0

0 1 1 2 1 BOOL Module 2 - CPX-AP--4DI4DO-M12-5P - Output 1

0 2 1 2 2 BOOL Module 2 - CPX-AP--4DI4DO-M12-5P - Output 2

4] 3 1 2 3 BOOL Module 2 - CPX-AP-I-4DI4DO-M12-5P - Output 3

1 0 1 3 0 BOOL Module 3 - VAEM-L1-S-24-AP - Coil 0

1 1 1 3 1 BOOL Module 3 - VAEM-L1-S-24-AP - Coil 1

1 2 1 3 2 BOOL Module 3 - VAEM-L1-8-24-AP - Coll 2

1 3 1 3 3 BOOL Module 3 - VAEM-L1-8-24-AP - Coil 3

1 4 1 3 4 BOOL Module 3 - VAEM-L1-S-24-AP - Coil 4

1 5 1 3 5 BOOL Module 3 - VAEM-L1-S-24-AP - Coil 5

1 6 1 3 6 BOOL Module 3 - VAEM-L1-S-24-AP - Coil 6

1 7 1 3 7 BOOL Module 3 - VAEM-L1-8-24-AP - Coll 7

1 8 1 3 8 BOOL Module 3 - VAEM-L1-8-24-AP - Coll 8

1 9 1 3 9 BOOL Module 3 - VAEM-L1-S-24-AP - Coil 9
16-19 0 64 6 3 USINT[8] Module 6 - CPX-AP-I-410L-M12 - Port 3

Inputs

5000 0 1 2 0 BOOL Module 2 - CPX-AP-1-4DI4DO-M12-5P - Input 0
5000 1 1 2 1 BOOL Madule 2 - CPX-AP-I-4DI4DO-M12-5P - Input 1
5000 2 1 2 2 BOOL Madule 2 - CPX-AP-I-4DI4DO-M12-5P - Input 2
5000 3 1 2 3 BOOL Module 2 - CPX-AP-I-4DI4DO-M12-5P - Input 3
5001 0 1 4 0 BOOL Module 4 - CPX-AP-I-SD\-MB-(&‘ - Input 0
5001 1 1 4 1 BOOL Module 4 - CPX-AP-I-8DI-M8-3P - Input 1
5001 2 1 4 2 BOOL Madule 4 - CPX-AP-I-8DI-M8-3P - Input 2
5001 3 1 4 3 BOOL Module 4 - CPX-AP-I-8DI-M8-3P - Input 3
5001 4 1 4 4 BOOL Module 4 - CPX-AP-1-8DI-M8-3P - Input 4
5001 5 1 4 5 BOOL Module 4 - CPX-AP-I-8DI-M8-3P - Input 5
5001 6 1 4 6 BOOL Madule 4 - CPX-AP-I-8DI-M8-3P - Input 6
5001 7 1 4 7 BOOL Module 4 - CPX-AP-I-8DI-M8-3P - Input 7
5002 0 16 5 0 INT Module 5 - CPX-AP-I-4Al-U-I-RTD-M12 - Input 0
5003 0 16 5 1 INT Module 5 - CPX-AP-I-4Al-U-I-RTD-M12 - Input 1
5004 0 16 5 2 INT Madule 5 - CPX-AP-I-4Al-U-I-RTD-M12 - Input 2
5005 0 16 5 3 INT Module 5 - CPX-AP-I-4Al-U-I-RTD-M12 - Input 3
5006 - 5009 0 64 6 0 USINT[8] Module 6 - CPX-AP-I-410L-M12 - Port 0
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5023

10000

10001

10002

10003

10004

10010 - 10521

11000 - 11001

11002

11003

11004 - 11005

11006

11006

11007

11007

11008 - 11009

11010 - 11011

11012

1012

11040 - 11041

12000

14000 - 14001

14002

14003

14004

15000 - 15001

15002

15003

15004

15005

15006

15007

15008

15009

15010

15011

15012 - 15013

15014 - 15019

0

0

0

16

16

16

16

16

8192

32

16

16

32

32

32

32

16

32

32

16

16

16

16

16

16

16

16

16

16

32

96

USINT
Parameter Mailbox
UINT
UINT
UINT
UINT
UINT
Array Of Byte
Diagnosis
DWORD
INT
INT
DINT
SINT
SINT
SINT
SINT
DINT
DINT
SINT

SINT

DINT
General Information
UINT
System Parameter
UDINT
BOOL
BOOL
BOOL
Module Information
UDINT
UINT
UINT
UINT
UINT
UINT
UINT
UINT
UINT
UINT
UINT
UDINT

STRING

Modbus TCP View

Module 6 - CPX-AP-I-4I0L-M12 - Port 7 - PQI

Parameter Mailbox - Module Number
Parameter Mailbox - AP Parameter 1D
Parameter Mailbox - AP Parameter Instance
Parameter Mailbox - Execute / Command
Parameter Mailbox - Data Length

Parameter Mailbox - Data

Global Diagnosis State

Count of currently active diagnosis
Module which has latest diagnosis
Latest Diagnosis Code

Diagnosis - Module 1

Diagnosis - Module 1 - Submodule
Diagnosis - Module 1 - Channel
Diagnosis - Module 1 - Present State
Diagnosis - Module 1 - Module Diagnosis State
Diagnosis - Module 1 - Diagnosis Code
Diagnosis - Module 2

Diagnosis - Module 2 - Submodule

Diagnosis - Module 6 - Diagnosis Code

Module Count

Modbus Timeout {(msec)
Webserver Enable
Webserver Write Access Enable

SNMP Enable

Module Information - Module 1 - Module Code

Module Information - Module 1 - Module Class

Module Information - Module 1 - Communication Profiles

Medule Information - Module 1 - Input Size (Bytes)

Module Information - Module 1 - Input Channels

Module Information - Module 1 - Output Size (Bytes)

Module Information - Module 1 - Qutput Channels

Module Information - Module 1 - Hardware Version

Medule Information - Module 1 - Firmware Version Major

Module Information - Module 1 - Firmware Version Minor

Module Information - Module 1 - Firmware Version Patch

Module Information - Module 1 - Serial Number

Module Information - Module 1 - Product Key
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15199 - 15204 0 96 6 0 STRING Module Information - Module 6 - Product Key

15205 - 15221 0 272 6 0 STRING Module Information - Module 6 - Order Text
10-Link Mailbox

34000 0 18 - - UINT 10-Link Mailbox - ISDU Status

34001 0 16 - - UINT 10-Link Mailbox - Read/Write Command

34002 0 16 - - UINT |O-Link Mailbox - Module Number

34003 0 16 - - UINT |0-Link Mailbox - Channel

34004 0 18 - - UINT 10-Link Mailbox - 1ISDU Index

34005 0 16 - - UINT 10-Link Mailbox - ISDU Subindex

34006 0 16 - - UINT |0-Link Mailbox - Data Length

34007 - 34125 0 1904 - - Array Of Byte 10-Link Mailbox - Data

12.3  Modbus TCP Input Register View

Example Input Register View
AP-I-EP AP EtherNet/IP ~ Modbus TCP ~ Configuration ~ System ~ FESTD

Input Register View

Search:
Register Offset (bit) Bit length Module Channel Datatype Name
Inputs
0 0 1 2 0 BOOL Module 2 - CPX-AP--4DI4DO-M12-5P - Input 0
0 1 1 2 1 BOOL Module 2 - CPX-AP-1-4DI4DO-M12-5P - Input 1
0 2 1 2 2 BOOL Module 2 - CPX-AP-1-4DI4DO-M12-5P - Input 2
0 3 1 2 & BOOL Module 2 - CPX-AP--4DI4DO-M12-5P - Input 3
1 0 1 4 0 BOOL Module 4 - CPX-AP-I-8DI-M8-3P - Input 0
1 1 1 4 1 BOOL Module 4 - CPX-AP--8DI-M8-3P - Input 1
1 2 1 4 2 BOOL Module 4 - CPX-AP-I-8DI-M8-3P - Input 2
1 3 1 4 3 BOOL Module 4 - CPX-AP-I-8DI-M8-3P - Input 3
1 4 1 4 4 BOOL Module 4 - CPX-AP-I-8DI-M8-3P - Input 4
1 5 1 4 5 BOOL Module 4 - CPX-AP-I-8DI-M8-3P - Input 5
1 6 1 4 6 BOOL Module 4 - CPX-AP-I-8DI-M8-3P - Input 6
1 7 1 4 7 BOOL Module 4 - CPX-AP-I-8DI-M8-3P - Input 7
2 0 16 5 0 INT Module 5 - CPX-AP-I-4Al-U-I-RTD-M12 - Input 0
3 0 16 5] 1 INT Module 5 - CPX-AP-I-4Al-U-I-RTD-M12 - Input 1
4 0 16 5 2 INT Module 5 - CPX-AP-I-4Al-U-I-RTD-M12 - Input 2
5 0 16 5 & INT Module 5 - CPX-AP-I-4Al-U-I-RTD-M12 - Input 3
6-9 0 64 6 0 USINT[8] Module 6 - CPX-AP-I-4/OL-M12 - Port 0
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23

5000 - 5001

5002

5003

5004 - 5005

5006

5006

5007

5007

5008 - 5009

5010 - 5011

5012

5012

5013

5013

5014 - 5015

5016 - 5017

5018

5018

5019

5028 - 5028

5030

5030

5031

5031

5032 - 5033

5034 - 5035

5036

5036

5037

5037

5038 - 5039

5040 - 5041

32

32

32

32

32

32

32

32

32

USINT
Diagnosis
DWORD
INT
INT
DINT
SINT
SINT
SINT
SINT
DINT
DINT
SINT
SINT
SINT
SINT
DINT
DINT
SINT
SINT

SINT

DINT
SINT
SINT
SINT
SINT
DINT
DINT
SINT
SINT
SINT
SINT
DINT

DINT

Modbus TCP View

Module 6 - CPX-AP-1-4I0L-M12 - Port 7 - PQI

Global Diagnosis State

Count of currently active diagnosis

Module which has latest diagnosis

Latest Diagnosis Code

Diagnosis - Module 1

Diagnosis - Module 1 - Submodule

Diagnosis - Module 1 - Channel

Diagnosis - Module 1 - Present State
Diagnosis - Module 1 - Module Diagnosis State
Diagnosis - Module 1 - Diagnosis Code
Diagnosis - Module 2

Diagnosis - Module 2 - Submodule

Diagnosis - Module 2 - Channel

Diagnosis - Module 2 - Present State
Diagnosis - Module 2 - Module Diagnosis State
Diagnosis - Module 2 - Diagnosis Code
Diagnosis - Module 3

Diagnosis - Module 3 - Submodule

Diagnosis - Module 3 - Channel

Diagnosis - Module 4 - Diagnosis Code
Diagnosis - Module 5 %
Diagnosis - Module 5 - Submedule

Diagnosis - Module 5 - Channel

Diagnosis - Module 5 - Present State
Diagnosis - Module 5 - Module Diagnosis State
Diagnosis - Module 5 - Diagnosis Code
Diagnosis - Module 6

Diagnosis - Module 6 - Submodule

Diagnosis - Module 6 - Channel

Diagnosis - Module 6 - Present State
Diagnosis - Module 6 - Module Diagnosis State

Diagnosis - Module 6 - Diagnosis Code
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13 CPX-loT Gateway with CPX-AP System

The CPX-1oT gateway brings the AP system into Industry 4.0 objectives. The gateway collects data from the AP

system, can contextualize it, and send it to an MQTT broker. This data can then be used for monitoring, Al/ML

analytics like Festo AX, trending, etc. There are 3 main categories of data for each AP module. This includes:
e Asset Information. Examples include

o Product Key
o FWversion PS
o Serial number ®
(@) Etc. e
e Process Data G|
o 10 data
o Digital
o Analog &
e Diagnostic Data ‘i
o Short circuit / open coils
o Limits CPX-1oT-0 p/n 8069773
o Etc.

The data from a particular module can be on-boarded, including 10-Link devices through the 10-Link module
channels. This data can then be contextualized via NodeRED, and sent to an MQTT broker where it can be con-
sumed by most MES or ERP systems. Software and storage can be on-prem, cloud based, etc.

There are application notes on the Festo Support Portal for detailed use. Search the type code and part number
listed above and go to downloads for further information.

13.1 Access to Data
The loT GW has a webserver which allows for configuration. The home page is as follows:

¥ FESTO

a Product Key C2T18MVLGM4

- -
=~
Device Time Thu Jul 27 01:48:13 UTC 2023
‘ ’ MQTT Network P
Neatmask
G e
®

FESTO
MQTT Statistics

Published: 3770
@ ast Connecled: 2023-07-27701:39:38Z

Device Network P: 192.168.1.111

P ey Cloud
()
N3~ Device .
Operation Mode Re: Wite
0=0ff
1=Onboarding e
2= vsd wly Boardings arded devic il
3=Read/Write
®
Stop sharing
il e

_

Going to Devices allows the user to on-board individual modules of the AP system:
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CPX-loT Gateway with CPX-AP System

All modules are discovered and user selects which modules are to be on-boarded. In this case, a variety of
I/0/P modules are selected, including an 10-Link device SDAT (cylinder position transmitter).

CPX-I0T &  Info~
Y | 192.168.1.16

Found devices: 12

URL
engficp:/192.168.1.16:7508/32773

englicp:/1192.168.1.16:7508/32772

engt tcp:/f192 168 1.16:7508/32772/0
engt tcp:/f192.168.1.16:7508/32770
engttcp:/f192.168.1.16:7508

engl tcp:192.166.1.16:7508/32771
engt tcpif192.168. 1.16:7508/32778
engt tcp/f192.168.1.16:7508/32775
engl tcp:192.168.1.16:7508/32777
engt tcp/f192 168 1.16:7508/32774
engt tcpf192.168.1.16:7508/32776

englicp:/1192.168.1.16:7508/32779

Boarded Devices

Curmrently boarded: 6
URL

engficp:192.168.1.16:7508/32772
englicp:/1192.168.1.16:7508/32772/0
engftcp:/192.168.1.16:7508/32770
engttcp:1192.168.1.16:7508/32775
engf tcp 192 168 1.16:7508/32774

engl tcp/1192.163.1.16:7508/32776

13.2

Devices ~

MQTT ~

Device ID
A_MPA_S_123

BPVETWMJETC

BPVBTWMJSTC_0_Festo_AG___Co__KG_SDAT_MHS_MS0_1L_SA_E_0_3_M3

DXSQFVEGG34
JOFTSMXEXIK
LIVJSSWR1GM
SN_DDE01767
SN_DD732497
SN_DD732483
SN_DD7528A4
SN_DDTASBTE

SN_DD7DFSBT

Device ID

EPVBTWMJETC

EPVETWMJSTC_0_Festo AG__ Co_ KG_SDAT_MHS_MS0_1L_SA_E_0_3 M3

DXSQFVEGG34

SN_DD732497

SMN_DD7528A4

SN_DDTASBTE

Transfer to MQTT Broker

Configuration -

Node-RED »  Logout FESTO
Device Type Action
CPX-AP 10
CPX- Soarded @

AP_DEVICE_IOLINK_MASTER

IOLINK_DEVICE

CPRX-AP_IO
CPX-AP FE—r=
CPX-AP_IO
CPRX-AP_IO
CRX-AP_IO FEp—
CPX-AP_IO
CPX-AP_IO Boarded &
CRX-AP_IO Boarded @
CPX-AP_IO
Device Type Action
CPX- Info @ | Config =

AP_DEVICE_IOLINK_MASTER

CRX-AP_IO

CPX-AP_IO

CPX-AP_IO

CPX-AP_IO

IOLINK_DEVICE

Offbeard il

Info @ | Canfig =

[

Info € | Config S

[

Info € | Config =

l

Info € | Config =

{

Info € | Config =
Offbeard il

The data can be contextualized via NodeRED which is also included in the gateway. The default logic of
NodeRED collects al topics on-boarded and transfers them to an MQTT broker which can be selected by the user,

or also included with the loT gateway.

link in

link out

comment |

~ function

Edit mqtt in node

& Properties

Q@ Server localhost

== Topic #1

® QoS 2 ¥

® Output a parsed JSON object
% Name

@
2O L

=1
o

This example shows the MQTT set-up, and timestamped data of CPX-AP-A modules displayed in the debug win-

dow of NodeRED.
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