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Copyright Notice

This documentation is the intellectual property of Festo AG & Co. KG, which also has the exclusive copyright. Any
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Legal Notice
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Festo AG & Co. KG does not accept any liability for damages arising from the use of any incorrect or incomplete
information contained in this documentation or any information missing therefrom.

Defects resulting from the improper handling of devices and modules are excluded from the warranty.
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tions relating to the protection of personnel and machinery.

No liability is accepted for claims for damages arising from a failure or functional defect. In other respects, the
regulations with regard to liability from the terms and conditions of delivery, payment and use of software of
Festo AG & Co. KG, which can be found at www.festo.com and can be supplied on request, shall apply.

All data contained in this document do not represent guaranteed specifications, particularly with regard to func-
tionality, condition or quality, in the legal sense.

The information in this document serves only as basic information for the implementation of a specific, hypo-
thetical application and is in no way intended as a substitute for the operating instructions of the respective
manufacturers and the design and testing of the respective application by the user.

The operating instructions for Festo products can be found at www.festo.com.

Users of this document (application note) must verify that all functions described here also work correctly in the

application. By reading this document and adhering to the specifications contained therein, users are also solely
responsible for their own application.
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Components/Software used

1 Components/Software used
Type/Name Version Software/Firmware Date of manufacture
CECC-X-... »=2.1.0 29.10.2015
CECC-S/D/LK »=1.3.8-ceccO 18.02.2015
CPX-CEC-...-V3

Table 1.1: 1  Components/Software used
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Overview

2 Overview

If you want to transfer files via FTP or TFTP between the PC and your Festo device you can follow this application
note.

FTP

FTP (file transfer protocol) is a complete, session-oriented, general purpose file transfer protocol. It can be used
interactively. FTP depends on TCP, is connection oriented, and provides reliable control.

TFTP

TFTP (trivial file transfer protocol) is used as a bare-bones special purpose file transfer protocol. It allows only
unidirectional transfer of files. TFTP depends on UDP, requires less overhead, and provides virtually no control.

2.1 Architecture

A FTP/TFTP server MUST be enabled on the Festo device to transfer files. On the PC side you can use any
FTP/TFTP client of your choice to exchange files.

Windows/Linux PC Festo PLC device

FTP Clients T.FTP FTP Server | TFTP Server
Clients
FileZilla startftp starttftp

9 Note

The permanent flash file storage place is located at the directory path /ffx/.

The permanent default CODESYS file storage path is set to /ffx/codesys/prj/.

For non-permanent files (files only in RAM memory => automatically deleted after a device's power
down) use the directory path /tmp/.
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Start FTP/TFTP server of the device

3 Start FTP/TFTP server of the device

3.1 Step one - Establish telnet connection to device
Click on [Start] [Execute...]
Enter the command cmd (for Windows) to open a command shell and press ENTER.

To login to the device start a telnet connection with the command
telnet <IP address>

Replace the part <IP address» with your appropriate settings like
telnet 192.168.2.50

Remember the default IP settings for Festo devices:

CPX-CEC 192.168.2.50
CECC-X-... 192.168.4.2
CECC-S/D/LK 192.168.2.20

Bypass the login in screen finishing each input with key ENTER like:

<device> login: root
Password: Festo

Now you should be connected to the device in telnet terminal mode and see the blinking cursor at the command

root@<device> ~$%

3.2 Step two — Start the device's FTP/TFTP server

3.2.1 FTP server
Start the FTP server on the device entering the following command finishing with ENTER:

startftp
To check whether the FTP server is really running use the command

ps
Your screen should look something like this:

~ # startftp

~ # ps
PID USER VSZ STAT COMMAND
1 root 2152 S init
190 root 1928 S /ffx/bin/vsftpd
~ #

The FTP server is up and running if a line with the character sequence /vsftpd appears in the process list.

9 Note

If you reboot the device, you have to start the FTP server AGAIN. If you want to start the server every
time your device powers up see section = Start server automatically on every power up later in this
document.
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Start FTP/TFTP server of the device

3.2.2 TFTP server

Note
The TFTP server is only supported from the CECC-... .

Start the TFTP server on the device entering the following command finishing with ENTER:
starttftp

To check whether the TFTP server is really running use the command
ps
Your screen should look something like this:

~ # ps
PID USER VSZ STAT COMMAND
1 root 2152 S init
1783 root 2352 S /usr/bin/udpsvd -E 0.0.0.0 69 /usr/sbin/tftpd -c -u root
/ffx/transfer
~ #

The TFTP server is up and running if a line with the character sequence /tftpd appears in the process list.

Note
The files are stored in the subfolder /ffx/transfer.

9 Note

If you reboot the device, you have to start the TFTP server AGAIN. If you want to start the server
every time your device powers up see section = Start server automatically on every power up later
in this document.
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Start FTP/TFTP server of the device

3.3 Step three — Start and connect the PC's FTP/TFTP client with the server

3.3.1 FTP clients

There are many different FTP clients available for the PC. As an example all single steps to connect to and ex-
change files with the PLC device of the following freely available FTP-clients will be performed

e Filezilla
e  FireFTP (Firefox Plugin)
e isiFTP

Filezilla

The FTP client FileZilla is an Open Source software and can be downloaded, for instance, at the following
address:

http://filezilla-project.org/download.php?type=client

The following setup is for a PLC device with the IP address 192.168.2.10.

After the menu item [File] [Sitemanager...] the following dialogue box appears in which any number of connection
profiles can be created.

Select Entry:
- ; General |ﬁd\ranced | Transfer Settings | Charsetl
J My Sites
| iEweE Host: [192.168.2.10 Port: |
Server Type: IFTP - File Transfer Protocal LI
Logon Type: INormaI LI
ser: Iroot
Pagsword: Ii""
Arcaunt: I
Comments:
Mew Site | Mew Folder | d
ey Book mark | Renarme |
=
Delete | Copy |
Connect I oK Cancel

If the button "New Site" is clicked, a new profile is created which can be given an individual name.
The IP address of the PLC device is entered in the field "Host:".

In the field "Server Type:", the item "FTP — File Transfer Protocol" has to be selected.

The "Logon Type:" is "Normal".

In the field "User:" enter "root", as no other user has been created on the device so far.

The field "Password:" should actually be self-explanatory.

In the register "Advanced", the "Default local directory:" (= directory on the PC) and the "Default remote
directory:" (= directory on the PLC device) can be specified.
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Site Manager m

Select Entry:

My Sites
Lol Mew site

Mewr Site | Mews Folder |

Start FTP/TFTP server of the device

General Advanced |Transﬁer SEttingsl Charsetl

=

Server Type: IUni}{

|_ Bypass proxy

Default local directory:

IC SData

Browese. .. |

Default remote directory:
|/

[ Use synchronized browsing

Adjust server timezone offset:

Mew Bookmark |

Rename | IEI iIHDurs, IEI iIMinutes

Delets | Copy |

Connect |

Ok |

Cancel |

As in Explorer, a corresponding directory can now be selected on both devices.

& New site - root@192.168.2.10 - FileZilla

File Edit Wiew Transfer Server Bookmarks Help
[A-[FEErleryakETH e A
‘ Host: I Username: I Password: I Paort: Quickconnect
Status: Calculating timezone offset of server... ;I
Cormmand:  MDTM datamap_128k ko
Fesponse: 213 20060101000655
Status: Tirnezone offsets: Server: 126230400 seconds, Local: 3600 seconds, Difference: -126226800 seconds,
Status: Directory listing successful j
-
Local site: | ChiDatay, - | | Remote site: | A ﬂ
@) Data NIEEY

-2 Documents and Settings [ i e

[+ DRIVERS _I

[#2) Fasto

----- i) FestoDB
- Inetpub
..... ) Im.dat
2 e =~
Filename # | Filesize | Filetype | Last modified Filenarne  / | Filesize | Filetype | Lask modified | Permissions | Ciwir
9. D.
|[hwireshark File Folder 11.03.2010 15:14:19 datamap... 3.764  KO-Datei 01.01.2006 01:...  -Fw-r--r-- oo
| wireshark-win3z-1.., File: Folder 04,03,2010 10:45:00 m override. .. 99 CFG-Datei 18.09,2002 it - oo
| | B

2 directories Z files. Total size: 3.863 bytes
ServerfLocal file Direction | Remate file Size | Priorit: | Status

Queued files | Failed transfers Successful ransfers

£ EH [Queue: empty @ 0/

One or more files can then be transferred to the PLC device via the context menu (right mouse button) and the

menu item "Upload".

Application Note — How to use FTP and TFTP - 1.10

Page 9 of 18



Start FTP/TFTP server of the device

The file transfer from the device to the PCis carried out accordingly with the command "Download".

9 Note

Unlike with the TFTP transfer, if the FTP client is used the connection between device and PC contin-
ues to be sustained (depending on the configuration of the FTP client). If the connection is no longer
required, it should be cut off manually.

FireFTP (Firefox Plugin)

The FTP client "FireFTP" is an Add-on for the web browser Firefox (https://www.mozilla.org) and can be down-
loaded at the following address: https://addons.mozilla.org/de/firefox/addon/684

The following setup is for a PLC device with the IP address 192.168.2.50.

Start the Add-on at the menu [Tools] [FireFtp] and you get a new register like the following one:

-] B

Conmect  Edit  Abork |I:0g,l'Queue Tools  Help

LI Browse (i) ||_|| LI Change

Mame A| Si_ze_ITpe |Date |E'3| ame | |Tpe|Date ‘lﬁil

' & FireFTP

1 1

FireFTP 1.0.7 'Human Being' (@

Log | Gueue |
| Local Listing: 0 objecti{s) ,_| Binaty | | | || i

Open the combo box on the left side and select the option "Create a new account...”

Account Manager m

Main | Connectinnl F\dvancedl

~Main Details
Account Mame: I CECC (Default) Category: ;I
Host [ 192.168.2.50
1D
Login: I rook
Passward: quo
[ Anonymaus

Delete | oK I .ﬂ.bbrechenl

In the register "Main" fill in the following fields.

Enter any character sequence to describe your connection at the field "Account Name:".
The IP address of the PLC device is entered in the field "Host:".

In the field "Login:" enter "root", as no other user has been created on the device so far.
The field "Password:" should actually be self-explanatory.
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Start FTP/TFTP server of the device

Account Manager m

Main  Connection | advanced |

—Connection Type

¥ Passive Mode [ Ipve
Securiby: INnne - | Part: I 21
Private Key: I Browse. .. | Conert, ., |

~Initial Direckories

Local: I ci\Temp EUse Current I

Remote; I IFFxfcodesys/pri Idse Current

i

" Keep directories in sync while navigating

Delete | oK | Abbrechenl

In the register "Connection", you can setup the initial start-up directories.
The "Local:" (= directory on the PC) and the "Remote:" (= directory on the PLC device) can be specified.

Finish the Account Manager setup with the button OK.
Select the new created account at the combo box (i. e. "CECC (Default)") and click on the button Connect.

At the two panel view the left side shows the local PC and the right side the connected device. You can exchange
files per simple drag and drop or usage of the arrow buttons at the space between the two panels.

J & FirerTp . | m F

| cECC (Default) =1 ti Edit abort | LogfQueus  Tools Help
(i @ Ic:'l,Temp LI Browse i 'E ||_| |,|'FF><,|'c0desys,l'prj LI Change
El= Mame =~ | Siee| Type | Da= | E®| B Mame | | Type |Date  ~|E®|
| Termp = =
f ¥ [= | codesys

i [Zpri i

: 4 i
‘
227 Entering Passive Mode (192,168,2,50,19,137) ﬂ
LIST
180 Here comes the directory listing,
226 Directory send OK. -
Log | Queus |
| Local Listing: O object(s) |_| Binary || v

Click the Disconnect button to end the connection to the device.

isiFTP

The FTP client "isiFTP" is freeware and can be downloaded at the following address:
http://www.pcfreunde.de/download/d14726/isiftp/

This program is available in German language ONLY.

The following setup is for a PLC device with IP 192.168.2.111.

After the menu item [Programme] [Optionen] has been selected, the following dialogue box appears in which any
number of connection profiles can be created.
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Start FTP/TFTP server of the device

Josconen x

—Prafile mProxy SOCKESS

neues Prafil erstellenl Prafil léschen I JErVEr: I

Part: 1080

Eenutzername: I

~FTP Server Einstelungen———————— Passwart: I

Server: "192-158'2'111 | —zusatzlich
genuter; [foot_ ||| | eIl

[ Proxy Server nukzen

Passwart; "***** | r Lokal Folgen, wenn auf FTP-Seite

Yerzeichniswechsel erfolgt
¥ Log Datei auf 250kE beschranken

—Starkverzeichnisse
Laokal: I
FTP: HIFFX

mobile Yersion erstellen (siche Hilfe) I
X abbruch | o OK I

The IP address of the PLC device is entered in the field "Server:".

At the field "Benutzer:" enter "root", as no other user has been created on the device so far.

The field "Passwort:" should actually be self-explanatory.

In the fields "Startverzeichnisse / Lokal:" and "Startverzeichnisse / FTP:", those directories can be specified

which are to be changed to on the PC and on the PLC device, as soon as the FTP connection has been
established.

In the menu [Bearbeiten] [FTP Profile »][<Profilname>] a corresponding profile can be selected.

The connection is established by selecting the menu [Bearbeiten][Verbinden] or clicking on the button between
the two directory structures.

- L=
Programm Bearbeiten  Hilfe
Lokl —FTP Server
[k | ) | R 1) Lo CoDesyst J1iE3
0 T v T Fe ;I @ -]
B k " ."‘ LI R N IO Sbin
B R - o -2 — lil-:odesys
i T S0 ete
@ h- Iq o laipkg |
P N - CoDedys _l;l lahb
J I I D @ [Zhan LI
Name |~ créke| Datum j |~ arafe | Datum
[Z] Readme. bxt 514,00 Bytes  24.01.05 1527 | 549,73 KB 51.01.08 16:35

349,78 KE  29.01.05 0912
155,16 KB 29.01.08 10:25

635,00 Bytes 3001081011

P |®| | DS |-

Now, as in Explorer, a corresponding directory can be selected on both devices.

If a file is selected, it can be transferred by clicking on the button with the arrow pointed towards the other de-
vice connected. This method works in both directions.

9 Note

Unlike with the TFTP transfer, if the FTP client is used the connection between device and PC contin-
ues to be sustained (depending on the configuration of the FTP client). If the connection is no longer
required, it should be cut off manually.
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Start FTP/TFTP server of the device

3.3.2 TFTP clients

Tftpd32

Tftpd32 is freeware and available for download at the following address:
http://tftpd32.jounin.net/tftpd32.html

The following setup is for a PC with IP address 192.168.2.11 and a PLC device with IP 192.168.2.12.

Change to the register "Tftp Client"

%% Tftpd32 by Ph. Jounin - 10| x|

Current Directory | C:\Program Files\Tfp32 =] Browse |
Server interface |132_-| 2211 j Show Dir |

Titp Server  Ttp Client | DHECP server I Events viewer I

Host f§192.168.212 F"u:urtl

File G:ACoDes g eps. ipl I
Block Defaultj [ Send full path ko server

Size
[Get | Put Ereakl

| A bt I Settings Help

The field "Host" contains the IP address of the PLC device.

Enter the name of the file to be transferred in the input field "File".

In contrast to = PumpKIN, the file cannot be selected by a mouse click. Here, the filename including the path
must be entered.

A click on the "Put" button transfers the file into the directory specified by using the start command for the tftp
server (= TFTP server).

PumpKIN

PumpKIN is an Open Source software and is available for download, at the following address:
http://kin.klever.net/pumpkin/

The following setup is for a PLC device with IP address 192.168.2.12.

Push the button "Put File" to send a file to the PLC device.
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# PumpkIN

= AT e

sendfile e

-

-

™~ A%

AR Get File
= Local file: ‘
IG:&EDDES}IS‘\S}IS.ipk @ | |
v 2
- Remote fle: | Tupe: I'I"ZtEt j Black:lzﬂ‘la j st sten ||
- IS-'r'S-iF'k Options ‘
i Remate host; ‘
e 192.168.2.12 R F |
E .
[ 4 = 2
= [PumpKIN started E
[ 4 p : ”
F 5
H F
[ 4 F
P ok | Cancel | P
—
Vsl s & g s 0% W g2 f:cnisumig B4

Enter the name of the file to be transferred in the input field "Local
the input field can be used to search the desired file.
The field "Remote host:" contains the IP address of the PLC device.

file". Alternatively, the button to the right of

If the dialogue box is confirmed with "OK", the file will be transferred into the directory specified by using the

start command for the TFTP server (= TFTP server).
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Stop FTP/TFTP server of the device

4 Stop FTP/TFTP server of the device

If you don't need the server any more you should turn it off because it wastes system resources.

Therefore you can use several linux commands in the telnet terminal (you may need to establish a telnet connec-
tion to the device if not already existing according to = Step one — Establish telnet connection to device).

4.1 Stop FTP server of the device

Stop the FTP server on the device entering the following command finishing with Enter:
stopftp

If the command is not supported from the device use:
killall vsftpd

To check whether the FTP server is really stopped use the command
ps
The FTP server is stopped if no line with the character sequence /vsftpd appears in the process list.

4.2 Stop TFTP server of the device
Stop the TFTP server on the device entering the following command finished with Enter:
stoptftp

To check whether the TFTP server is really stopped use the command

ps
The TFTP server is stopped if no line with the character sequence /tftpd appears in the process list.

Note
The TFTP server is only supported from the CECC-... .
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Start server automatically on every power up

5 Start server automatically on every power up

To start the TFTP/FTP server every time the device is powered up, you have to add a start-up script file to the
device.

To do that, open or create the file startup.txt with your favourite editor. Edit the file as shown below.

9 Note

The end of line in the "startup.txt" file has to be a "LF" (linux style) not a "CRLF".

9 Note

The behaviour of processing the "startup.txt" is different for the CECC and CPX.

On the CPX-CEC-...-V3 the startup-script is processed AFTER starting the CODESYS runtime and on
CECC devices it is processed BEFORE.

FTP Server
m_w| startup.txt - Editor =NNCE X
Datei Bearbeiten Format Ansicht 7
# Script for automatic start of FTP -
startftp
4 }
TFTP Server

----- | startup.txt - Editor ESERER T

Datei Bearbeiten Format Ansicht 7
# script for automatic start of TFTP -

starttftp

Transfer startup.txt to the PLC
Copy the startup script file startup.txt to your PLC. It is recommended to do that with CODESYS.
1. Click on the PLC node in the project tree on the left.
Select the PLC in the tab "Communication Settings".
2. Select the "Files" tab.
3. Connect to the PLC and open the prj/ subfolder.
4. Copy/Transfer the file startup.txt from your PC to the PLC.
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Start server automatically on every power up

‘% UntitledL project* - CODESYS the IEC 61131-3 programming systemn provided by Festo EI
File Edit Miew Project Build Online Debug  Tools  Window Help
B &l ¥ =R R % | |= P
Devices -~ 3 X m Device X -
- '@ ﬁ(,ﬂgdj E] | Communicalion Settings I Applical\uns| Files | Log | FLC zettings | PLC shell I Uszers and Groups I Access Rights I Task deploy * | *
=i Device (CECC-LK) . R .
) Host | Location: | . CtestShare - | E@ W Runtime | Location: | [ pri - | Ca R
= El] PLC Logic -
= u Application Marne Size Marme Size
m Library Manager t . T .
PLC_PRG (PRE) ;‘|startup.txt 171 bytes
= @ Task Configuration ._. kestfile kxt 0 bytes ->>
@ MainTask,
=[] onboard (CECC 141/80)
"% Digital Inputs i
A Digital Qutputs
4 | 1 k 4 1 2
FOUs |5 Devices
[E Meszages - Totaly O eror(s], O waring(s), 0 message(s) ]
Last build: €3 0 & 0 Precompile: Current uzer: [hobody)

After transfer you have to reboot the device.
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Completely remove automatic start of the FTP/TFTP Server

6

6.1

6.2

Completely remove automatic start of the FTP/TFTP Server

Via CODESYS register "Files"
Click on the PLC node in the project tree on the left
Select the "Files" tab
Connect to the PLC and open the prj/ subfolder
Remove the file startup.txt
Reboot the device

Via telnet

Login via telnet to your device

Following commands are used to delete the startup.txt file

rm -f /ffx/codesys/prj/startup.txt

sync

To check if the file was deleted just enter the following command
1s -al /ffx/codesys/prj

There should be no file listed with "startup.txt"
Reboot the device

Page 18 of 18 Application Note — How to use FTP and TFTP-1.10



